SURVEY OF STATE OPEN RECORDS AND PRIVACY LA WS*

State

Type of Records
Defined

Access to Information and
Associated Fees

Alabama

"reasonably necessary to
record the business and
activities required to be
done or carried on by a
public officer" 404 So.
678 (Ala. 1981)

Provides only for payment of fees for
certified copy.

Alaska

anything "developed for
or by a public agency"

Not to exceed the standard unit cost of
duplication. If production of records for
one requester in a calendar month exceeds
five person-hours. the public agency shall
require the requester to pay the personnel
costs required during the month to
complete the search and copying tasks.
§ 09.25.115 for electronic services and
products may charge actual incremental
costs and a reasonable portion of costs of
development & maintenance of public
agency system.

Privacy Law

§ 44.99.300 Fair Information Practices law creates
a process for citizen to challenge the accuracy of
personal information subject to public disclosure.
Agencies must notify data subject of:
I) law permitting information
2) consequences of not providing information
3) anticipated use and disclosure of the data
4) how to challenge the accuracy

§ 09.25 .115( f) when offering on-line access

for fee. agency must also provide public
terminal at no charge.
Arizona

§ 39-121 public records
and other matters in the
office of any officer

§ 37.172. 37.173 Resource Analysis Div.

established as a clearinghouse for digital
cartographic data
§ 39-121.03 general authority to charge
fees-nothing specific.
§ 39-121.03 can charge market value if
public record is requested for a commercial
purpose.

Information stored on computer tapes is
public and the public is entitled to have it in
the form in which it is kept 732 SW. 2nd
152 (1987)

Arkansas

required by law to be
kept or kept which
constitute a record of the
performance or lack of
performance of official
functions

California

§ 6256 must provide copies of "identifiable
any writing containing
record."
information relating to
the conduct of the
§ 6257 covering direct costs of duplication.
public's business
prepared. owned. used. or
§ 408.3 & §409 for "property
retained
characterisucs information" assessor may
charge fee related to the actual cost of
Excludes computer
software developed by
developing and providing the information.
Development costs may include overhead.
government agency and
allows sale and licensing personnel. supplies. material. office.
storage. and computer costs.
of the software.

Civil Code Sec. 1798 Fair Information Practices
Act gives citizens right to see and correct state files
about themselves. State agencies may disclose
personal information only in limited circumstances.
Law permits invasion-of-pri vacy lawsuits against a
person who intentionally discloses personal
information that was known to come from a state or
federal agency in violation of law.
Motor vehicle registration information may be sold
at cost. but buyer must identify the reason for the
r~uesL

§ 408.3 & §409 only apply to counties with
pop. of over 715.000.
§ 6256 public agency has choice in which

Data is freely available to press and an attorney. but
there is a ten-day wait for person requesting access
to another person's motor vehicle records.

form computer data will be provided.
Colorado

writings made.
maintained. or kept by
the political subdivision
for use in the exercise of
functions required or
authorized by law or
involving the receipt or
expenditure of public
funds.

reasonable fee not to exceed $ 1.25/page
unless actual cost exceeds that.
Judicial decisions have cleared the way for
user fees.

2.1

§ 24-72-204 Individuals are permitted to examine
their own records. but state must keep following
records confidential: medical and personnel files,
library material; address and telephone number of
public school students.
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Associated Fees

Privacy Law

Connecticut

any recorded data or
information relating to
the conduct of the
public's business
prepared, owned, used,
received or retained by a
public agency,

not to exceed S1.00 for the first page and
$.5<Yadditional page.

§ 4-190 State and local government are to maintain
only necessary informauon and provide individual
access to such information, Agencies must keep a
record of disclosures.

§ 1-19a, eff. July 1, 1992, permits special
fees for computer-stored records. Such fees
may include hourly salary, and charges for
computer time.
§ 1-19a eff. July I, 1992, no public agency

may enter into any contract if such contract
impairs the right of public access to records
stored on a computer system.
Delaware

information of any kind
owned. made, used,
retained. received,
produced, composed,
drafted or otherwise
compiled or collected
relating in any way to
public business or
purposes.

any reasonable expense involved in the
copying.

District of Columbia

records prepared, owned,
used. in the possession of,
or retained by the Mayor
and agencies.

not to exceed the actual cost of searching
for or making copies; total fee not to
exceed $10 per single request for any
number of documents.

Florida

records made or received
pursuant to law or
ordinance or in
connection with the
transaction of official
business of any public
body, officer,
oremployee, including
"the legislative,
execuuve, and judicial
branches of government
and each agency or
department created
thereunder; counties,
municipalities, and
districts; and each
constitutional officer,
board. and commission,
or entity created pursuant
to law or the
Constitution." .

as prescribed by law; if not prescribed $.15
per one-sided copy up to 14" x 8 1/2";
actual cost for other sizes.

Georgia

§ 282.318 State departments must have information
security manager to assure that security procedures
for data processing are followed,

§ 119.085 allows a fee to be charged for
electrOnic access which includes the direct
and indirect costs of providing such access.
§ 119.07(b) a special service charge may be
added for requests which require extensive
use of information technology resources.

records prepared and
$.25/page unless otherwise provided by
maintained or received in law;
the course of the
operation of a public
In addition, a reasonable charge may be
office
collected for search, retrieval, and other
direct administrative costs provided no
charge is made for the first quarter hour.
Op. Atty Gen. 89-32 Information does not
fall outside Open Records Act because it is
stored by magnetic tape or diskette
Georgia Planning Act of 1989 establishes
funds for database development; joint
funding with US EPA.

Hawaii

information maintained
by any unit of
government in any form.

§ 92F-42 (13) fees may be set by the
director of information practices for
searching, reviewing, or segregating
disclosable records.
§ 92F-II (c) Unless the information is

readily retrievable by the agency in the
form in which it is requested, an agency
shall not be required to prepare a
compilation or summary of its records.

2.2

§ 92F Uniform Information Practices Act permits

individuals to have access to "personal records"
about themselves. Privacy interests must be
balanced against public interest in disclosure of
medical. social service, financial and performance
evaluation data. Individuals may correct errors.
Office of Information Practices within the
Department of the Attorney General enforces the
law,
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Type of Records
Defined

Access to Information and
Associated Fees

Idaho

not defined

S 9-338 (8) Unless another fee is provided
by law, a fee not to exceed the actual cost
to the agency of copying. Actual costs do
not include any administrative or labor cost.
For a duplicate of a computer tape a fee
may be charged, not to exceed the sum of
the agency's direct cost and the standard
cost, if any, for selling the same
information in the form of a publication

Privacy Law

§ 9-340 ( 16) Exemption from disclosure
for computer programs does nOt include a
compilation or other manipulation of the
original data produced by use of the
program.

S 39.120 supports GIS use for Water
Resources.
l11inois

records having been
prepared. used. received,
possessed or under the
control of any public
body.

§ 206 actual costs for copying and for the
use of equipment to copy records.

excluding costs of search and review,
unless otherwise provided by statute.
§ 201 State FOIA is not intended to be used

for the furthering of a commercial
enterprise or to disrupt the work of a public
body. Nor is the Act intended to create an
obligation to prepare any public record
which was not prepared when the Act
became effective.

§ 116.43.5 Most state records are public. others
may be disclosed if the requester signs an affidavit
"that the information shall not be made available to
other persons."
Public records law includes language: "Nothing in
this section shall require the Secretary of State to
invade or assist in the invasion of any person's right
to privacy."

Federal Surface Mining and Reclamation
Act III; Rev. Statute III supports GIS for
solid waste planning.
Indiana

any record that is created.
received. retained.
maintained. used. or filed
by or with a public
agency.

§ 5-14-3-8 not to exceed S.IO/page for
standard size documents or a reasonable fee
for non-standard-size. For a duplicate of a
computer tape a fee may be charged. not to
exceed the sum of the agency's direct cost
and the standard cost. if any, for selling the
same information in the form of a
publication.

§ 4-1-6 Fair Information Practices Act requires that
state agencies may determine when personal
information may be e)(changed.
Citizen has a right to inspect personal information
e)(cept medical records; however, agencies define
whether personal data is confidential or public.

§ 36-1-3-8 (6) applicable to local
government units where user fees are
permitted but which restricts such fees to
what is re:lSonable and just.

I.e. 2.5.19 creates Census Data Advisory
Committee.
Iowa

any record "of or
belonging to" a political
subdivision.

§ 22.2 the right to copy includes the right to
publish or otherwise disseminate public
records or the information.

creates exemption from
open records for
"geographic" computer
database

§ 22.2.3 permits a government body to
restrict access or use of a geographic data
base except under terms and conditions
acceptable to the government body.
Government body may establish reasonable
rates and procedures for retrieval of
specified non-confidential records.

GIS may be funded by essential corporate
purpose bonds.
Kansas

maintained or kept by or
is in the possession of
any public agency.

§ 45-219 (c) not to exceed actual cost,
including cost of staff time and computer
services.
§ 45-221 (35) can refuse request if it places
an unreasonable burden on agency.

§ 45-220 (c) (2) cannot use lists of names
and addresses for sales or sell the list.

2.3
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State

Type of Records
Defined

Access to Information and
Associated Fees

Privacy Law

Kentucky

prepared. owned. used. in
the possession of or
retained by a public
agency.

§ 61.874 (3) A public agency may impose a
reasonable fee for the creation of non·
standardized services and products
available through a database or GIS.

§ 61.870 State open records law mandates access to
any and all records of public agencies except
records of personal nature. cenain law enforcement
records and a few other categories.

§ 61.970 (4) exempts a
database or GIS from the
requirement of public
disclosure. but only if
such disclosure is for a
commercial purpose.

§ 61.970 Person who requests a copy of all
or any part of a database or a geographic
information system. in any form for a
commercial purpose must provide certified
statement on commercial purpose of use of
data and enter into a contract with owner of
the database or GIS for a specified fee
based on:
a. Cost to agency of time. equipment and
personnel in production of database or
GIS.
b. Cost to agency for creation or
acquisition of database or GIS.
c. Value of commercial purpose for which
database or GIS is to be used.

Provision is made that persons shall have access to
public records relating to them.

§ 61.975 the fee for copies of records stored
on a database or a GIS and not requested
for a commercial purpose shall not exceed
the actual costs of copying.

§ 7.510 State may charge for electronic
access to legislative electronic information
system.

Louisiana

Maine

information having been
used. being in use. or
prepared. possessed. or
retained for use in the
conduct. transaction. or
performance of any
public business.
any record in the
possession or custody of
a public agency received
or prepared for use in
connection with the
transaction of public
business.

§ 44-32 reasonable.

Title 50 § 71 Provides for a statewide land
information mapping and records system.

the cost of complying.
also; whenever inspection of public data
cannot be accomplished without translation
of electronic data into some other form the
person desiring inspection may be required
to pay the cost of translation.

§ 5.1851 Bureau of Central Computer Services
established to effect consolidation of data
processing equipment and to safeguard
confidentiality of information files.

§ 1753·A 5. Office of Geographic
Information Systems may levy appropriate
charges for use of GIS services.
§ I 756 GIS data are subject to licensing
agreements and are only available upon
payment of fees pursuant to this chapter.

2.4

6. March 1995

SURVEY OF STATE OPEN RECORDS AND PRIVACY LA WS*

State

Type of Records
Defined

Access to Information and
Associated Fees

Maryland

documentary material
that is made by a unit of
government.

§ 10-621 a reasonable fee for the search for.
preparation of and reproduction of a public
record. not to include the first two hours of
searching.

Privacy Law

A governmental unit may adopt a fee
structure for GIS products that will cover
the cost of providing system services.
including a reasonable share of the
overhead costs and will not discriminate
among purchasers of system services.
A government unit may sell GIS products
to the general public for a fee that
reasonably reflects the cost of creating.
developing. and reproducing the product in
whatever format is available. The cost of
such products may be reduced or waive if
such are to be used for a public purpose.

Massachusetts

any written or printed
book or paper. or any
photograph. microphotograph. map or plan

Only a person who has entered into a
contract with a governmental unit may have
on-line access to the geographic data in a
system under the terms of the contract.
reasonable fee including the actual expense
of a search

§ 66A Agency must designate individual
responsible for personal data systems and must
enact regulations governing outside access and
individual challenge and correction.
Each personal data system must be registered with
the secretary of state.

Michigan

a writing prepared,
owned. used. in the
possession of. or retained
by a public body in the
performance of an
official function

§ 15.123 fees limited to actual mailing
costs. and actual cost of duplication
including labor. the cost of search.
examination. review and the deletion and
separation of exempt form non-exempt
material.
§ 15.122 (3) & (4) the Act does not require
a public body to make a compilation.
summary. or report. nor to create a new
public record

Minnesota

all data collected. created. reasonable and actual costs of copying
received. maintained or
searching and retrieving.
disseminated
For requests which involve the receipt of
information that has commercial value and
is a substantial and discreet portion of a
formula. pattern. compilation. program.
device. method. technique. process. data
base or system developed with a significant
expenditure of public funds. a reasonable
fee related to the actual development costs
may be charged.

§ 13.01 Data Practices Act covers state agencies
and institutions. school boards. local commissions
but not townships. Defines confidential personal
data not available to the individual. Each agency
must designate a person to be responsible for data
banks and report annually to state department of
administration.

Individual must be told purpose and use of
information and has a right to contest personal
information before action taken against them due to
"computer matching."

§ 375.85 A county may market selfdeveloped computer programs. Such
programs are considered trade secrets of the
govemmental entity.

Mississippi

any documentary material
having been used. being
in use. or prepared.
possessed or retained for
use in the conduct of
public business

§ 25-61-7 reasonably calculated to
reimburse the public body but in no case to
exceed the actual cost of searching.
reviewing and/or duplicating.

2.5

§ 25-53-53-55 If "confidential information" is
wrongfully released to a state agency. the aggrieved
person may complain to the central data processing
authority and charges may be brought against
employee involved.
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State

Type of Records
Defined

Access to Information and
Associated Fees

Missouri

any record retained by a
governmental body

reasonable rate

Privacy Law

§ 610.026 not exceeding the actual cost of
document search and duplication. Fees for
providing access to records on computer
facilities may include only the cost of
copies and staff time required for making
copies.

§ 115.157 An election authority may sell
printouts of voter lists.

Montana

Public writings are (a)
laws; (b) judicial records;
(c) other official
documents; (d) public
record kept in this state,
of private writings. All
other writings are private.

§ 2-6-103 in the Secretary of State's Office
$.50/page
§ 2-6-110 For electronically stored
information, agency may charge cost of
media. mainframe processing charges and
out-of pocket expenses and an hourly fee
after the first half hour.
§ 2-6-209 public agency can't sell mailing
lists without pennission of persons on list.

§ 2-6-110 information in an electronic
format is subject to the same restrictions
applicable to the printed form.

Nebraska

all records or documents § 84-712 All citizens are fully empowered
of or belonging to the
to examine public records and make
political subdivision.
"memoranda and abstracts therefrom, all
Specifically provides that free of charge." No other provision for
records remain public
fees.
when maintained in
computer files
§ 84.712.01 (I) Data which is public in its
original form shall remain a public record
when maintained in computer files.

Nevada

§ 239.030 ·such fees as may be prescribed

for the services of copying"
New Hampshire

New Jersey

New Meltico

§ 91-A:IV actual cost of providing copy

records which are
required by law to be
made, maintained, or kept
on file
record made or received
by any agency in
pursuance of law or with
the transaction of public
business

§ 7-A Information Practices Act requires data
banks maintained by state agencies to be registered
with the state department of administration.

§ 47:A-2

1-10 pgs. S.50/page
11-20 pgs. .25
over 20pgs .10
§ 14-2-2 custodian of records must provide
facilities for making memoranda abstracts
from records

no direct provision for copies except for
veterans

§ 15-1-9 information in a
data base remains public no general provision for fees
§ 15-1-9 upon payment of a reasonable fee,
information contained in an information
systems database can be disclosed in
printed form. A fee may be charged for
access or use of the database for any private
or non-pUblic use.
§ 15-1-9 C In order to obtain a copy of a
data base in computer or printed form a
penmn must agree to not make
unauthorized copies of the data base and
not to use the data base for any political or
commercial purpose unless the use if
approved by the state agency.

2.6
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Defined

Access to Information and
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Privacy Law

New York

any information kept.
held. filed. produced or
reproduced by. with or
for a state agency or the
legislature

upon written request for a record
reasonable described

§ 91 "Each agency maintaining a system of records
shall prepare a notice describing each of its systerTL'
of records." including the uses made of each
category of records and the disclosures of personal
information that the agency regularly makes.

§ 87 (b) $.25 for standard sized records. not
to exceed actual cost for other records.

The Committee on Public Access to Records is
responsible for registering all state agency data
banks. to take citizen complaints. and to issue
advisory opinions.
Citizens have a right to see and correct their own
files.
North Carolina

North Dakota

Ohio

made or received
pursuant to law or
ordinance in connection
with public business

§ 102-17 County projects shall be eligible
for assistance subject to availability of

funds. compliance with administrative
regulations and conformity with one or
more of the project outlines.

qualified exception from
§ 143.345.6 Created Land Records
Public Records Act for
Advisoty Committee
certain geographic
information systems
includes any documents
of official import retained
by public employees in
the course of their duties
any record that is kept by
any public office

§ 149.43 (I) Every public office allow any
person to inspect all public records at
reasonable times during regular business
hours; (2) every public office. upon request.
make copies of public records available. at
cost. and within a reasonable amount of
time: and (3) that every public office
organize its records so that they may be
accessed within a reasonable period of
time.

§ 1347.01 Notices stating the nature and character
of any personal information system and name of
individual directly responsible for it - must be filed
with the director of administrative services.
Agencies maintaining these systems must inform
persons whether the information they are asked to
provide is legally required and must collect only
personal information necessary and relevant to the
functions of that agency.

With certain specific exemptions. personal
information may not be disclosed without the
consent of the individual. The law provides for
accessing. challenging and amending one's own
record.
Oklahoma

Oregon

created by. received by.
under the authority of. or
coming into the custody.
control or possession of
public bodies in
connection with public
business.

§ 24A.5.3. $.25/page for standard sized
documents. If the request is solely for a
commercial purpose then a reasonable fee
may be charged.

any writing containing
information relating to
the conduct of the
public's business.

fees reasonably calculated to reimburse the
actual cost in making the record available.

§ 74.118.17 Data Processing Planning and
Management Act provides for storage of
confidential data in centralized data processing
center to preclude access without authorization.

§ 24A.IO.B.3. If disclosure would give an
unfair advantage to competitors. a public
body may keep confidential computer
programs or software "but not the data
thereon."

§192.501 (16) specifically provides
analyses. compilations and other
manipulated forms of data produced by the
use of a computer program are not exempt
from disclosure.
§ 192.502 Intergovernmental group's
goegraphic databases or systems are
confidential and exempt for public
disclosure.
§ 190.050 Intergovernmental groups are
prohibited from restricting access to public
records through the inclusion of such
records in a geographic database or system.

2.7
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Pennsylvania

any account, voucher. or
contract dealing with the
receipt or disbursement
of funds or the
acquisition. use or
disposal of services or of
supplies or other property
and any minute. order or
decision fixing the
personal or property
rights. duties or
obligations of any person.

the custodian may adopt reasonable rules
(no specific provision for fees).

made or received
pursuant to law or
ordinance or in
connection with the
transaction of official
business.

§ 16.32.30 Establishes role of University of
Rhode Island as state GIS lead.

Rhode Island

Privacy Law

Agency has discretion to determine method
by which information could be best
transmitted to an applicant under the "right
to know" act. 455 A.2nd 731 (1983)

§ 38-2-4 S.IS/page plus an hourly rate not
to exceed SIS.OOIhour for costs of search
and retrieval. no charge for the first ten
minutes.
§ 38-2-3(f) Nothing in the act to be
construed as requiring a public body to
reorganize. consolidate. or compile data not
maintained in the form requested.

§ 38-2-6 cannot use information obtained
from public records to solicit for
commercial purposes.

South Carolina

prepared. owned. used. in § 30-4-30(b) not to exceed the actual cost
the possession of. or
of searching for or making copies. Must be
retained by a public body furnished at the lowest possible cost.
§ 30-4-30(b) Records must be provided in a
form that is both convenient and practical
for use by the person requesting the copies
if it is equally convenient for the public
body to provide the records in such form.

§ 30-4-4O(a) (1) Exemption for trade
secrets includes work products produced
for sale or resale. and paid subscriber
information.

South Dakota

§ 1-27-1 Game. fish and parks commission
fonnulated. adopted or
may sell subscription or license holder lists
used by the agency in the for a reasonable fee; automobile liability
discharge of its functions. insurers may be charged a reasonable fee
for verifying information.
§ 1-27-1 records required
to be open are those
Lists released or distributed under § 1-27-1
required by statute to be
may not be resold or redistributed.
kept.
Violation is misdemeanor.

Tennessee

made or received
pursuant to law or
ordinance or in
connection with the
transaction of official
business § 10-7-301

§ 1-26-2 all materials

§ 10-7-506(a) custodian of records has right

to adopt rules.
§ 10-7-S06(b) for request of a record which
has commercial value and requires the
reproduction of a computer generated map
or other geographic data. a reasonable fee
may be assessed but not against individuals
who request records for themselves.
Limited in its application to counties with a
pop. of more than 460.000 but less than
480.000
§ 7-52-135 applying to sale of data by
electronic systems owned by a metropolitan
government.
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Privacy Law

Utah

prepared. owned. used.
received or retained by a
governmental entiry.

§ 63·2·203 may charge a reasonable fee
covering the actual cost of duplication or
compiling a record in a form other than that
in which it is maintained. May not charge a
fee for reviewing a record.

§ 63·2·103 Government Records Access and
Management Act includes principles of fair
information practices found in federal privacy act.

§ 63·2·201(5) a governmental agency is not
required to create a record in response to a
request. A record shall be provided in a
particular format if it can be done without
unreasonably interfering with government
duties and the requester pays any additional
costs actually incurred.

Types of data collected by state agencies are
reponed annUally. There are four categories of
personal information: public. private. confidential.
and protected.
Individuals have the right to contest the accuracy of
their own data.

§ 63·2·201(7) a governmental entiry which
, offers a copyrighted or patented record for
sale may control the access. duplication.
and distribution of the material.

Automated Geographic Reference Center
created.
Vermont

produced or acquired in
the course of public
business

§ 316 (b) actual cost
§ 316 (a) § 316 (d) Public agency does not
have to provide or arrange for
photocopying if no photocopying machine
is available

Vermont Center for Geographic
Information (VCGI). a public not.for.profit
organization created to foster GIS
development and use within Vermont.
Virginia

§ 2.1·342.4 reasonable charges for
prepared. owned. or in
the possession of a public copying. search time and computer time.
body in the transaction of not to exceed the actual cost to the public
body in supplying such records. except that
public business.
a public body may charge on a pro rata per
acre basis for the cost of creating
topographical maps for such maps which
encompass a conuguous area greater than
fifty acres.

§ 2.1·377 Privacy Protection Act of 1976 prohibits
secret personal information systems and collection
of unneeded. inappropriate. inaccurate information.
Law provides for access and correction.

Computer data must be made available at a
reasonable cost. Public bodies are not
required to create a record if it does not
already exist.
Virginia Geographic Information Network
funded.
Washington

§ 42.17.300 not to exceed the amount
necessary to reimburse the agency for its
actual costs inCident to such copying.
§ 42.17.260 (6) cannot sell list of

§ 43.105.040 (4) Governor. after consultation with
data processing advisory committee. has power to
set policy for data processing. including standards
to establish and maintain the confidential nature of
information.

individuals that IS requested for commercial
purposes unless specifically authorized by
law.
Growth Management Legislation provides
suppon for GIS.
West Virginia

any writing containing
information related to the
conduct of the public's
business

§ 298·1·3 (4) requester must state with
reasonable specificity the information
sought
§ 298·1·3 (5) fees reasonably calculated to

reimburse the actual cost in making
reproductions

2.9
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Access to Information and
Associated Fees

State

Type of Records
Defined

Wisconsin

§ 19.35 (I) the actual. necessary and direct
"records" does not
cost of reproduction may be imposed.
include materials to
which access is limited
unless a fee is otherwise established by law.
by copyright. patent or
§ 19.35 (g) right to obtain copy does not
bequest or published
materials in possession of apply to a record which has been or will be
promptly published with copies offered for
an authoriry which are
sale or distribution.
available for sale.
§ 19.35 (I) the act does not require an
authoriry to create a new record by
extracting information from existing
records and compiling the information in a
new format

Privacy Law

Ch. 19 Seven-person Privacy Council appoints a
Privacy Advocate to present the privacy perspective
in state policy making and to assist citizens in
access to their own files.
State agencies must register their records and
develop rules of conduct for handling of personal
data.
Individual must be notified before adverse action is
taken as result of computer matching unless the
state or local agency finds the information used
"sufficiently reliable."

§ 59.88 Land Record Modernization
Funding. Portion of recording fees used to
support Land Modernization Activities.
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Wyoming

made or received in
connection with the
transaction of public
business .

reasonable

Privacy Law

• Compilation based on data appearing in the following:
Dando. Lori Pelerson. "A Survey of Slale Open Records Laws in Relation 10 Recovery of Data Base Development Costs. "Washington .. DC. Urban & Regional
Information Syslems Association 1992 Annual Conference Proceedjn\1s, 1992.
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The Honorable George Allen. Governor of Virginia
Members of the General Assembly

On behalf of the Council on Infonnation Management. I am pleased to provide you with
the report called for by Senate Joint Resolution 238 adopted by the General Assembly in
January 1993. In carrying out its responsibilities, the Council has received the assistance
of the Institute of Bill of Rights Law at The College of William and Mary, as well as
policy experts representing the Virginia Citizens Consumer Council, the Virginia Press
Association, the National Archives, agencies of state and local government. the Woodrow
Wilson International Center for Scholars and the law firm of Fenwick and West.
This report has two distinct purposes. As directed by the General Assembly, the report
provides an assessment of the impact of technology on the collection, maintenance,
preservation. use and dissemination of infonnation. Further. it examines whether, in an
electronic environment, current state law ensures public access to government
information, protects the rights of the individual to control infonnation about himself,
promotes the accuracy and integrity of public records and protects the taxpayer's
investment in collecting, developing, storing and maintaining public records.
In submitting this report for publication, the Council believes it is important to emphasize
that. with the advent of advanced information technologies. the process for managing and
providing access to public records has become more complex. While the study reveals
that current laws. for the most part, are adequate to address these issues. resolving the
question of access versus privacy involves a unique set of challenges for the
Commonwealth.
Respectfully submitted,

~

Hud Croasdale
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INTRODUCTION
Information policy clearly constitutes an emerging challenge for public officials in
Virginia in the 1990s. Although state and local governments have always recognized
their role in managing and providing access to public records, the advent and
increasing use of computers and other advanced information technologies have
increased the complexity of this task and have revealed ways in which the
Commonwealth's information policies can sometimes conflict.
Over the past few years, a number of issues have been raised concerning access to
government information, preservation of electronic records, privacy and intellectual
property which may call into question the efficacy of Virginia information laws in the
electronic age. Because new technology is putting considerable pressure on the laws
that were passed to regulate government information policy when government
information was recorded primarily on paper, there may be a need to amend those laws
in order to make certain that the policies represented in those laws are not lost as that
information becomes electronic.
Senate Joint Resolution 238 was adopted by the General Assembly in January 1993.
This resolution called for a study to determine whether current law ensures public
access to government information, protects the rights of the individual to control
information about himself, promotes the accuracy and integrity of public records and
protects the taxpayer's investment in collecting, developing, storing and maintaining
public records.
To ensure a thorough discussion of the issues, the Council on Information
Management ("Council") formed a committee of policy experts. Serving on the
committee were:
Robert D. Harris, Chair, Council on Information Management
Rodney A. Smolla, The Institute of Bill of Rights Law
John Westrick. Office of the Attorney General
Charles C. Livingston, Department of Information Technology
Marie B. Allen, National Archives
Jean Ann Fox. Virginia Citizens Consumer Council
The committee was assisted by a member from each of the Council's advisory
committees. representing the technology community in state and local governments:
Dr. Franklin E. Robeson. The College of William and Mary, Education
Advisorv Committee
Jacqueline M. Ennis. Department of MHMRfSAS, Agency Advisory
Committee
H. Bishop Dansby, GIS Law, Advisory Committee on Mapping,
Survevimr. and Land Information Svstems
Robert Yorks. Local Government Advisory Committee
J

A second group of individuals was formed to provide specific policy assistance in the
areas of copyright, privacy, access and public records:
1. T. Westermeier, Fenwick & West
David H. Flaherty, Woodrow Wilson Int'!. Center for Scholars
Edward Jones, The Free Lance-Star (Fredericksburg, Virginia)
A. W. Quillian, Department of Motor Vehicles
Louis Manarin, Library of Virginia
The committee held a series of meetings at which individuals and representatives of
organizations who had expressed interest in this topic attended and were given an
opportunity to express their concerns and recommendations.
The 'Council has concluded that the tension between the Commonwealth's current
policies cannot be completely eliminated but rather calls for a balancing of objectives.
The Council believes that many of these tensions can be addressed administratively or
with relatively minor statutory changes. The Council recommends that compliance
with minimum requirements as well as full attainment of the Commonwealth's policies
regarding access, privacy, and records preservation can best be addressed in a
programmatic fashion through ongoing development of guidance that relates
compliance with these laws to the evolving technology and overall management of
information technology planning and acquisition. Protecting the taxpayer's
investment in collecting and maintaining government databases and protecting the
citizen's ability to control information about himself cannot be fully accomplished
within the current statutory framework and will present significant policy issues that
the General Assembly may wish to address.
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OPPORTUNITIES AND CONCERNS
IN THE ELECTRONIC RECQRDS ERA
Preservin~

and

Protectin~

Government Records

The electronic records era presents opportunities for more effective archiving and
retrieval of government records. Imaging and other digital technologies represent new
preservation techniques that can be used in place of, or in conjunction with, analog
processes such as photocopy or microfilm, thereby providing an alternative of
comparable quality and lower cost.
Converting electronic records from operational media into durable form for permanent
storage presents a challenge because most electronically-stored information is very
short-lived, and the media used in operations typically are nondurable. Tapes,
diskettes and hard drive space can become unreliable relatively quickly or may need to
be reused in ordinary course, and computer memory is subject to loss whenever
computers are turned off. This is especially a concern with respect to government
actions and transactions occurring entirely in electronic form and which no longer
generate a traditional paper record. Archiving of electronic records also requires
selection of appropriate "snapshots" of data, as the electronic environment often
consists of evolving sets of data rather than series of separate documents.
An additional challenge for electronic preservation arises from the fact that many
information management systems employ custom-designed data structures or require
customized or proprietary software to retrieve or display data. As information
management systems are replaced by more efficient systems (and older software ceases
to be supported, understood or even licensed), it can become difficult to maintain the
access to non-current records which the agency chooses not to translate for continued
use.
An important issue created by the electronic environment is the question of how much
information to capture. The electronic environment offers the potential to capture far
more information as public records than was previously the case. Without judging the
desirability of doing so, vast amounts of information from informal messages, phone
conversations, preliminary drafts of documents, workplace surveillance devices and
other electronic sources, as a technical matter, can be captured and preserved.
Whether this is advisable from the viewpoint of cost, efficiency, privacy and other
factors is another maller.
Ensurin2 Access To Current Government Information
Some of the same factors discussed above with regard to the archiving of electronic
records apply also to citizen access to current government information. The increased
quantity of preservable data enhances the completeness of the information which may
he obtained by citizens. and the electronic format can facilitate research and retrieval
3

of information previously obtainable. if at all. only by manual search. The electronic
format. however. also presents potential barriers to access if unique data structures are
used or if customized or proprietary software is needed to locate or retrieve data.
An issue which is intensified by the electronic environment is the question of how
much time and money a public body ought to spend to assist citizens who wish to
access government information in forms or ways that would require special efforts by
the public body. The "snapshot" issue also presents difficulties, because a search of an
electronic database ordinarily cannot be performed instantly upon receipt of a request
but ought to be available in some form that does not unduly burden the ongoing
operations of public bodies.

Enhancin2 the Efficiency Of Government
Great opportunities to improve the efficiency of government have been and continue
to be available through e-mail. voice mail, electronic bulletin boards. word processing,
information management systems. automation of agency functions. electronic
monitoring of the work place and other technologies. However, the efficiency gains
offered by these technologies may be limited to the extent a public body's use of the
technologies triggers time-consuming and expensive requirements to retain and index
electronic files. translate data or provide for continuing use of older software to
manage non-current records, or document every deletion or non-retention of electronic
data.
A further loss of efficiency may be created to the extent voice mail, e-mail or other
technologies are avoided by employees in favor of more costly meetings or telephone
calls that do not generate a permanent record of their every communication.
The electronic records era has also raised a further issue of efficiency in managing
available staff resources and agency budgets. Responding to a Freedom Of
Information Act (FOIA) request for electronic records, together with all related Privacy
Protection Act measures. can involve a significant diversion of staff resources from the
agency's primary mission. This diversion can take the form of programming assistance,
report generation. or review of records to determine whether they are disclosable or to
segregate disclosable from exempt portions. As information, particularly in electronic
form. attains commercial value outside traditional FOIA purposes. the quantity and
frequency of such requests. as well as the volume of material sought in any particular
request. is likely to increase and make the cost issue more acute.
Protectin~

the Taxpayer's Investment in Databases and Systems

Development of computer systems and associated databases can represent an
enormous investment of taxpayer funds and can result in databases and systems that
resemble valuable information products much more than they resemble records of
public transactions. In such cases. an issue of proper stewardship of publicly-held
4

assets and of minimizing future tax burdens is created when information marketers
seek to obtain, at no or little cost under FOIA, the fruits of the public investment. In
some cases, a system may be economically feasible only if the cost of its creation can
be shared with private entities that will also benetit from the technology. However, a
public body's ability to partner in this fashion is undercut to the extent the public body
can be required to provide the fruits of the effort to anyone for free, whether or not
they contributed to the development effort.
In some cases, the public body's mission may require wide disbursement of the
information in question. In such cases, making the information freely available does
not present the same conflict between the taxpayer's interest and the interest of users
of that information. Similarly, if the taxpayers' representatives have concluded that
free disbursement of valuable information products is in the best interest of the public
due to economic development or other considerations, this would reflect a public
policy determination not to protect the government's proprietary interest in such
products.
Protectin~

the Individual's Ability to Control Personal Information

The concerns that originally prompted the passage of the Virginia Privacy Protection
Act seem even greater today as electronic record-keeping continues to expand. Many
citizens fear that far too much information about identifiable individuals is collected,
retained and disseminated by government, and that too few controls are exercised to
prevent unauthorized uses or to correct errors. All this is causing citizens to lose a
measure of privacy from "practical obscurity" -- the difficulty, in the absence of
computer matching, of gathering and linking the many bits of personal information that
citizens are constantly required or encouraged to provide as a condition of receiving
various benefits or services in the public and private sectors. This collection, retention
and dissemination of personal information endangers the individual's opportunities to
secure employment, insurance, credit and due process and other legal protections.
Particular concern exists with respect to the continued use of social security numbers
as identifiers, as this information more than any other is believed to facilitate private,
unauthorized access and use of credit and other records.
While the increased usage of electronic records heightens citizen interest in assuring
full compliance with the Privacy Protection Act, this alone is not viewed as sufficient.
The Privacy Protection Act does not prevent dissemination of information, but instead
merely requires that certain measures be taken in connection with that dissemination,
such as retaining a list of recipients so that, for example, they can be notified of any
corrections, and so that the data subject, if he undertakes the effort, can find out who
has received information about him and what decisions about him were affected by
that information. What these citizens really seek, however, is protection against
dissemination of personal information by government.

5

REVIEW QF CURRENT LA WS
The four statutes identitled in Senate Joint Resolution 238, the Virginia Public Records
Act, I the Virginia Freedom Of Information Act,2 the Privacy Protection Act of 1976,3
and the Intellectual Property Act," interact to form most of the Commonwealth's
current information policy. Following is a review of these laws and areas in which
they could be improved to meet needs arising in the electronic records era.

Freedom Qf Information Act
The Freedom of Information Act is intended, among other goals, to ensure that the
people of the Commonwealth have ready access to records in the custody of public
officials. 5 The FOIA directs that all official records shall be open to inspection and
copying within five work days after the request, except as may be otherwise
specifically provided by law. The FOrA itself currently lists 58 exemptions from
mandatory disclosure, most of which are designed specifically to exempt particular
records of particular agencies. The FOrA provides for quick judicial enforcement in the
event of alleged violations.
The FOrA has a conceptual problem at its core: the concept of an "official record" is
no longer entirely valid as a clearly-defined unit of information in the electronic
environment. The concept of the "official record" is rooted in the paper era, when
paper documents could be viewed as the building blocks of government information.
An official record typically was a visually-perceivable paper document, and many of
the balances struck by the FOIA between the goals of access versus administrative
Code of Virginia. §§ 42.1-76 through 42.1-91.
Code of Virginia. §§ 2.1-340 through 2.1-346.1.
Code of Virginia. §§ 2.1-377 through 2.1-386.
Code of Virginia. § 2.1-20.1: 1.
Code of Virginia. § 2.1-340.1.
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efficiency and cost, were structured around that concept. 6 As other, non-paper media
evolved, the definition of "official record" has been adapted to the new media. 7 Now,
with electronic record-keeping, the concept of an identitiable "record" consisting of a
reasonably specific discussion or report on some government action is significantly at
odds with reality. Eventually a statutory change may be necessary.
For the present, however, the Council believes the current definition is workable. The
definition of "official record" contemplates some physical embodiment of the
information. 8 In the case of electronic records, this may be a tape, diskette or optical
disk. 9 It would appear that the minimum requirements of current law are simply to
make the record reasonably accessible at reasonable cost. Ordinarily this can be a tape
onto which the data in question have been dumped, preferably in a standard format
such as ASCII files (if the programming effort is not unreasonable). Where feasible, the
agency is authorized, but not required, to prepare summaries or reports by extracting
specific information from tapes, disks or other records that is more directly responsive
to the requester's research topic. 'O Programming or report generation tasks appear
mandated only in connection with segregating exempt from non-exempt portions of a
record where such segregation is reasonable. The five work-day turn-around time
provides some guidance as to the level of effort that is reasonable for segregating
specific entries from a database. I I This does not preclude public bodies from
undertaking greater efforts voluntarily within a larger time agreeable to both the public
body and the requester. The Council believes that public bodies generally are
6

A request must reasonably identify the record sought and must be made to the custodian of
the record. The request must identify an existing record; the public body is not required to create
new ones. Code of Virginia, § 2.1-342(A). These limitations envision compliance as simply a
matter of retrieving an identified document from the agency's files. With the assumption that
significant government actions tend to generate records. the limitation to existing records minimizes
compliance costs while providing information that is most likely to shed light on government
operations.
7

See, Code of Virginia, § 2.1-341.

Official records are defined as "all written or printed books. papers, letters. documents.
maps and tapes. photographs. films. sound recordings. reports or other material. regardless of
physical form or characteristics. prepared, owned. or in the possession of a public body or any
employee or officer of a public body in the transaction of public business." Code of Virginia.
2.1-341.

*

In Associated Tax Service, [nco v. Fitzpatrick, 372 S.E.2d 625, 626 and 629 (1988), the
Virginia Supreme Court stated that a "computer disk file" is an official record. but the precise
description of what constituted a record was not at issue in the case.
10

II

See Code of Virginia.

~

See Code of Virginia.

*2.1-342(A).

2.1-342( A).
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cooperative. provided that excessive diversion of staff resources can be avoided.
The FOIA does not directly indicate what factors should be considered in determining
whether electronic records are reasonably accessible, or what level of effort can
reasonably be expected of the agency to enhance accessibility. While guidance in this
area would be helpful, the wide variety of existing electronic information systems both
within state government and as between state and local government, as well as the
likelihood that technology will continue to evolve rapidly, weigh against efforts to
standardize the specifics of access through legislation. This is not to say that access is
as complete as all would desire. Rather. the Council's conclusion is that the statute
imposes certain minimum standards. but that higher ideals of access, as a practical
matter. can best be pursued only through strategic planning of information technology
resources. especially at the information systems procurement or implementation stage.
The Council recommends that information technology management guidelines issued
under § 2.1-563.31(B)(5) should include guidance for the attainment of FOIA and
other information policy requirements and goals in a manner which reasonably takes
into account cost and efficiency trade-offs. This effort would be enhanced by more
specific authorization, but current statutory language is probably adequate.

Privacy Protection Act of 1976
The Privacy Protection Act establishes certain principles of information practice and
makes them applicable to governmental agencies that maintain manual or automated
record keeping systems containing information that describes, locates or indexes
anything about an individual. 12 Among other requirements. the Privacy Protection Act
requires that agencies collect. maintain, use and disseminate only that personal
information permitted or required by law to be so collected, maintained, used, or
disseminated or necessary to accomplish a proper purpose of the agency; maintain
information in the system with accuracy, completeness, timeliness and pertinence as
necessary to assure fairness in determinations relating to a data subject; make no
dissemination to another system without specifying requirements for security and
usage. including limitation on access thereto. and receiving reasonable assurances that
those requirements and limitations will be observed; maintain a list of all persons and
organizations having regular access; and maintain a complete and accurate record
includi~f the identity and purpose of any access to personal information in the
system.
The Pri vacy Protection Act also grants certain rights to individuals. including the right
to be told. when the information is collected. whether one may refuse to provide the
information and what the consequences will be; the right to be notified of the possible
I~

II

See Code of Virginia. §§ 2.1-378(8) and 2.1-379.
Code of Virginia. § 2.1-380.
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dissemination of the information to another agency or nongovernmental organization;
the right to inspect the data and the list of all those who have accessed it, the right to
challenge, correct, or explain information: the right to have the agency investigate and
record the current status of that personal information and promptly purge or correct
incomplete, inaccurate, non-pertinent, untimely or unnecessary information; the right to
file a statement of up to 200 words and have a copy thereof sent to any previous
recipient; and the right to have past recipients of purged or corrected data notified of
14
such action. Injunctive relief and attorneys' fees are available to remedy violations of
the ACt. 15
There are two aspects to the privacy concerns expressed to the Council during its
study. The first is directly addressed to the Privacy Protection Act: the feeling that its
provisions provide significant protection but that there is no auditing effort to assure
compliance by state agencies. The Act's requirements do seem to provide a vehicle for
addressing many privacy concerns. However, the Act is very complicated, and
attainment of its objectives in a cost-efficient manner presents many challenges. The
Council recommends that agency compliance with the Act be audited. In addition,
uniform guidance should be provided to assist agency compliance and to enhance the
public's ability to comprehend the measures that are available to protect their privacy.
Like access, privacy protection can be enhanced significantly if provision for
compliance is made at the information systems procurement or implementation stage.
The other major privacy concern expressed to the Council during its study cannot be
completely addressed within the current statute: while significant restraints may be
imposed upon collecting only that data which is expressly or implicitly authorized by
law, and disseminating it only with adequate assurances regarding its use, many
citizens are most interested in preventing dissemination, particularly in electronic form,
of personal information. The current Act prohibits dissemination except when
dissemination is "permi tted or required by law" or necessary to accomplish a proper
purpose of the agency.l& Since the current FOIA at least permits disclosure of virtually
all public records (even those which are exempt from mandatory disclosure),17 the
Privacv Protection Act's ostensible limitation on dissemination of such information is
'11
• III
1 usory.
14

15
16

17

Code of Virginia. § 2.1-382( A).
Code of Virginia, § 2.1-386.
Code of Virginia, § 2.1-380(1).
See Code of Virginia. § 2.1-342(A) and (8).

IX

This is in contrast to federal law. which generally prohibits dissemination of personal
information records if disclosure of the record would constitute a clearly unwarranted invasion of
personal privacy. See 5 U.s.c. §§ 552(b)(6) and 552a(b)(2). Although the Virginia FOIA and
Privacy Protection Acts are patterned after the federal statutes, the key difference is that the federal
privacy protection act permits dissemination if disclosure is "required under (the FOIA]" (see 5
9

While dissemination is difficult to prevent under current law, it appears that the Privacy
Protection Act permits the use of contracts in connection with dissemination to other
systems to address some of the above privacy concerns. 19 However, if the General
Assembly wants to protect against dissemination of personal information, the Council
would recommend considering amendments to Virginia's FOJA and Privacy Protection
Act along the lines of the federal counterparts of these statutes.
Viq:inia Public Records Act
The Virginia Public Records Act provides for the management and preservation of
public records throughout the Commonwealth and is intended to promote uniformity
in the procedures used to manage and preserve public records. 20 In addition to serving
as the custodian of all records transferred to the state archives, the State Library Board
is authorized to issue regulations to "facilitate" the creation, management, preservation
and destruction of records by agencies. 21 The Act prohibits agencies from destroying
or discarding records without a retention and disposition schedule approved by the
State Librarian. 22 A recent amendment appears to grant agencies somewhat greater
autonomy in scheduling the retention and destruction of electronic records. 23
Record management rules, particularly in the electronic environment, can present
significant trade-offs between cost, access, privacy protection, preservation of records
and public access. Currently, the statutes provide oversight authority in this area to
the Council, the State Library Board and the various agency heads. 24 While the
V.S.c. § 552a(b)(2)) whereas the Virginia Privacy Protection Act permits dissemination if
dissemination is "permitted or required by law" (~ § 2.1-380(1) of the Code). Thus, a record
which is exempt from mandatory disclosure under the FOIA would not meet the above federal
requirement for permissible dissemination but would meet the Virginia privacy protection standard.
[n addition. the federal FOIA contains a general exemption from mandatory disclosure for any
record if the disclosure of the record would constitute a clearly unwarranted invasion of privacy
(see 5 V.S.c. § 552(b)(6), whereas the Virginia FOIA has no such general exemption from
mandatory disclosure.
19

20

21

See Code of Virginia. § 2.1-380(5).
Code of Virginia. § 42.1-76.
Code of Virginia. § 42.1-82(1).
Code of Virginia. § 42.1-86.1.

2.1

Code of Virginia. § 42.1-87.
See, e. g ., Code of Virginia. §§ 2.1-563.31 (B)(5), 42.1-82.42.1-85,42.1-86.1 and 42.1-87.
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statutory lines of responsibility are not as clear as they could be, the Council feels that
a cooperative approach will be successful. The major goal to be accomplished should
be the proper balancing of cost, access, privacy, preservation and other objectives at
the earliest possible stage in the information management process -- ideally at the
systems procurement or implementation stage.
It is unclear whether the Act permits the State Library Board sufficient flexibility to
take advantage of evolving technology. Many provisions seem to mandate particular
technologies, particularly microfilm. 25 Given the dynamic nature of innovation in
electronic information storage, it would be preferable to avoid writing any particular
technology into a statute.

The current definition of "public record" is not adequate. The definition of this term
currently is so broad that it includes any form of data representation, no matter how
transitory.26 When this is combined with the Act's prohibition against destruction of
public records (except in accordance with required retention and disposition
schedules),27 it becomes literally illegal to tum off a computer, which can result in the
loss of information in computer memory. More readily apparent examples of necessary
loss of such "records" include editing with a word processor, automatic or manual
deletion of e-mail messages after they are sent or after one's electronic mailbox is full,
periodic purging of voice mail messagesafteraperiodoftime.re-use of dictation tapes,
and other administratively necessary actions. While the Act apparently authorizes
agencies to schedule disposition and theoretically could schedule for immediate
destruction, this apparently must be in accordance with procedures that document the
destruction 28 -- an approach which appears inconsistent with streamlining government.
The Council recommends that the definition of "public record" be amended to strike a
balance between data for which full-blown record preservation and destruction
documentation measures are appropriate and data that are too transitory to be viewed
appropriately as rising to the level of a public record. One suggestion would be to
define public records to exclude a recording which, at the time of its creation. is
intended only to substitute for a face-to-face conversation, telephone call or other
non-written communication or if it is intended by its creator to serve only as a personal
25
See, ~, Code of Virginia. §§ 42.1-83 and 42.1-84. Greater flexibility seems permitted
for certain purposes. See~, Code of Virginia. § 42.1-86.

26

"The general types of records may be, but are not limited to ... any representation held in
computer memory." Code of Virginia. § 42.1-77.
Code of Virginia, §§ 42.1-86.1 and 42.1-87.
:x
See Code of Virginia. § 42.1-87. Section 5 of A Manual for Public Records Management
In the Commonwealth of Virginia (1992); and The Library of Virginia Guidelines for Managing

Electronic Records, at p. II (requiring preparation and approval of a Certificate of Records
Disposal (form RM-3) before any electronic record can be destroyed).
11

note or draft to assist the creator in preparing his own later oral or written presentation.
Similarly, with respect to dynamic databases. agencies could be required to schedule
reasonably periodic snapshots of such databases, and "official record" could be
defined to include the snapshots but exclude the evolving, underlying database.
Finally, the Council recommends that the definition of "public record" and "official
record" should be synonymous and uniform for both the Public Records Act and the
FOIA.

Intellectual Property Act
The FOIA anticipated one instance in which there is a competing policy goal of
recovering from the user not just search and copy costs, but also a portion of the cost
of developing a record that is in the nature of an information product. 29
In addition, it has long been recofnized that the Commonwealth can exercise its rights
under the federal Copyright Ace to control commercialization of works of authorship
in which it owns the copyright. 3 ( Exercise of such rights under the copyright law is
not in conflict with FOIA, because citizens retain the initial right to inspect and make
their own copy of such government works of authorship (unless an exception to FOIA
applies). The government's rights as a copyright owner may be exercised to control
the commercial requester's subsequent duplication, adaptation and distribution of
works of authorship, and if desired, to obtain royalties. The government's control over
subsequent duplication and distribution is appropriately limited, however, by
provisions of the Copyright Act which would permit the fair use of copyrighted works
without the copyright owner's permission for purposes such as criticism, comment or
news reporting regarding government operations. 32
The Intellectual Property Act provides that patents, copyrights or materials which were
potentially patentable or copyrightable developed by a state employee during
working hours or within the scope of his employment or when using state-owned or
state-controlled facilities shall be the property of the Commonwealth. It authorizes the
29 Public bodies are authorized to "charge, on a pro rata per acre basis, for the cost of creating
topographical maps developed by the public body, for such maps or portions thereof, which
encompass a contiguous area greater than fifty acres." Code of Virginia, § 2.1-342(A).

30
.11

See 17 U.S.c. § 106 .
See, e.g., 1981-1982 Att'y Gen. Ann. Rep. 443,444.
See 17 U.S.c. § 107.
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Governor to set policies as he deems necessary to implement this provision. 33
Under this authority, Executive Memorandum 2-86 was issued, and subsequent
governors have retained it in effect. The executive memorandum, which has come to
be known as the state's "intellectual property policy," ("IPP") governs disposition of
intellectual property by state executive branch agencies. Separate statutes authorize
intellectual property policies for state-supported institutions of higher education. 34
The Intellectual Property Act and the IPP issued under it, however, are not currently
adequate to fully protect the taxpayer's investment in the gathering and storing of
government information. The current tools are limited to the protection which is
available under the copyright and patent laws. At the time of the Act's passage, the
prevailing view was that copyright law provided significant protection for databases,
and the IPP stated that it applied to databases. Subsequently, case law under the
Copyright Act has undercut that view. 35 While other legal theories may be available to
supplement copyright, it is speculative whether these will prove adequate.
In view of the uncertain protection available under copyright law and other legal
theories, the chief means employed by the private sector to assure that the creator of a
database is able to recover a fair return is through contract. Contract formation,
however, requires the recipient's agreement and receipt of consideration. In the private
sector, the recipient's agreement and the consideration derive from the fact that the
holder of the data is within his rights to refuse to disclose the data to the requester.
This option currently is not available to public bodies in receipt of a FOIA request for
nonexempt official records. Accordingly, one questions whether a recipient will agree
to a contract, and if he did, one would question whether consideration for the resulting
promise would exist.
At least two approaches could be considered to fully protect the taxpayer's investment
in government information by enabling the public body to require a licensing
agreement comparable to the agreements typically used in the private sector. These
approaches are designed to provide this flexibility while not undercutting the policy of
ensuring that citizens are able to witness the operations of government.
One approach would be to work within the current FOIA provision relating to
Code of Virginia. § 2.1-20.1: 1.
Code of Virginia. §§ 23-4.3, 23-4.4 and 23-9.10:4.
See,~, Feist Publications. Inc. v. Rural Telephone Service Co., 499 U.S. 340, 111 S. Ct.
1282 (1991) and Kern River Gas Transmission Co. v. Coastal Corporation, 899 F.2d 1458 (5th
Cir.). (crt. den., 498 U.S. 952. 111 S. Ct. 374 (1990), which call into question the effectiveness of
copyright protection for databases.
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Governor to set policies as he deems necessary to implement this provision. 33
Under this authority, Executive Memorandum 2-86 was issued, and subsequent
governors have retained it in effect. The executive memorandum, which has come to
be known as the state's "intellectual property policy," ("IPP") governs disposition of
intellectual property by state executive branch agencies. Separate statutes authorize
intellectual property policies for state-supported institutions of higher education. 34
The Intellectual Property Act and the IPP issued under it, however, are not currently
adequate to fully protect the taxpayer's investment in the gathering and storing of
government information. The current tools are limited to the protection which is
available under the copyright and patent laws. At the time of the Act's passage, the
prevailing view was that copyright law provided significant protection for databases,
and the IPP stated that it applied to databases. Subsequently, case law under the
Copyright Act has undercut that view. 3s While other legal theories may be available to
supplement copyright, it is speculative whether these will prove adequate.
In view of the uncertain protection available under copyright law and other legal
theories, the chief means employed by the private sector to assure that the creator of a
database is able to recover a fair return is through contract. Contract formation,
however, requires the recipient's agreement and receipt of consideration. In the private
sector, the recipient's agreement and the consideration derive from the fact that the
holder of the data is within his rights to refuse to disclose the data to the requester.
This option currently is not available to public bodies in receipt of a FOIA request for
nonexempt official records. Accordingly, one questions whether a recipient will agree
to a contract, and if he did, one would question whether consideration for the resulting
promise would exist.
At least two approaches could be considered to fully protect the taxpayer's investment
in government information by enabling the public body to require a licensing
agreement comparable to the agreements typically used in the private sector. These
approaches are designed to provide this flexibility while not undercutting the policy of
ensuring that citizens are able to witness the operations of government.
One approach would be to work within the current FOIA provision relating to
J3

Code of Virginia. § 2.1-20.1: 1.
Code of Virginia. §§ 23-4.3,23-4.4 and 23-9.10:4.
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See,~, Feist Publications. Inc. v. Rural Telephone Service Co., 499 U.S. 340. IllS. Ct.
1282 (1991) and Kern River Gas Transmission Co. v. Coastal Corporation, 899 F.2d 1458 (5th
Cir.l. ccrt. dcn .. 498 U.S. 952. 111 S. Ct. 374 (1990), which call into question the effectiveness of
copyright protection for databases.
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permissible charges for topographical maps.36 One could expand the exception for
topographic maps to include any record which is in the nature of an information
product, i.e., one which has uses other than as a window into-the operations of
government and which is in fact the subject of bona fide marketing efforts by the
agency. Any usefulness of such information products as a window into the operations
of government could be preserved by mandating at-cost electronic access and
duplication for any requester who is willing to sign a form representing that the
requester does not intend any commercial use of the information and agrees not to use
it or permit others to use it commercially. If the requester is unwilling to sign such a
form, the agency could be authorized to charge a price designed to recover
development costs (as is the case with topographical maps) or could be authorized to
charge a fair market price. In either case, the public body would need authority to
require the recipient to sign an agreement not to duplicate and distribute the document
without further permission.
Another approach would be to require at-cost disclosure of all public records, but
provide that an agency need not provide electronic copies of records if the requested
copies can be provided in printed form. As with the above approach, provision of
electronic copies could nonetheless be mandated if the requester is willing to sign a
form representing that the requester does not intend any commercial use of the
electronic copy and agrees not to use it or permit others to use it commercially. As a
practical matter, the open government goals of the FOIA can be obtained if the
electronic records are readily available for inspection, and if copying is unconditionally
available in some form and conditionally available in electronic form. The interest in
having the information in electronic form is precisely because private parties wish not
only to have access to the information, but also to appropriate for themselves the value
of taxpayer-funded typing and entry of the data into electronic form. This second
approach would provide a basic window into government operations while preserving
a domain within which the public body would be able to charge for the added value.

Code of Virginia.

*2.1-342(A).
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CONCLUSIONS
The Council finds that current laws for the most part are adequate to address the
challenges which the electronic environment presents to the Commonwealth's access,
preservation and privacy policies. As the policies of the Commonwealth are in
competition with one another, the issue becomes more a programmatic one -- how best
to plan and coordinate the way information is collected and managed in order to
maximize attainment of all the Commonwealth's goals. Due to the extraordinary pace
of technical change, it is unwise to specify rigid technical standards in the law in a way
that reduces flexibility to devise and adapt to current technology and available
solutions. Therefore, in FOIA, the current reliance on rules based on a
"reasonableness" concept is preferable at this point to any specifically-mandated
requirement. While flexibility is desirable, chaos is not. The problems are difficult and
dynamic enough that uniform guidance to assist agencies' compliance efforts is
advisable. The Council recommends that its authority under § 2.1-563.31(B)(5) to
direct the promulgation of policies, standards and guidelines for managing information
technology resources in the Commonwealth be used to provide this assistance.
Specific statutory direction may facilitate this function but is not essential.
Recommendations for change to current statutes include: (1) providing a uniform
definition for "official records" and "public records" in FOIA and the Public Records
Act; (2) revising the definition of public records (and official records) to exclude
transitory recordings and include periodic snapshots of dynamic databases; and (3)
expand existing auditing processes to include auditing for compliance with the
Privacy Protection Act. Further consideration and study should be given to the issue
of data dissemination and whether the Commonwealth wants to enable its citizens to
prevent government disclosure of information that unduly invades personal privacy.
Finally, further consideration should be given to amending FOIA to carve out an area
within which public bodies may protect the taxpayer's investment in geographic
information systems or other databases by conditioning disclosure upon the payment
of fees and agreement to a licensing contract.

15

Appendix
SENATE JOINT RESOLUTION 238
Requestin~

the Council on Information Management, in conjunction with The Institute of
Bill of Rights Law, to study issues regarding public access to government information.
Agreed to by the Senate, February 9, 1993
Agreed to by the House of Delegates, February 17, 1993

WHEREAS, the Virginia Freedom of Information Act, the Virginia Privacy Protection
Act of 1976. the Virginia Public Records Act and the Intellectual Property Act regulate the
collection. maintenance, preservation, use, and dissemination of information by state and
local government agencies in the Corrunonwealth; and
WHEREAS, the flow of information from citizens to government and back to citizens is
essential in a democratic society, providing citizens with knowledge of their public
institutions. society and economy; and
WHEREAS. the privacy of an individual is directly affected by the collection,
maintenance, use, preservation and dissemination of personal information by government; and
WHEREAS, information is a vital component of all government programs and
decisions; and
WHEREAS, advancements in information technology have enhanced the value and
potential uses of public information; and
WHEREAS. the increasing value of government information, developed at public
expense is a key factor in Virginia's economic. technological and cultural development; and
WHEREAS, the increased demand for, and provision of, public information may lead to
a significant economic and human resources burden on government agencies; and
WHEREAS. the increased demand for and provision of public infonnation may entail
an exposure to legal liability for government agencies; and
WHEREAS. the collection, maintenance, preservation, use and dissemination of
information in electronic environments have unrealized potential for management. services
and accountability but may require modification of traditional policies and procedures; now,
therefore. be it
RESOL VED by the Senate. the House of Delegates concurring, That the Council on
Information Management. in conjunction with The Institute oiBill of Rights Law be
requested to study whether current state law ensures public access to government
information. protects the rights of the individual to control information about himself.
promotes the accuracy and integrity of public records and protects the taxpayer's investment
in collecting. developing. storing and maintaining public records.
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The Council is requested to consult with the Virginia State Library and Archives,
Department of Information Technology, Virginia Municipal League, Virginia Press
Association. Virginia Association of Counties and agencies of state and local government in
conducting its study.
The Council shall complete its work in time to submit its findings and recommendations
to the 1994 Session of the General Assembly as provided in the procedures of the Division
of Legislative Automated Systems for the processing of legislative documents.
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§ 2.1-340. Short title.
This chapter may be cited as "The Virginia Freedom of Information Act."
§ 2.1-340.1. Policy of chapter.
By enacting this chapter the General Assembly ensures the people of this Commonwealth ready
access to records in the custody of public officials and free entry to meetings of public bodies wherein
the business of the people is being conducted. Committees or subcommittees of public bodies created to
perform delegated functions of a public body or to advise a public body shall also conduct their meetings
and business pursuant to this chapter. The affairs of government are not intended to be conducted in an
atmosphere of secrecy since at all times the public is to be the beneficiary of any action taken at any level
of government. Unless the public body specifically elects to exercise an exemption provided by this
chapter or any other statute, every meeting shall be open to the public and all reports, documents and
other material shall be available for disclosure upon request.
This chapter shall be liberally construed to promote an increased awareness by all persons of
governmental activities and afford every opportunity to citizens to witness the operations of government.
Any exception or exemption from applicability shall be narrowly construed in order that no thing which
should be public may be hidden from any person.
The public body shall make reasonable efforts to reach an agreement with the requester
concerning the production of the records requested.
Any ordinance adopted by a local governing body which conflicts with the provisions of this
chapter shall be void.
§ 2.1-341. Definitions.
The following terms, whenever used or referred to in this chapter, shall have the following
meanings, unless a different meaning clearly appears from the context:
"Criminal incident information" means a general description of the criminal activity reported, the
date and general location the alleged crime was committed, the identity of the investigating officer, and
a general description of any injuries suffered or property damaged or stolen; however, the identity of any
victim, witness, undercover officer, or investigative techniques or procedures need not but may be
disclosed unless disclosure is prohibited or restricted under § 19.2-11.2. The identity of any individual
providing information about a crime or criminal activity under a promise of anonymity shall not be
disclosed.
"Executive meeting" or "closed meeting" means a meeting from which the public is excluded.
"Meeting" or "meetings" means the meetings including work sessions, when sitting physically,
or through telephonic or video equipment pursuant to § 2.1-343.1, as a body or entity, or as an informal
assemblage of (i) as many as three members, or (ii) a quorum, if less than three, of the constituent
membership, wherever held, with or without minutes being taken, whether or not votes are cast, of any
public body, including any legislative body, authority, board, bureau, commission, district or agency of
the Commonwealth or of any political subdivision of the Commonwealth, including cities, towns and
counties; municipal councils, governing bodies of counties, school boards and planning commissions;
boards of visitors of state institutions of higher education; and other organizations, corporations or
agencies in the Commonwealth, supported wholly or principally by public funds. The notice provisions
of this chapter shall not apply to the said informal meetings or gatherings of the members of the General
Assembly. Nothing in this chapter shall be construed to make unlawful the gathering or attendance of two
or more members of a body or entity at any place or function where no part of the purpose of such
gathering or attendance is the discussion or transaction of any public business, and such gathering or
attendance was not called or prearranged with any purpose of discussing or transacting any business of
the body or entity. The gathering of employees of a public body shall not be deemed a "meeting" subject
to the provisions of this chapter.
No meeting shall be conducted through telephonic, video, electronic or other communication
means where the members are not physically assembled to discuss or transact public business, except as
provided in § 2.1-343.1 or as may specifically be provided in Title 54.1 for the summary suspension of
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professional licenses.
"Official records" means all written or printed books, papers, letters, documents, maps and tapes,
photographs, films, sound recordings, reports or other material, regardless of physical form or
characteristics, prepared, owned, or in the possession of a public body or any employee or officer of a
public body in the transaction of public business.
"Open meeting" or "public meeting" means a meeting at which the public may be present.
"Public body" means any of the groups, agencies or organizations enumerated in the definition
of "meeting" as provided in this section, including any committees or subcommittees of the public body
created to perform delegated functions of the public body or to advise the public body. Corporations
organized by the Virginia Retirement System, RF&P Corporation and its wholly owned subsidiaries also
are "public bodies" for purposes of this chapter.
"Scholastic records" means those records, files, documents, and other materials containing
information about a student and maintained by a public body which is an educational agency or institution
or by a person acting for such agency or institution, but, for the purpose of access by a student, does not
include (i) financial records of a parent or guardian nor (ii) records of instructional, supervisory, and
administrative personnel and educational personnel ancillary thereto, which are in the sole possession of
the maker thereof and which are not accessible or revealed to any other person except a substitute.
§ 2.1-341.1. Notice of chapter.
Any person elected, reelected, appointed or reappointed to any body not excepted from this
chapter shall be furnished by the public body's administrator or legal counsel with a copy of this chapter
within two weeks following election, reelection, appointment or reappointment .
. " § 2.1-342. 'Official records to be open to inspection; procedure for requesting records and
responding to request; charges; exceptions to application of chapter.
A. Except as otherwise specifically provided by law, all official records shall be open to
inspection and copying by any citizens of this Commonwealth during the regular office hours of the
custodian of such records. Access to such records shall not be denied to citizens of this Commonwealth,
representatives of newspapers and magazines with circulation in this Commonwealth, and representatives
of radio and television stations broadcasting in or into this Commonwealth. The custodian of such records
shall take all necessary precautions for their preservation and safekeeping. Any public body covered under
the provisions of this chapter shall make an initial response to citizens requesting records open to
inspection within five work days after the receipt of the request by the public body which is the custodian
of the requested records. Such citizen request shall designate the requested records with reasonable
specificity. A specific reference to this chapter by the requesting citizen in h is request shall not be
necessary to invoke the provisions of this chapter and the time limits for response by the public body.
The response by the public body within such five work days shall be one of the following responses:
1. The requested records shall be provided to the requesting citizen.
2. If the public body determines that an exemption applies to all of the requested records, it may
refuse to release such records and provide to the requesting citizen a written explanation as to why the
records are not available with the explanation making specific reference to the applicable Code sections
which make the requested records exempt.
3. If the public body determines that an exemption applies to a portion of the requested records,
it may delete or excise that portion of the records to which an exemption applies, disclose the remainder
of the requested records and provide to the requesting citizen a written explanation as to why these
portions of the record are not available to the requesting citizen with the explanation making specific
reference to the applicable Code sections which make that portion of the requested records exempt. Any
reasonably segregatable portion of an official record shall be provided to any person requesting the record
after the deletion of the exempt portion.
4. If the public body determines that it is practically impossible to provide the requested records
or to determine whether they are available within the five-work-day period, the public body shall so
inform the requesting citizen and shall have an additional seven work days in which to provide one of
the three preceding responses.
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Nothing in this section shall prohibit any public body from petitioning the appropriate court for
additional time to respond to a request for records when the request is for an extraordinary volume of
records and a response by the public body within the time required by this chapter will prevent the public
body from meeting its operational responsibilities. Before proceeding with this petition, however, the
public body shall make reasonable efforts to reach an agreement with the requester concerning the
production of the records requested.
The public body may make reasonable charges for the copying, search time and computer time
expended in the supplying of such records; however, such charges shall not exceed the actual cost to the
public body in supplying such records, except that the public body may charge, on a pro rata per acre
basis, for the cost of creating topographical maps developed by the public body, for such maps or
portions thereof, which encompass a contiguous area greater than fifty acres. Such charges for the
supplying of requested records shall be estimated in advance at the request of the citizen. The public body
may require the advance payment of charges which are subject to advance determination.
In any case where a public body determines in advance that search and copying charges for
producing the requested documents are likely to exceed $200, the public body may, before continuing
to process the request, require the citizen requesting the information to agree to payment of an amount
not to exceed the advance determination by five percent. The period within which the public body must
respond under this section shall be tolled for the amount of time that elapses between notice of the
advance determination and the response of the citizen requesting the information.
Official records maintained by a public body on a computer or other electronic data processing
system which are available to the public under the provisions of this chapter shall be made reasonably
accessible to the public at reasonable cost.
Public bodies shall not be required to create or prepare a particular requested record if it does
not already exist. Public bodies may, but shall not be required to, abstract or summarize information from
official records or convert an official record available in one form into another form at the request of the
citizen. The public body shall make reasonable efforts to reach an agreement with the requester
concerning the production of the records requested.
Failure to make any response to a request for records shall be a violation of this chapter and
deemed a denial of the request.
B. The following records are excluded from the provisions of this chapter but may be disclosed
by the custodian in his discretion, except where such disclosure is prohibited by law:
1. Memoranda, correspondence, evidence and complaints related to criminal investigations; adult
arrestee photographs when necessary to avoid jeopardizing an investigation in felony cases until such time
as the release of such photograph will no longer jeopardize the investigation; reports submitted to the state
and local police, to investigators authorized pursuant to § 53.1-16 and to the campus police departments
of public institutions of higher education as established by Chapter 17 (§ 23-232 et seq.) of Title 23 in
confidence; portions of records of local government crime commissions that would identify individuals
providing information about crimes or criminal activities under a promise of anonymity; records of local
police departments relating to neighborhood watch programs that include the names, addresses, and
operating schedules of individual participants in the program that are provided to such departments under
a promise of confidentiality; and all records of persons imprisoned in penal institutions in this
Commonwealth provided such records relate to the imprisonment. Information in the custody of lawenforcement officials relative to the identity of any individual other than a juvenile who is arrested and
charged, and the status of the charge or arrest, shall not be excluded from the provisions of this chapter.
Criminal incident information relating to felony offenses shall not be excluded from the provisions
of this chapter; however, where the release of criminal incident information is likely to jeopardize an
ongoing criminal investigation or the safety of an individual, cause a suspect to flee or evade detection,
or result in the destruction of evidence, such information may be withheld until the above-referenced
damage is no longer likely to occur from release of the information.
2. Confidential records of all investigations of applications for licenses and permits, and all
licensees and permittees made by or submitted to the Alcoholic Beverage Control Board, the State Lottery
Department or the Virginia Racing Commission.
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3. State income, business, and estate tax returns, personal property tax returns, scholastic records
and personnel records containing information concerning identifiable individuals, except that such access
shall not be denied to the person who is the subject thereof, and medical and mental records, except that
such records can be personally reviewed by the subject person or a physician of the subject person's
choice; however, the subject person's mental records may not be personally reviewed by such person
when the subject person's treating physician has made a part of such person's records a written statement
that in his opinion a review of such records by the subject person would be injurious to the subject
person's physical or mental health or well-being.
Where the person who is the subject of medical records is confined in a state or local correctional
facility, the administrator or chief medical officer of such facility may assert such confined person's right
of access to the medical records if the administrator or chief medical officer has reasonable cause to
believe that such confined person has an infectious disease or other medical condition from which other
persons so confined need to be protected. Medical records shall be reviewed only and shall not be copied
by such administrator or chief medical officer. The information in the medical records of a person so
confined shall continue to be confidential and shall not be disclosed to any person except the subject by
the administrator or chief medical officer of the facility or except as provided by law.
For the purposes of this chapter such statistical summaries of incidents and statistical data
concerning patient abuse as may be compiled by the Commissioner of the Department of Mental Health,
Mental Retardation and Substance Abuse Services shall be open to inspection and releasable as provided
in subsection A of this section. No such summaries or data shall include any patient-identifying
information. Where the person who is the subject of scholastic or medical and mental records is under
the age of eighteen, his right of access may be asserted only by his guardian or his parent, including a
noncustodial parent, unless such parent's parental rights have been terminated or a court of competent
jurisdiction has restricted or denied such access. In instances where the person who is the subject thereof
is an emancipated minor or a student in a state-supported institution of higher education, such right of
access may be asserted by the subject person.
4. Memoranda, working papers and correspondence (i) held by or requested from members of
the General Assembly or the Division of Legislative Services or (ii) held or requested by the office of
the Governor or Lieutenant Governor, Attorney General or the mayor or other chief executive officer of
any political subdivision of the Commonwealth or the president or other chief executive officer of any
state-supported institution of higher education. This exclusion shall not apply to memoranda, studies or
other papers held or requested by the mayor or other chief executive officer of any political subdivision
which are specifically concerned with the evaluation of performance of the duties and functions of any
locally elected official and were prepared after June 30, 1992.
Except as provided in § 30-28.18, memoranda, working papers and correspondence of a member
of the General Assembly held by the Division of Legislative Services shall not be released by the Division
without the prior consent of the member.
S. Written opinions of the city, county and town attorneys of the cities, counties and towns in the
Commonwealth and any other writing protected by the attorney-client privilege.
6. Memoranda, working papers and records compiled specifically for use in litigation or as a part
of an active administrative investigation concerning a matter which is properly the subject of an executive
or closed meeting under § 2.1-344 and material furnished in confidence with respect thereto.
7. Confidential letters and statements of recommendation placed in the records of educational
agencies or institutions respecting (i) admission to any educational agency or institution, (ii) an application
for employment, or (iii) receipt of an honor or honorary recognition.
8. Library records which can be used to identify both (i) any library patron who has borrowed
material from a library and (ii) the material such patron borrowed.
9. Any test or examination used, administered or prepared by any public body for purposes of
evaluation of (i) any student or any student's performance, (ii) any employee or employment seeker's
qualifications or aptitude for employment, retention, or promotion, or (iii) qualifications for any license
or certificate issued by any public body.
As used in this subdivision 9, "test or examination" shall include (i) any scoring key for any such
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test or examination, and (ii) any other document which would jeopardize the security of such test or
examination. Nothing contained in this subdivision 9 shall prohibit the release of test scores or results as
provided by law, or limit access to individual records as is provided by law. However, the subject of such
employment tests shall be entitled to review and inspect all documents relative to his performance on such
employment tests.
When, in the reasonable opinion of such public body, any such test or examination no longer has
any potential for future use, and the security of future tests or examinations will not be jeopardized, such
test or examination shall be made available to the public. However, minimum competency tests
administered to public school children shall be made available to the public contemporaneously with
statewide release of the scores of those taking such tests, but in no event shall such tests be made
available to the public later than six months after the administration of such tests.
to. Applications for admission to examinations or for licensure and scoring records maintained
by the Department of Health Professions or any board in that department on individual licensees or
applicants. However, such material may be made available during normal working hours for copying,
at the requester's expense, by the individual who is the subject thereof, in the offices of the Department
of Health Professions or in the offices of any health regulatory board, whichever may possess the
material.
11. Records of active investigations being conducted by the Department of Health Professions or
by any health regulatory board in the Commonwealth.
12. Memoranda, legal opinions, working papers and records recorded in or compiled exclusively
for executive or closed meetings lawfully held pursuant to § 2.1-344.
13. Reports, documentary evidence and other information as specified in §§ 2.1-373.2 and 63.155.4.
14. Proprietary information gathered by or for the Virginia Port Authority as provided in § 62.1132.4 or § 62.1-134.1.
15. Contract cost estimates prepared for the confidential use of the Department of Transportation
in awarding contracts for construction or the purchase of goods or services and records, documents and
automated systems prepared for the Department's Bid Analysis and Monitoring Program.
16. Vendor proprietary information software which may be in the official records of a public
body. For the purpose of this section, "vendor proprietary software" means computer programs acquired
from a vendor for purposes of processing data for agencies or political subdivisions of this
Commonwealth.
17. Data, records or information of a proprietary nature produced or collected by or for faculty
or staff of state institutions of higher learning, other than the institutions' financial or administrative
records, in the conduct of or as a result of study or research on medical, scientific, technical or scholarly
issues, whether sponsored by the institution alone or in conjunction with a governmental body or a private
concern, where such data, records or information has not been publicly released, published, copyrighted
or patented.
18. Financial statements not publicly available filed with applications for industrial development
financings.
19. Lists of registered owners of bonds issued by a political subdivision of the Commonwealth,
whether the lists are maintained by the political subdivision itself or by a single fiduciary designated by
the political subdivision.
20. Confidential proprietary records, voluntarily provided by private business pursuant to a
promise of confidentiality from the Department of Economic Development or local industrial or economic
development authorities or organizations, used by the Department and such entities for business, trade
and tourism development.
21. Information which was filed as confidential under the Toxic Substances Information Act (§
32.1-239 et seq.), as such Act existed prior to July 1, 1992.
22. Documents as specified in § 58.1-3.
23. Confidential records, including victim identity, provided to or obtained by staff in a rape
crisis center or a program for battered spouses.
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24. Computer software developed by or for a state agency, state-supported institution of higher
education or political subdivision of the Commonwealth.
25. Investigator notes, and other correspondence and information, furnished in confidence with
respect to an active investigation of individual employment discrimination complaints made to the
Department of Personnel and Training; however, nothing in this section shall prohibit the disclosure of
information taken from inactive reports in a form which does not reveal the identity of charging parties,
persons supplying the information or other individuals involved in the investigation.
26. Fisheries data which would permit identification of any person or vessel, except when
required by court order as specified in § 28.2-204.
27. Records of active investigations being conducted by the Department of Medical Assistance
Services pursuant to Chapter 10 (§ 32.1-323 et seq.) of Title 32.1.
28. Documents and writings furnished by a member of the General Assembly to a meeting of a
standing committee, special committee or subcommittee of his house established solely for the purpose
of reviewing members' annual disclosure statements and supporting materials filed under § 2.1-639.40
or of formulating advisory opinions to members on standards of conduct, or both.
29. Customer account information of a public utility affiliated with a political subdivision of the
Commonwealth, including the customer's name and service address, but excluding the amount of utility
service provided and the amount of money paid for such utility service.
30. Investigative notes and other correspondence and information furnished in confidence with
respect to an investigation or conciliation process involving an alleged unlawful discriminatory practice
under the Virginia Human Rights Act (§ 2.1-714 et seq.); however, nothing in this section shall prohibit
the distribution of information taken from inactive reports in a form which does not reveal the identity
of the parties involved or other persons supplying information.
31. Investigative notes; proprietary information not published, copyrighted or patented;
information obtained from employee personnel records; personally identifiable information regarding
residents, clients or other recipients of services; and other correspondence and information furnished in
confidence to the Department of Social Services in connection with an active investigation of an applicant
or licensee pursuant to Chapters 9 (§ 63.1-172 et seq.) and 10 (§ 63.1-195 et seq.) of Title 63.1;
however, nothing in this section shall prohibit disclosure of information from the records of completed
investigations in a form that does not reveal the identity of complainants, persons supplying information,
or other individuals involved in the investigation.
32. Reports, manuals, specifications, documents, minutes or recordings of staff meetings or other
information or materials of the Virginia Board of Corrections, the Virginia Department of Corrections
or any institution thereof to the extent, as determined by the Director of the Department of Corrections
or his designee or of the Virginia Board of Youth and Family Services, the Virginia Department of Youth
and Family Services or any facility thereof to the extent as determined by the Director of the Department
of Youth and Family Services, or his designee, that disclosure or public dissemination of such materials
would jeopardize the security of any correctional or juvenile facility or institution, as follows:
(i) Security manuals, including emergency plans that are a part thereof;
(ii) Engineering and architectural drawings of correctional and juvenile facilities, and operational
specifications of security systems utilized by the Departments, provided the general descriptions of such
security systems, cost and quality shall be made available to the public;
(iii) Training manuals designed for correctional and juvenile facilities to the extent that they
address procedures for institutional security, emergency plans and security equipment;
(iv) Internal security audits of correctional and juvenile facilities, but only to the extent that they
specifically disclose matters described in (i), (ii), or (iii) above or other specific operational details the
disclosure of which would jeopardize the security of a correctional or juvenile facility or institution;
(v) Minutes or recordings of divisional, regional and institutional staff meetings or portions
thereof to the extent that such minutes deal with security issues listed in (i), (ii), (iii), and (iv) of this
subdivision;
(vi) Investigative case files by investigators authorized pursuant to § 53.1-16; however, nothing
in this section shall prohibit the disclosure of information taken from inactive reports in a form which
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does not reveal the identity of complainants or charging parties, persons supplying information,
confidential sources, or other individuals involved in the investigation, or other specific operational details
the disclosure of which would jeopardize the security of a correctional or juvenile facility or institution;
nothing herein shall permit the disclosure of materials otherwise exempt as set forth in subdivision 1 of
subsection B of this section;
(vii) Logs or other documents containing information on movement of inmates, juvenile clients
or employees; and
(viii) Documents disclosing contacts between inmates, juvenile clients and law-enforcement
personnel.
.
Notwithstanding the provisions of this subdivision, reports and information regarding the general
operations of the Departments, including notice that an escape has occurred, shall be open to inspection
and copying as provided in this section.
33. Personal information, as defined in § 2.1-379, (i) filed with the Virginia Housing
Development Authority concerning individuals who have applied for or received loans or other housing
assistance or who have applied for occupancy of or have occupied housing financed, owned or otherwise
assisted by the Virginia Housing Development Authority, (ii) concerning persons participating in or
persons on the waiting list for federally funded rent-assistance programs, or (iii) filed with any local
redevelopment and housing authority created pursuant to § 36-4 concerning persons participating in or
persons on the waiting list for housing assistance programs funded by local governments or by any such
authority. However, access to one's own information shall not be denied.
34. Documents regarding the siting of hazardous waste facilities, except as provided in § 10.11441, if disclosure of them would have a detrimental effect upon the negotiating position of a governing
body or on the establishment of the terms, conditions and provisions of the siting agreement.
35. Appraisals and cost estimates of real property subject to a proposed purchase, sale or lease,
prior to the completion of such purchase, sale or lease.
36. Records containing information on the site specific location of rare, threatened, endangered
or otherwise imperiled plant and animal species, natural communities, caves, and significant historic and
archaeological sites if, in the opinion of the public body which has the responsibility for such information,
disclosure of the information would jeopardize the continued existence or the integrity of the resource.
This exemption shall not apply to requests from the owner of the land upon which the resource is located.
37. Official records, memoranda, working papers, graphics, video or audio tapes, production
models, data and information of a proprietary nature produced by or for or collected by or for the State
Lottery Department relating to matters of a specific lottery game design, development, production,
operation, ticket price, prize structure, manner of selecting the winning ticket, manner of payment of
prizes to holders of winning tickets, frequency of drawings or selections of winning tickets, odds of
winning, advertising, or marketing, where such official records have not been publicly released,
published, copyrighted or patented. Whether released, published or. copyrighted, all game-related
information shall be subject to public disclosure under this chapter upon the first day of sales for the
specific lottery game to which it pertains.
38. Official records of studies and investigations by the State Lottery Department of (i) lottery
agents, (ii) lottery vendors, (iii) lottery crimes under §§ 58.1-4014 through 58.1-4018, (iv) defects in the
law or regulations which cause abuses in the administration and operation of the lottery and any evasions
of such provisions, or (v) use of the lottery as a subterfuge for organized crime and illegal gambling
where such official records have not been publicly released, published or copyrighted. All studies and
investigations referred to under subdivisions (iii), (iv) and (v) shall be subject to public disclosure under
this chapter upon completion of the study or investigation.
39. Those portions of engineering and construction drawings and plans submitted for the sole
purpose of complying with the building code in obtaining a building permit which would identify specific
trade secrets or other information the disclosure of which would be harmful to the competitive position
of the owner or lessee; however, such information shall be exempt only until the building is completed.
Information relating to the safety or environmental soundness of any building shall not be exempt from
disclosure.
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40. [Repealed.]
41. Records concerning reserves established in specific claims administered by the Department
of General Services through its Division of Risk Management as provided in Article 5.1 (§ 2.1-526.1 et
seq.) of Chapter 32 of this title, or by any county, city, or town.
42. Information and records collected for the designation and verification of trauma centers and
other specialty care centers within the Statewide Emergency Medical Care System pursuant to § 32.1-112.
43. Reports and court documents required to be kept confidential pursuant to § 37.1-67.3.
44. [Repealed.]
45. Investigative notes; correspondence and information furnished in confidence with respect to
an investigation; and official records otherwise exempted by this chapter or any Virginia statute, provided
to or produced by or for the Auditor of Public Accounts and the Joint Legislative Audit and Review
Commission; or investigative notes, correspondence, documentation and information furnished and
provided to or produced by or for the Department of the State Internal Auditor with respect to an
investigation initiated through the State Employee Fraud, Waste and Abuse Hotline; however, nothing
in this chapter shall prohibit disclosure of information from the records of completed investigations in
a form that does not reveal the identity of complainants, persons supplying information or other
individuals involved in the investigation.
46. Data formerly required to be submitted to the Commissioner of Health relating to the
establishment of new or expansion of existing clinical health services, acquisition of major medical
equipment, or certain projects requiring capital expenditures pursuant to former § 32.1-102.3:4.
47. Documentation or other information which describes the design, function, operation or access
control features of any security system, whether manual or automated, which is used to control access
to or use of any automated data processing or telecommunications system.
48. Confidential financial statements, balance sheets, trade secrets, and revenue and cost
projections provided to the Department of Rail and Public Transportation, provided such information is
exempt under the federal Freedom of Information Act or the federal Interstate Commerce Act or other
laws administered by the Interstate Commerce Commission or the Federal Rail Administration with
respect to data provided in confidence to the Interstate Commerce Commission and the Federal Railroad
Administration.
49. In the case of corporations organized by the Virginia Retirement System, RF&P Corporation
and its wholly owned subsidiaries, (i) proprietary information provided by, and financial information
concerning, coventurers, partners, lessors, lessees, or investors, and (ii) records concerning the condition,
acquisition, disposition, use, leasing, development, coventuring, or management of· real estate the
disclosure of which would have a substantial adverse impact on the value of such real estate or result in
a competitive disadvantage to the corporation or subsidiary.
50. Confidential proprietary records related to inventory and sales, voluntarily provided by private
energy suppliers to the Department of Mines, Minerals and Energy, used by that Department for energy
contingency planning purposes or for developing consolidated statistical information on energy supplies.
51. Confidential proprietary information furnished to the Board of Medical Assistance Services
or the Medicaid Prior Authorization Advisory Committee pursuant to Article 4 (§ 32.1-331.12 et seq.)
of Chapter 10 of Title 32.1.
.
52. Patient level data collected by the Virginia Health Services Cost Review Council and not yet
processed, verified, and released, pursuant to § 9-166.7, to the Council by the nonprofit organization with
which the Executive Director has contracted pursuant to § 9-166.4.
53. Proprietary, commercial or financial information, balance sheets, trade secrets, and revenue
and cost projections provided by a private transportation business to the Virginia Department of
Transportation and the Department of Rail and Public Transportation for the purpose of conducting
transportation studies needed to obtain grants or other financial assistance under the Intermodal Surface
Transportation Efficiency Act of 1991 (p.L. 102-240) for transportation projects, provided such
information is exempt under the federal Freedom of Information Act or the federal Interstate Commerce
Act or other laws administered by the Interstate Commerce Commission or the Federal Rail
Administration with respect to data provided in confidence to the Interstate Commerce Commission and
2.20

the Federal Railroad Administration. However, the exemption provided by this subdivision shall not apply
to any wholly owned subsidiary of a public body.
54. Names and addresses of subscribers to Virginia Wildlife magazine, published by the
Department of Game and Inland Fisheries, provided the individual subscriber has requested in writing
that the Department not release such information.
55. Reports, documents, memoranda or other information or materials which describe any aspect
of security used by the Virginia Museum of Fine Arts to the extent that disclosure or public dissemination
of such materials would jeopardize the security of the Museum or any warehouse controlled by the
Museum, as follows:
a. Operational, procedural or tactical planning documents, including any training manuals to the
extent they discuss security measures;
b. Surveillance techniques;
c. Installation, operation, or utilization of any alarm technology;
d. Engineering and architectural drawings of the Museum or any warehouse;
e. Transportation of the Museum's collections, including routes and schedules; or
f. Operation of the Museum or any warehouse used by the Museum involving the:
(1) Number of employees, including security guards, present at any time; or
(2) Busiest hours, with the maximum number of visitors in the Museum.
56. Reports, documents, memoranda or other information or materials which describe any aspect
of security used by the Virginia Department of Alcoholic Beverage Control to the extent that disclosure
or public dissemination of such materials would jeopardize the security of any government store as
defined in Title 4.1, or warehouse controlled by the Department of Alcoholic Beverage Control, as
follows:
(i) Operational, procedural or tactical planning documents, including any training manuals to the
extent they discuss security measures;
(ii) Surveillance techniques;
(iii) The installation, operation, or utilization of any alarm technology;
(iv) Engineering and architectural drawings of such government stores or warehouses;
(v) The transportation of merchandise, including routes and schedules; and
(vi) The operation of any government store or the central warehouse used by the Department of
Alcoholic Beverage Control involving the:
a. Number of employees present during each shift;
b. Busiest hours, with the maximum number of customers in such government store; and
c. Banking system used, including time and place of deposits.
57. Information required to be provided pursuant to § 54.1-2506.1.
58. (Effective July 1, 1995) Confidential information designated as provided in subsection D of
§ 11-52 as trade secrets or proprietary information by any person who has submitted to a public body an
application for prequalification to bid on public construction projects in accordance with subsection B of
§ 11-46.
C. Neither any provision of this chapter nor any provision of Chapter 26 (§ 2.1-377 et seq.) of
this title shall be construed as denying public access to contracts between a public official and a public
body, other than contracts settling public employee employment disputes held confidential as personnel
records under subdivision 3 of subsection B of this section, or to records of the position, job
classification, official salary or rate of pay of, and to records of the allowances or reimbursements for
expenses paid to, any public officer, official or employee at any level of state, local or regional
government in this Commonwealth or to the compensation or benefits paid by any corporation organized
by the Virginia Retirement System, RF&P Corporation and its wholly owned subsidiaries, to their officers
or employees. The provisions of this subsection, however, shall not apply to records of the official
salaries or rates of pay of public employees whose annual rate of pay is $10,000 or less.
§ 2.1-342.1. Official voter registration and election records.
Public access to voter registration and election records shall be governed by the provisions of
Title 24.2 and this chapter. The provisions of Title 24.2 shall be controlling in the event of any conflict.
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§ 2.1-343. Meetings to be public; notice of meetings; recordings; minutes; voting.
Except as otherwise specifically provided by law and except as provided in §§ 2.1-344 and 2.1345, all meetings of public bodies shall be public meetings, including meetings and work sessions during
which no votes are cast or any decisions made. Notice including the time, date and place of each meeting
shall be furnished to any citizen of this Commonwealth who requests such information. Notices for
meetings of public bodies of the Commonwealth on which there is at least one member appointed by the
Governor shall state whether or not public comment will be received at the meeting, and, if so, the
approximate points during the meeting public comment will be received. Requests to be notified on a
continual basis shall be made at least once a year in writing and include name, address, zip code and
organization of the requester. Notice, reasonable under the circumstance, of special or emergency
meetings shall be given contemporaneously with the notice provided members of the public body
conducting the meeting.
Any person may photograph, film, record or otherwise reproduce any portion of a meeting
required to be open. The public body conducting the meeting may adopt rules governing the placement
and use of equipment necessary for broadcasting, photographing, filming or recording a meeting to
prevent interference with the proceedings.
Voting by secret or written ballot in an open meeting shall be a violation of this chapter.
Minutes shall be recorded at all public meetings. However, minutes shall not be required to be
taken at deliberations of (i) standing and other committees of the General Assembly, (ii) legislative
interim study commissions and committees, including the Virginia Code Commission, (iii) study
committees or commissions appointed by the Governor, or (iv) study commissions or study committees,
or any other committees or subcommittees appointed by the governing bodies or school boards of
counties, cities and towns, except where the membership of any such commission, committee or
subcommittee includes a majority of the governing body of the county, city or town or school board.

§ 2.1-343.1. Electronic communication meetings.
A. It is a violation of this chapter for any political subdivision or any governing body, authority,
board, bureau, commission, district or agency of local government to conduct a meeting wherein the
public business is discussed or transacted through telephonic, video, electronic or other communication
means where the members are not physically assembled.
B. For purposes of subsections B through F of this section, "public body" means any public body
of the Commonwealth, as provided in the definitions of "meeting" and "public body" in § 2.1-341, but
excluding any political subdivision or any governing body, authority, board, bureau, commission, district
or agency of local government. Such public bodies may conduct any meeting, except executive or closed
meetings held pursuant to § 2.1-344, wherein the public business is discussed or transacted through
telephonic or video means.
C. Notice of any meetings held pursuant to this section shall be provided at least thirty days in
advance of the date scheduled for the meeting. The notice shall include the date, time, place and purpose
for the meeting and shall identify the location or locations for the meeting. All locations for the meeting
shall be made accessible to the public. All persons attending the meeting at any of the meeting locations
shall be afforded the same opportunity to address the public body as persons attending the primary or
central location. Any interruption in the telephonic or video broadcast of the meeting shall result in the
suspension of action at the meeting until repairs are made and public access restored.
Thirty-day notice shall not be required for telephonic or video meetings continued to address an
emergency situation as provided in subsection F of this section or to conclude the agenda of a telephonic
or video meeting of the public body for which the proper notice has been given, when the date, time,
place and purpose of the continued meeting are set during the meeting prior to adjournment.
The public body shall provide the Director of the Department of Information Technology with
notice of all public meetings held through telephonic or video means pursuant to this section.
D. An agenda and materials which will be distributed to members of the public body and which
have been made available to the staff of the public body in sufficient time for duplication and forwarding
to all location sites where public access will be provided shall be made available to the public at the time
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of the meeting. Minutes of all meetings held by telephonic or video means shall be recorded as required
by § 2.1-343. Votes taken during any meeting conducted through telephonic or video means shall be
recorded by name in roll-call fashion and included in the minutes. In addition, the public body shall make
an audio recording of the meeting, if a telephonic medium is used, or an audio/visual recording, if the
meeting is held by video means. The recording shall be preserved by the public body for a period of three
years following the date of the meeting and shall be available to the public.
E. No more than twenty-five percent of all meetings held annually by a public body, including
meetings of any ad hoc or standing committees, may be held by telephonic or video means. Any public
body which meets by telephonic or video means shall file with the Director of the Department of
Information Technology by July 1 of each year a statement identifying the total number of meetings held
during the preceding fiscal year, the dates on which the meetings were held and the number and purpose
of those conducted through telephonic or video means.
F. Notwithstanding the limitations imposed by subsection E of this section, a public body may
meet by telephonic or video means as often as needed if an emergency exists and the public body is
unable to meet in regular session. As used in this subsection "emergency" means an unforeseen
circumstance rendering the notice required by this section, or by § 2.1-343 of this chapter, impossible
or impracticable and which circumstance requires immediate action. Public bodies conducting emergency
meetings through telephonic or video means shall comply with the provisions of subsection D requiring
minutes, recordation and preservation of the audio or audio/visual recording of the meeting. The basis
for the emergency shall be stated in the minutes.
§ 2.1-343.2. Transaction of public business other than by votes at meetings prohibited.
Unless otherwise specifically provided by law, no vote of any kind of the membership, or any
part thereof, of any public body shall be taken to authorize the transaction of any public business, other
than a vote taken at a meeting conducted in accordance with the provisions of this chapter.
Notwithstanding the foregoing, nothing contained herein shall be construed to prohibit separately
contacting the membership, or any part thereof, of any public body for the purpose of ascertaining a
member's position with respect to the transaction of public business.
§ 2.1-344. Executive or closed meetings.
A. Public bodies are not required to conduct executive or closed meetings. However, should a
public body determine that an executive or closed meeting is desirable,"such meeting shall be held only
for the following purposes:
1. Discussion, consideration or interviews of prospective candidates for employment; assignment,
appointment, promotion, performance, demotion, salaries, disciplining or resignation of specific public
officers, appointees or employees of any public body; and evaluation of performance of departments or
schools of state institutions of higher education where such matters regarding such specific individuals
might be affected by such evaluation. Any teacher shall be permitted to be present during an executive
session or closed meeting in which there is a discussion or consideration of a disciplinary matter which
involves the teacher and some student or students and the student or students involved in the matter are
present, provided the teacher makes a written request to be present to the presiding officer of the
appropriate board.
2. Discussion or consideration of admission or disciplinary matters concerning any student or
students of any state institution of higher education or any state school system. However, any such
student, legal counsel and, if the student is a minor, the student's parents or legal guardians shall be
permitted to be present during the taking of testimony or presentation of evidence at an executive or
closed meeting, if such student, parents or guardians so request in writing and such request is submitted
to the presidi!1g officer of the appropriate board.
3. Discussion or consideration of the condition, acquisition or use of real property for public
purpose, or of the disposition of publicly held property, or of plans for the future of a state institution
of higher education which could affect the value of property owned or desirable for ownership by such
institution.
4. The protection of the privacy of individuals in personal matters not related to public business.
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5. Discussion concerning a prospective business or industry or expansion of an existing business
or industry where no previous announcement has been made of the business' or industry's interest in
locating or expanding its facilities in the community.
6. The investing of public funds where competition or bargaining is involved, where, if made
public initially, the financial interest of the governmental unit would be adversely affected.
7. Consultation with legal counsel and briefings by staff members, consultants or attorneys,
pertaining to actual or probable litigation, or other specific legal matters requiring the provision of legal
advice by counsel.
8. In the case of boards of visitors of state institutions of higher education, discussion or
consideration of matters relating to gifts, bequests and fund-raising activities, and grants and contracts
for services or work to be performed by such institution. However, the terms and conditions of any such
gifts, bequests, grants and contracts made by a foreign government, a foreign legal entity or a foreign
person and accepted by a state institution of higher education shall be subject to public disclosure upon
written request to the appropriate board of visitors. For the purpose of this subdivision, (i) "foreign
government" means any government other than the United States government or the government of a state
or a political subdivision thereof; (ii) "foreign legal entity" means any legal entity created under the laws
of the United States or of any state thereof if a majority of the ownership of the stock of such legal entity
is owned by foreign governments or foreign persons or if a majority of the membership of any such entity
is composed of foreign persons or foreign legal entities, or any legal entity created under the laws of a
foreign government; and (iii) "foreign person" means any individual who is not a citizen or national of
the United States or a trust territory or protectorate thereof.
9. In the case of the boards of trustees of the Virginia Museum of Fine Arts and The Science
Museum of Virginia, discussion or consideration of matters relating to specific gifts, bequests, and grants.
10. Discussion or consideration of honorary degrees or special awards.
11. Discussion or consideration of tests or examinations or other documents excluded from this
chapter pursuant to § 2.1-342 B 9.
12. Discussion, consideration or review by the appropriate House or Senate committees of
possible disciplinary action against a member arising out of the possible inadequacy of the disclosure
statement filed by the member, provided the member may request in writing that the committee meeting
not be conducted in executive session.
13. Discussion of strategy with respect to the negotiation of a siting agreement or to consider the
terms, conditions, and provisions of a siting agreement if the governing body in open meeting finds that
an open meeting will have a detrimental effect upon the negotiating position of the governing body or the
establishment of the terms, conditions and provisions of the siting agreement, or both. All discussions
with the applicant or its representatives may be conducted in a closed meeting or executive session.
14. Discussion by the Governor and any economic advisory board reviewing forecasts of
economic activity and estimating general and nongeneral fund revenues.
15. Discussion or consideration of medical and mental records excluded from this chapter
pursuant to § 2.1-342 B 3, and those portions of disciplinary proceedings by any regulatory board within
the Department of Professional and Occupational Regulation or Department of Health Professions
conducted pursuant to § 9-6.14: 11 or § 9-6.14: 12 during which the board deliberates to reach a decision.
16. Discussion, consideration or review of State Lottery Department matters related to proprietary
lottery game information and studies or investigations exempted from disclosure under subdivisions 37
and 38 of subsection B of § 2.1-342.
17. Those portions of meetings by local government crime commissions where the identity of,
or information tending to identify, individuals providing information about crimes or criminal activities
under a promise of anonymity is discussed or disclosed.
18, Discussion, consideration, review and deliberations by local community corrections resources
boards regarding the placement in community diversion programs of individuals previously sentenced to
state correctional facilities.
19. Those portions of meetings of the Virginia Health Services Cost Review Council in which
the Council discusses filings of individual health care institutions which are confidential pursuant to
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subsection B of § 9-159.
20. Those portions of meetings in which the Board of Corrections discusses or discloses the
identity of, or information tending to identify, any prisoner who (i) provides information about crimes
or criminal activities, (ii) renders assistance in preventing the escape of another prisoner or in the
apprehension of an escaped prisoner, or (iii) voluntarily or at the instance of a prison official renders
other extraordinary services, the disclosure of which is likely to jeopardize the prisoner's life or safety.
21. Discussion of plans to protect public safety as it relates to terrorist activity.
22. In the case of corporations organized by the Virginia Retirement System, RF&P Corporation
and its wholly owned subsidiaries, discussion or consideration of (i) proprietary information provided by,
and financial information concerning, coventurers, partners, lessors, lessees, or investors, and (ii) the
condition, acquisition, disposition, use, leasing, development, coventuring, or management of real estate
the disclosure of which would have a substantial adverse impact on the value of such real estate or result
in a competitive disadvantage to the corporation or subsidiary.
B. No resolution, ordinance, rule, contract, regulation or motion adopted, passed or agreed to
in an executive or closed meeting shall become effective unless the public body, following the meeting,
reconvenes in open meeting and takes a vote of the membership on such resolution, ordinance, rule,
contract, regulation or motion which shall have its substance reasonably identified in the open meeting.
Nothing in this section shall be construed to require the board of directors of any authority created
pursuant to the Industrial Development and Revenue Bond Act (§ 15.1-1373 et seq.), or any public body
empowered to issue industrial revenue bonds by general or special law, to identify a business or industry
to which subdivision A 5 of this section applies. However, such business or industry must be identified
as a matter of public record at least thirty days prior to the actual date of the board's authorization of the
sale or issuance of such bonds.
C. Public officers improperly selected due to the failure of the public body to comply with the
other provisions of this section shall be de facto officers and, as such, their official actions are valid until
they obtain notice of the legal defect in their election.
D. Nothing in this section shall be construed to prevent the holding of conferences between two
or more public bodies, or their representatives, but these conferences shall be subject to the same
regulations for holding executive or closed sessions as are applicable to any other public body.
§ 2.1-344.1. Call of closed or executive meetings; certification of proceedings.
A. No meeting shall become an executive or closed meeting unless the public body proposing
to convene such meeting shall have taken an affirmative recorded vote in open session to that effect, by
motion stating specifically the purpose or purposes which are to be the subject of the meeting, and
reasonably identifying the substance of the matters to be discussed. A statement shall be included in the
minutes of the open meeting which shall make specific reference to the applicable exemption or
exemptions from open meeting requirements provided in subsection A of § 2.1-344 or in § 2.1-345, and
the matters contained in such motion shall be set forth in those minutes. A general reference to the
provisions of this chapter or authorized exemptions from open meeting requirements shall not be
sufficient to satisfy the requirements for an executive or closed meeting.
B. The notice provisions of this chapter shall not apply to executive or closed meetings of any
public body held solely for the purpose of interviewing candidates for the position of chief administrative
officer. Prior to any such executive or closed meeting for the purpose of interviewing candidates the
public body shall announce in an open meeting that such executive or closed meeting shall be held at a
disclosed or undisclosed location within fifteen days thereafter.
C. The public body holding an executive or closed meeting shall restrict its consideration of
matters during the closed portions only to those purposes specifically exempted from the provisions of
this chapter.
D. At the conclusion of any executive or closed meeting convened hereunder, the public body
holding such meeting shall reconvene in open session immediately thereafter and shall take a roll call or
other recorded vote to be included in the minutes of that body, certifying that to the best of the member's
knowledge (i) only public business matters lawfully exempted from open meeting requirements under this
chapter, and (ii) only such public business matters as were identified in the motion by which the executive
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or closed meeting was convened were heard, discussed or considered in the meeting by the public body.
Any member of the public body who believes that there was a departure from the requirements of
subdivisions (i) and (ii) above, shall so state prior to the vote, indicating the substance of the departure
that, in his judgment, has taken place. The statement shall be recorded in the minutes of the public body.
E. Failure of the certification required by subsection D, above, to receive the affirmative vote
of a majority of the members of the public body present during a closed or executive session shall not
affect the validity or confidentiality of such meeting with respect to matters considered therein in
compliance with the provisions of this chapter. The recorded vote and any statement made in connection
therewith, shall upon proper authentication, constitute evidence in any proceeding brought to enforce this
chapter.
F. A public body may permit nonmembers to attend an executive or closed meeting if such
persons are deemed necessary or if their presence will reasonably aid the public body in its consideration
of a topic which is a subject of the meeting.
G. Except as specifically authorized by law, in no event may any public body take action on
matters· discussed in any executive or closed meeting, except at a public meeting for which notice was
given as required by § 2.1-343.
H. Minutes may be taken during executive or closed sessions of a public body, but shall not be
required. Such minutes shall not be subject to mandatory public disclosure.
§ 2.1-345. Public bodies to which chapter inapplicable.
The provisions of this chapter shall not be applicable to the Virginia Parole Board, petit juries,
grand juries, family assessment and planning teams established pursuant to § 2.1-753, and the Virginia
State Crime Commission.
§ 2.1-346. Proceedings for enforcement of chapter.
Any person, including the attorney for the Commonwealth acting in his official or individual
capacity, denied the rights and privileges conferred by this chapter may proceed to enforce such rights
and privileges by filing a petition for mandamus or injunction, supported by an affidavit showing good
cause, addressed to the general district court or the court of record of the county or city from which the
public body has been elected or appointed to serve and in which such rights and privileges were so
denied. Failure by any person to request and receive notice of the time and place of meetings as provided
in § 2.1-343 shall not preclude any person from enforcing his or her rights and privileges conferred by
this chapter.
Any petition alleging denial of rights and privileges conferred by this chapter by a board, bureau,
commission, authority, district or agency of the state government or by a standing or other committee
of the General Assembly, shall be addressed to the General District Court or the Circuit Court of the City
of Richmond. A petition for mandamus or injunction under this chapter shall be heard within seven days
of the date when the same is made. However, any petition made outside of the regular terms of the
circuit court of a county which is included in a judicial circuit with another county or counties, the
hearing on the petition shall be given precedence on the docket of such court over all cases which are not
otherwise given precedence by law. The petition shall allege with reasonable specificity the circumstances
of the denial of the rights and privileges conferred by this chapter. A single instance of denial of the
rights and privileges conferred by this chapter shall be sufficient to invoke the remedies granted herein.
If the court finds the denial to be in violation of the provisions of this chapter, the petitioner shall be
entitled to recover reasonable costs and attorney's fees from the public body if the petitioner substantially
prevails on the merits of the case, unless special circumstances would make an award unjust. In making
this determination, a court may consider, among other things, the reliance of a public body on an opinion
of the Attorney General or a decision of a court that substantially supports the public body's position.
The court may also impose appropriate sanctions in favor of the public body as provided in § 8.01-271.1.
§ 2.1-346.1. Violations and penalties.
In a proceeding commenced against members of public bodies under § 2.1-346 for a violation of
§§ 2.1-342, 2.1-343, 2.1-343.1, 2.1-344 or § 2.1-344.1, the court, if it finds that a violation was
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willfully and knowingly made, shall impose upon such member in his individual capacity, whether a writ
of mandamus or injunctive relief is awarded or not, a civil penalty of not less than $25 nor more than
$1,000, which amount shall be paid into the State Literary Fund.
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§ 2.1-377. Short title.

This chapter may be cited as the "Privacy Protection Act of 1976."
§ 2.1-378. Findings; principles of information practice.
A. The General Assembly finds:
1. That an individual's privacy is directly affected by the extensive collection, maintenance, use and
dissemination of personal information;
2. That the increasing use of computers and sophisticated information technology has greatly magnified
the harm that can occur from these practices;
3. That an individual's opportunities to secure employment, insurance, credit and his right to due process,
and other legal protections are endangered by the misuse of certain of these personal information systems;
and
4. That in order to preserve the rights guaranteed a citizen in a free society, legislation is necessary to
establish procedures to govern information systems containing records on individuals.
B. Record-keeping agencies of the Commonwealth and political subdivisions shall adhere to the following
principles of information practice to ensure safeguards for personal privacy:
1. There shall be no personal information system whose existence is secret.
2. Information shall not be collected unless the need for it has been clearly established in advance.
3. Information shall be appropriate and relevant to the purpose for which it has been collected.
4. Information shall not be obtained by fraudulent or unfair means.
5. Information shall not be used unless it is accurate and current.
6. There shall be a prescribed procedure for an individual to learn the purpose for which information has
been recorded and particulars about its use and dissemination.
7. There shall be a clearly prescribed and uncomplicated procedure for an individual to correct, erase or
amend inaccurate, obsolete or irrelevant information.
8. Any agency holding personal information shall assure its reliability and take precautions to prevent its
misuse.
9. There shall be a clearly prescribed procedure to prevent personal information collected for one purpose
from being used for another purpose.
10. The Commonwealth or any agency or political subdivision thereof shall not collect personal
information except as explicitly or implicitly authorized by law.
§ 2.1-379. Definitions.
As used in this chapter:
1. The term "information system" means the total components and operations of a record-keeping
process, whether automated or manual, containing personal information and the name, personal number,
or other identifying particulars of a data subject.
2. The term "personal information" means all information that describes, locates or indexes anything
about an individual including his real or personal property holdings derived from tax returns, and his
education, financial transactions, medical history, ancestry, religion, political ideology, criminal or
employment record, or that affords a basis for inferring personal characteristics, such as finger and voice
prints, photographs, or things done by or to such individual; and the record of his presence, registration,
or membership in an organization or activity, or admission to an institution. The term does not include
routine information maintained for the purpose of internal office administration whose use could not be
such as to affect adversely any data subject nor does the term include real estate assessment information.
3. The term "data subject" means an individual about whom personal information is indexed or may be
located under his name, personal number, or other identifiable particulars, in an information system.
4. The term "disseminate" means to release, transfer, or otherwise communicate information orally, in
writing, or by electronic means.
5. The term "purge" means to obliterate information completely from the transient, permanent, or
archival records of an organization.
6. The term "agency" means any agency, authority, board, department, division, commission, institution,
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bureau, or like governmental entity of the Commonwealth or of any unit of local government including
counties, cities, towns and regional governments and the departments and including any entity, whether
public or private, with which any of the foregoing has entered into a contractual relationship for the
operation of a system of personal information to accomplish an agency function. Any such entity included
in this definition by reason of a contractual relationship shall only be deemed an agency as relates to
services performed pursuant to that contractual relationship, provided that if any such entity is a consumer
reporting agency, it shall be deemed to have satisfied all of the requirements of this chapter if it fully
complies with the requirements of the Federal Fair Credit Reporting Act as applicable to services
performed pursuant to such contractual relationship.
§ 2.1-380. Administration of systems including personal information.
Any agency maintaining an information system that includes personal information shall:
1. Collect, maintain, use, and disseminate only that personal information permitted or required by law
to be so collected, maintained, used, or disseminated, or necessary to accomplish a proper purpose of the
agency;
2. Collect information to the greatest extent feasible from the data subject directly;
3. Establish categories for maintaining personal information to operate in conjunction with confidentiality
requirements and access controls;
4. Maintain information in the system with accuracy, completeness, timeliness, and pertinence as
necessary to assure fairness in determinations relating to a data subject;
5. Make no dissemination to another system without (i) specifying requirements for security and usage
including limitations on access thereto, and eii) receiving reasonable assurances that those requirements
and limitations will be observed, provided this subdivision shall not apply to a dissemination made by an
agency to an agency in another state, district or territory of the United States where the personal
information is requested by the agency of such other state, district or territory in connection with the
application of the data subject therein for a service, privilege or right under the laws thereof, nor shall
this apply to information transmitted to family advocacy representatives of the United States Armed
Forces in accordance with § 63.1-248.6 H;
6. Maintain a list of all persons or organizations having regular access to personal information in the
information system;
7. Maintain for a period of three years or until such time as the personal information is purged,
whichever is shorter, a complete and accurate record, including identity and purpose, of every access to
any personal information in a system, including the identity of any persons or organizations not having
regular access authority but excluding access by the personnel of the agency wherein data is put to service
for the purpose for which it is obtained;
8. Take affirmative action to establish rules of conduct and inform each person involved in the design,
development, operation, or maintenance of the system, or the collection or use of any personal
information contained therein, about all the requirements of this chapter, the rules and procedures,
including penalties for noncompliance, of the agency designed to assure compliance with such
requirements;
9. Establish appropriate safeguards to secure the system from any reasonably foreseeable threat to its
security;
10. Collect no personal information concerning the political or religious beliefs, affiliations, and activities
of data subjects which is maintained, used or disseminated in or by any information system operated by
any agency unless authorized explicitly by statute or ordinance.
§ 2.1-380.1. Same; military recruiters to have access to student information, school buildings, etc.
If a public school board or public institution of higher education provides access to its buildings and
grounds and the student information directory to persons or groups which make students aware of
occupational or educational options, the board or institution shall provide access on the same basis to
official recruiting representatives of the military forces of the Commonwealth and the United States for
the purpose of informing students of educational and career opportunities available in the mil itary.
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§ 2.1-381. Same; dissemination of reports.
Any agency maintaining an information system that disseminates statistical reports or research findings
based on personal information drawn from its system, or from other systems shall:
1. Make available to any data subject or group, without revealing trade secrets, methodology and
materials necessary to validate statistical analysis, and
2. Make no materials available for independent analysis without guarantees that no personal information
will be used in any way that might prejudice judgments about any data subject.
§ 2.1-382. Rights of data subjects.
A. Any agency maintaining personal information shall:
1. Inform an individual who is asked to supply personal information about himself whether he is legally
required, or may refuse, to supply the information requested, and also of any specific consequences which
are known to the agency of providing or not providing such information.
2. Give notice to a data subject of the possible dissemination of part or all of this information to another
agency, nongovernmental organization or system not having regular access authority, and indicate the use
for which it is intended, and the specific consequences for the individual, which are known to the agency,
of providing or not providing such information, however documented permission for dissemination in the
hands of such other agency or organization will satisfy this requirement. Such notice may be given on
applications or other data collection forms prepared by data subjects.
3. Upon request and proper identification of any data subject, or of his authorized agent, grant such
subject or agent the right to inspect, in a form comprehensible to such individual or agent:
(a) All personal information about that data subject except as provided in § 2.1-342 (b) (3).
(b) The nature of the sources of the information.
(c) The names of recipients, other than those with regular access authority, of personal information about
the data subject including the identity of all persons and organizations involved and their relationship to
the system when not having regular access authority.
4. Comply with the following minimum conditions of disclosure to data subjects:
(a) An agency shall make disclosures to data subjects required under this chapter, during normal business
hours.
(b) The disclosures to data subjects required under this chapter shall be made (i) in person, if he appears
in person and furnishes proper identification, (ii) by mail, if he has made a written request, with proper
identification. Copies of the documents containing the personal information sought by a data subject shall
be furnished to him or his representative at reasonable standard charges for document search and
duplication.
(c) The data subject shall be permitted to be accompanied by a person or persons of his choosing, who
shall furnish reasonable identification. An agency may require the data subject to furnish a written
statement granting permission to the organization to discuss the individual's file in such person's
presence.
5. If the data subject gives notice that he wishes to challenge, correct, or explain information about him
in the information system, the following minimum procedures shall be followed:
(a) The agency maintaining the information system shall investigate, and record the current status of that
personal information.
(b) If, after such investigation, such information is found to be incomplete, inaccurate, not pertinent, not
timely nor necessary to be retained, it shall be promptly corrected or purged.
(c) If the investigation does not resolve the dispute, the data subject may file a statement of not more than
200 words setting forth his position.
(d) Whenever a statement of dispute is filed, the organization maintaining the information system shall
supply any previous recipient with a copy of the statement and, in any subsequent dissemination or use
of the information in question, clearly note that it is disputed and supply the statement of the data subject
along with the information.
(e) The agency maintaining the information system shall clearly and conspicuously disclose to the data
subject his rights to make such a request.
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(t) Following any correction or purging of personal information the agency shall furnish to past recipients
notification that the item has been purged or corrected whose receipt shall be acknowledged.
B. Nothing in this section or found elsewhere in this chapter shall be construed so as to require an
agency to disseminate any recommendation or letter of reference from or to a third party which is a part
of the personnel file of any data subject nor to disseminate any test or examination used, administered
or prepared by any public body for purposes of evaluation of (i) any student or any student's
performance, (ii) any seeker's qualifications or aptitude for employment, retention, or promotion, (iii)
qualifications for any license or certificate issued by any public body.
As used in this subsection, "test or examination" shall include (i) any scoring key for any such test or
examination, and (ii) any other document which would jeopardize the security of such test or examination.
Nothing contained in this subsection shall prohibit the release of test scores or results as provided by law,
or to limit access to individual records as is provided by law, however, the subject of such employment
tests shall be entitled to review and inspect all documents relative to his performance on such employment
tests.
When, in the reasonable opinion of such public body, any such test or examination no longer has any
potential for future use, and the security of future tests or examinations will not be jeopardized, such test
or examination shall be made available to the public. Minimum competency tests administered to public
school children shall be made available to the public contemporaneously with statewide release of the
scores of those taking such tests, but in no event shall such tests be made available to the public later than
six months after the administration of such tests.
C. Neither any provision of this chapter nor any provision of Chapter 21 (§ 2.1-340 et seq.) of this title
shall be construed as denying public access to records of the position, job classification, official salary
or rate of pay of, and to records of the allowances or reimbursements for expenses paid to any public
officer, official or employee at any level of state, local or regional government in this Commonwealth
whatsoever. The provisions of this subsection shall not apply to records of the official salaries or rates
of pay of public employees whose annual rate of pay is $10,000 or less.
D. Nothing in this section or in this chapter shall be construed to require an agency to disseminate
information derived from tax returns in violation of §§ 2.1-342 and 58.1-3.
§ 2.1-383. Agencies to report concerning systems operated or developed; publication of information.
Every agency shall make report of the existence of any information system which it operates or develops
which will include a description of the nature of the data in the system and purpose for which it is used.
An inventory listing or similar display of such information shall be made available for inspection by the
general public in the office of the head of each agency. Copies of such information shall be provided
upon request and a fee shall be charged for the same sufficient to cover the reasonable costs of
reproduction.
§ 2.1-384. Systems to which chapter inapplicable.
The provisions of this chapter shall not be applicable to personal information systems:
1. Maintained by any court of this Commonwealth;
,
2. Which may exist in publications of general circulation;
3. Contained in the Criminal Justice Information System as defined in §§ 9-184 through 9-196;
4. Contained in the Virginia Juvenile Justice Information System as defined in §§ 16.1-222 through 16.1225;
5. Maintained by agencies concerning persons required to be licensed by law in this Commonwealth to
engage in the practice of any professional occupation, in which case the names and addresses of persons
applying for or possessing any such license may be disseminated upon written request to a person engaged
in the profession or business of offering professional educational materials or courses for the sole purpose
of providing such licensees or applicants for licenses with informational materials relating solely to
available professional educational materials or courses, provided such disseminating agency is reasonably
assured that the use of such information will be so limited;
6. Maintained by the Parole Board, the Crime Commission, the Judicial Inquiry and Review Commission
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and the Department of Alcoholic Beverage Control;
7. Maintained by the Department of State Police; police departments of cities, counties, and towns; and
the campus police departments of public institutions of higher education as established by Chapter 17 (§
23-232 et seq.) of Title 23, and which deal with investigations and intelligence gathering relating to
criminal activity; and maintained by local departments of social services regarding alleged cases of child
abuse or neglect while such cases are also subject to an ongoing criminal prosecution;
8. Maintained by the Virginia Port Authority as provided in § 62.1-134.1 or § 62.1-132.4;
9. Maintained by the Department of Economic Development in connection with or as a result of the
promotion of travel or tourism in the Commonwealth, in which case names and addresses of persons
requesting information on those subjects may be disseminated upon written request to a person engaged
in the business of providing travel services or distributing travel information, provided the Department
of Economic Development is reasonably assured that the use of such information will be so limited;
10. Maintained by the Divisions of Consolidated Laboratory Services and Forensic Science of the
Department of General Services, which deal with scientific investigations relating to criminal activity or
suspected criminal activity, except to the extent that § 2.1-434.11 may be applicable;
11. Maintained by the Department of Corrections which deal with investigations and intelligence gathering
by persons acting under the provisions of § 53.1-16; and
12. Maintained by the Department of the State Internal Auditor or internal audit departments of state
agencies or institutions which deal with communications and investigations relating to the State Employee
Fraud, Waste and Abuse Hotline.
§ 2.1-384.1. Exception for state retirement systems.
Notwithstanding the provisions of § 2.1-380, the Virginia Retirement System may disseminate information
as to the retirement status or benefit eligibility of any employee covered by the Virginia Retirement
System, the Judicial Retirement System or the State Police Officers Retirement System, to the chief
executive officer or personnel officers of the state or local agency by which he is employed.
§ 2.1-385. Disclosure of social security number.
On or after July 1, 1977, it shall be unlawful for any agency to require an individual to disclose or
furnish his social security account number not previously disclosed or furnished, for any purpose in
connection with any activity, or to refuse any service, privilege or right to an individual wholly or partly
because such individual does not disclose or furnish such number, unless the disclosure or furnishing of
such number is specifically required by federal or state law.
§ 2.1-386. Injunctive relief.
Any aggrieved person may institute a proceeding for injunction or mandamus against any person or
agency which has engaged, is engaged, or is about to engage in any acts or practices in violation of the
provisions of this chapter. The proceeding shall be brought in the circuit court of any county or city
wherein the person or agency made defendant resides or has a place of business. In the case of any
successful proceeding by an aggrieved party, the person or agency enjoined or made subject to a writ of
mandamus by the court shall be liable for the costs of the action together with reasonable attorney's fees
as determined by the court.
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§ 42.1-76. Legislative intent; title of chapter.
The General Assembly intends by this chapter to establish a single body of law applicable to all
public officers and employees on the subject of public records management and preservation and to ensure
that the procedures used to manage and preserve public records will be' uniform throughout the
Commonwealth.

This chapter may be cited as the Virginia Public Records Act.
§ 42.1-77. Definitions.
As used in this chapter:
"Agency" means all boards, commissions, departments, divisions, institutions, authorities, or
parts thereof, of the Commonwealth or its political subdivisions and includes the offices of constitutional
officers.
.
"Archival quality" means a quality of reproduction consistent with established standards specified
by state and national agencies and organizations responsible for establishing such standards, such as the
Association for Information and Image Management, the American Standards Association, and the
National Bureau of Standards.
"Board" means the State Library Board.
"Council" means the State Public Records Advisory Council.
"Custodian" means the public official in charge of an office having public records.
"Data" means symbols, or representations, of facts or ideas that can be communicated,
interpreted, or processed by manual or automated means.
"Database" means a set of data, consisting of one file or a group of integrated files, maintained
as an information system managed by a database management system.
"Database management system" means a set of software programs that controls the organization,
storage and retrieval of data in a database. It also controls the security and integrity of the database.
"Electronic record" means any information that is recorded in machine readable form.
"Electronic records system" means any information system that produces, processes, or stores
records by using a computer, and is also called an automated information system.
"Information system" means the organized collection, processing, transmission, and dissemination
of information in accordance with defined procedures, whether automated or manual.
"State Librarian" means the State Librarian or his designated representative.
"Public official" means all persons holding any office created by the Constitution of Virginia or
by any act of the General Assembly, the Governor and all other officers of the executive branch of the
state government, and all other officers, heads, presidents or chairmen of boards, commissions,
departments, and agencies of the state government or its political subdivisions.
"Public record" means recorded information that documents a transaction or activity by or with
any public officer, agency or employee of the state government or its political subdivisions. Regardless
of physical form or characteristic, the recorded information is a public record if it is produced, collected,
received or retained in pursuance of law or in connection with the transaction of public business.
The medium on which such information is recorded may be, but is not limited to paper, film,
magnetic, optical or solid state devices which can store electronic signals, tapes, mylar, linen, silk or
vellum. The general types of records may be, but are not limited to books, papers, letters, documents,
printouts, photographs, films, tapes, microfiche, microfilm, photostats, sound recordings, maps,
drawings, and any representations held in computer memory.
Nonrecord materials, meaning reference books and exhibit materials made or acquired and
preserved solely for reference use or exhibition purposes, extra copies of documents preserved only for
convenience or reference, and stocks of publications, shall not be included within the definition of public
records as used in this chapter.
"Archival records" means all noncurrent records of continuing and enduring value useful to the
citizens of the Commonwealth and necessary to the administrative functions of public agencies in the
conduct of services and activities mandated by law. In appraisal of public records deemed archival, the
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terms" administrative," "legal," "fiscal," and "historical" shall be defined as:
1. "Administrative value": Records shall be deemed of administrative value if they have
continuing utility in the operation of an agency.
2. "Legal value": Records shall be deemed of legal value when they document actions taken in
the protection and proving of legal or civil rights and obligations of individuals and agencies.
3. "Fiscal value": Records shall be deemed of fiscal value so long as they are needed to document
and verify financial authorizations, obligations and transactions.
4. "Historical value": Records shall be deemed of historical value when they contain unique
information, regardless of age, which provides understanding of some aspect of the government and
promotes the development of an informed and enlightened citizenry.
"Medical records" means the documentation of health care services, whether physical or mental,
rendered by direct or indirect patient-provider interaction which is used as a mechanism for tracking the
patient's health care status. Medical records may be technologically stored by computerized or other
electronic process, or through microfilm or other similar photographic form or chemical process.
"Official records" means public records.
"Persons under a disability" means persons so defined under subsection A of § 8.01-229.
"Preservation" means maintaining archival records in their original physical form by stabilizing
them chemically or strengthening them physically to ensure their survival as long as possible in their
original form. It also means the reformatting of written, printed, electronic or visual archival information
to extend the life of the information.
"Retention and disposition schedule" means an approved timetable stating the retention time
period and disposition action of records series.
"Software programs" means the written specifications used to operate an electronic records system
as well as the documentation describing implementation strategies.
§ 42.1-78. Confidentiality safeguarded.
Any records made confidential by law shall be so treated. Records which by law are required to
be closed to the public shall not be deemed to be made open to the public under the provisions of this
chapter. Records in the custody of The Library of Virginia which are required to be closed to the public
shall be open for public access 100 years after the date of creation of the record. No provision of this
chapter shall be construed to authorize or require the opening of any records ordered to be sealed by a
court. All records deposited in the archives that are not made confidential by law shall be open to public
access.
§ 42.1-79. Records management function vested in Board; State Library Board to be official
custodian; State Archivist.
The archival and records management function shall be vested in the State Library Board. The
State Library Board shall be the official custodian and trustee for the Commonwealth of all public records
of whatever kind which are transferred to it from any public office of the Commonwealth or any political
subdivision thereof. As the Commonwealth's official repository of public records, The Library of Virginia
shall assume administrative control of such records on behalf of the Commonwealth.
The State Librarian shall name a State Archivist who shall perform such functions as the State
Librarian assigns.
§ 42.1-79.1. Retention and disposition of medical records.
The medical records of all persons not under a disability shall be retained by all public agencies
acting as custodians of medical records for ten years following the last date of treatment or contact. Such
agencies shall retain the medical records of minors and persons under a disability for a minimum of five
years following the age of majority or the removal of the disability, or ten years following the last date
of treatment or contact, whichever comes later. Such agencies shall retain the medical records of deceased
persons for a minimum of five years following the date of death.
Agencies of the Commonwealth which generate medical records shall notify patients at time of
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discharge the specific retention period that applies to their records. Such agencies shall be encouraged
to destroy such medical records upon expiration of the required retention period. Such agencies may, at
their discretion, retain summaries of destroyed medical records.
Medical records submitted to The Library of Virginia for retention and disposition in accordance
with the terms of this section are presumed to be inactive. It shall be the duty of the originating agency
to (i) designate medical records of minors, persons under a disability, or deceased persons prior to
submission to The Library of Virginia for retention and disposition, and (ii) to make a verifiable attempt
to notify patients that their records will be destroyed after the appropriate retention period. Unless notified
otherwise by the originating agency, the State Librarian shall begin to count the required retention period
from the first date of submission. Prior to destroying any medical records, the State Librarian or his
designee shall notify the originating agency that the retention period has run out and that, unless the
agency reclaims the medical records, the records will be destroyed.
No employee of The Library of Virginia or any agency acting in accordance with the terms of
this section shall be liable, civilly or criminally, for the destruction of medical records.
The provisions of this section shall not supersede the provisions of § 16.1-306 or any other laws
of this Commonwealth pertaining to the retention and disposition of records generated by agencies other
than those agencies originating medical records.
§ 42.1-80. State Public Records Advisory Council continued; members; chairman and vicechairman; compensation.
The State Public Records Advisory Council is continued. The Council shall consist of twelve
members. The Council membership shall include the Secretary of the Commonwealth, the State Librarian,
the Attorney General, the State Health Commissioner, the Commonwealth Transportation Commissioner,
the Director of the Department of Information Technology, the Auditor of Public Accounts, the Executive
Secretary of the Supreme Court, the Director of the Council on Information Management, or their
designated representatives and three members to be appointed by the Governor from the Commonwealth
at large. The gubernatorial appointments shall include two clerks of courts of record and a member of
a local governing body. Those members appointed by the Governor shall remain members of the Council
for a term coincident with that of the Governor making the appointment, or until their successors are
appointed and qualified. The Council shall elect annually from its membership a chairman and vicechairman. Members of the Council shall receive no compensation for their services but shall be paid their
reasonable and necessary expenses incurred in the performance of their duties.
§ 42.1-81. Powers and responsibilities of Council.
The Council shall propose to the State Library Board rules, regulations, and standards, not
inconsistent with law, for the purpose of establishing uniform guidelines for the management and
preservation of public records throughout the Commonwealth. The Council shall have the power to
appoint such subcommittees and advisory bodies as it deems advisable. The Council shall be assisted in
the execution of its responsibilities by the State Librarian.
§ 42.1-82. Duties and powers of Library Board.
The State Library Board shall with the advice of the Council:
1. Issue regulations to facilitate the creation, preservation, storage, filing, reformatting,
management, and destruction of public records by all agencies. Such regulations shall establish procedures
for records management containing recommendations for the retention, disposal or other disposition of
public records; procedures for the physical destruction or other disposition of public records proposed
for disposal; and standards for the reproduction of records by photocopy or microphotography processes
with the view to the disposal of the original records. Such standards shall relate to the quality of film
used, preparation of the records for filming, proper identification of the records so that any individual
document or series of documents can be located on the film with reasonable facility, and that the copies
contain all significant record detail, to the end that the photographic or microphotographic copies shall
be of archival qual ity.
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2. Issue regulations specifying permissible qualities of paper, ink, and other materials to be used
by agencies for public record purposes. The Board shall determine the specifications for and shall select
and make available to all agencies lists of approved papers, photographic materials, ink, or other writing
materials for archival public records, and only those approved may be purchased for use in the making
of such records. These regulations and specifications shall also apply to clerks of courts of record.
3. Provide assistance to agencies in determining what records no longer have administrative,
legal, fiscal, or historical value and should be destroyed or disposed of in another manner. Each public
official having in his custody official records shall assist the Board in the preparation of an inventory of
all public records in his custody and in preparing a suggested schedule for retention and disposition of
such records. No land or personal property book shall be destroyed without being first offered to The
Library of Virginia for preservation.
All records created prior to the Constitution of 1902 that are declared archival may be transferred
to the archives.
§ 42.1-83. Program for inventorying, scheduling, microfilming records; records of counties, cities
and towns; storage of records.
The State Library Board shall formulate and execute a program to inventory, schedule, and
microfilm official records of counties, cities and towns which it determines have permanent value and
to provide safe storage for microfilm copies of such records, and to give advice and assistance to local
officials in their programs for creating, preserving, filing and making available public records in their
custody.
Original archival public records shall be either stored in The Library of Virginia or in the locality
at the decision of the local officials responsible for maintaining public records. Original archival public
records shall be returned to the locality upon the written request of the local officials responsible for
maintaining local public records. Microfilm shall be stored in The Library of Virginia but the use thereof
shall be subject to the control of the local officials responsible for maintaining local public records.
§ 42.1-84. Same; records of agencies and subdivisions not covered under § 42.1-83.
The State Library Board may formulate and execute a program of inventorying, repairing, and
microfilming for security purposes the public records of the agencies and subdivisions not covered under
the program established under § 42.1-83 which it determines have permanent value, and of providing safe
storage of microfilm copies of such records.

§ 42.1-85. Duties of State Librarian; agencies to cooperate; agencies to designate records officer.
The State Librarian shall administer a records management program for the application of efficient
and economical management methods to the creation, utilization, maintenance, retention, preservation,
and disposal of public records consistent with rules, regulations, or standards promulgated by the State
Library Board, including operations of a records center or centers. It shall be the duty of the State
Librarian to establish procedures and techniques for the effective management of public records, to make
continuing surveys of paper work operations, and to recommend improvements in current records
management practices, including the use of space, equipment, and supplies employed in creating,
maintaining, and servicing records.
It shall be the duty of any agency with public records to cooperate with the State Librarian in
conducting surveys and to establish and maintain an active, continuing program for the economical and
efficient management of the records of such agency.
Each state agency and political subdivision of this Commonwealth shall designate as many as
appropriate, but at least one, records officer to serve as a liaison to The Library of Virginia for the
purposes of implementing and overseeing a records management program, and coordinating legal
disposition, including destruction of obsolete records. Designation of state agency records officers shall
be by the respective agency head. Designation of a records officer for political subdivisions shall be by
the governing body or chief administrative official of the political subdivision.
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§ 42.1-86. Program to select and preserve important records; availability to public; security

copies.
In cooperation with the head of each agency, the State Librarian shall establish and maintain a
program for the selection and preservation of public records considered essential to the operation of
government and for the protection of the rights and interests of persons. He shall provide for preserving,
classifying, arranging, and indexing so that such records are made available to the public and shall make
security copies or designate as security copies existing copies of such essential public records. Security
copies shall be of archival quality and shall be made by photographic, photostatic, microfilm, microcard,
miniature photographic, or other process which accurately reproduces and forms a durable medium.
Security copies shall have the same force and effect for all purposes as the original record and shall be
as admissible in evidence as the original record whether the original record is in existence or not. Security
copies shall be preserved in the place and manner prescribed by the State Library Board and the
Governor. Public records deemed unnecessary for the transaction of the business of any agency, yet
deemed to be of administrative, legal, fiscal, or historical value, may be transferred with the consent of
the State Librarian to the custody of The Library of Virginia.
§ 42.1-86.1. Disposition of public records.
No agency shall destroy or discard public records without a retention and disposition schedule
approved by the State Librarian as provided in § 42.1-82. No agency shall sell or give away public
records.
§ 42.1-87. Where records kept; duties of agencies; repair, etc., of record books; agency heads
not divested of certain authority.
Custodians of archival public records shall keep them in fire-resistant, environmentally controlled,
physically secure rooms designed to ensure proper preservation and in such arrangement as to be easily
accessible. Current public records should be kept in the buildings in which they are ordinarily used. It
shall be the duty of each agency to cooperate with The Library of Virginia in complying with rules and
regulations promulgated by the Board. Each agency shall establish and maintain an active and continuing
program for the economic and efficient management of records.
Each agency shall develop and implement a program for the management of records created,
received, maintained, used, or stored on electronic media. Each agency shall schedule the retention and
disposition of all electronic records, as well as related access documentation and indexes and shall ensure
the implementation of their provisions in accordance with procedures established under § 42.1-82.
Procedures governing access to electronic records shall be in accordance with the Virginia Freedom of
Information Act, the Virginia Privacy Protection Act, the Intellectual Property Act and any other
provision of law as may be applicable and shall be enumerated in the retention and disposition schedule.
Record books should be copied or repaired, renovated or rebound if worn, mutilated, damaged
or difficult to read. Whenever the public records of any public official are in need of repair, restoration
or rebinding, a judge of the court of record or the head of such agency or political subdivision of the
Commonwealth may authorize that the records in need of repair be removed from the building or office
in which such records are ordinarily kept, for the length of time necessary to repair, restore or rebind
them, provided such restoration and rebinding preserves the records without loss or damage to them.
Before any restoration or repair work is initiated, a treatment proposal from the contractor shall be
submitted and reviewed in consultation with The Library of Virginia. Any public official who causes a
record book to be copied shall attest it and shall certify an oath that it is an accurate copy of the original
book. The copy shall then have the force of the original.
Nothing in this chapter shall be construed to divest agency heads of the authority to determine
the nature and form of the records required in the administration of their several departments or to
compel the removal of records deemed necessary by them in the performance of their statutory duty.
Whenever legislation affecting public records management and preservation is under consideration, The
Library of Virginia shall review the proposal and advise the General Assembly on the effects of its
proposed implementation.
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§ 42.1-88. Custodians to deliver all records at expiration of term; penalty for noncompliance.
Any custodian of any public records shall, at the expiration of his term of office, appointment
or employment, deliver to his successor, or, if there be none, to The Library of Virginia, all books,
writings, letters, documents, public records, or other information, recorded on any medium kept or
received by him in the transaction of his official business; and any such person who shall refuse or
neglect for a period of ten days after a request is made in writing by the successor or State Librarian to
deliver the public records as herein required shall be guilty of a Class 3 misdemeanor.
§ 42.1-89. Petition and court order for return of public records not in authorized possession.
The State Librarian or his designated representative such as the State Archivist or any public
official who is the custodian of public records in the possession of a person or agency not authorized by
the custodian or by law to possess such public records shall petition the circuit court in the city or county
in which the person holding such records resides or in which the materials in issue, or any part thereof,
are located for the return of such records. The court shall order such public records be delivered to the
petitioner upon finding that the materials in issue are public records and that such public records are in
the possession of a person not authorized by the custodian of the public records or by law to possess such
public records. If the order of delivery does not receive compliance, the plaintiff shall request that the
court enforce such order through its contempt power and procedures.
§ 42.1-90. Seizure of public records not in authorized possession.
A. At any time after the filing of the petition set out in § 42.1-89 or contemporaneous with such
filing, the person seeking the return of the public records may by ex parte petition request the judge or
the court in which the action was filed to issue an order directed at the sheriff or other proper officer,
as the case may be, commanding him to seize the materials which are the subject of the action and deliver
the same to the court under the circumstances hereinafter set forth.
B. The judge aforesaid shall issue an order of seizure upon receipt of an affidavit from the
petitioner which alleges that the material at issue may be sold, secreted, removed out of this
Commonwealth or otherwise disposed Of so as not to be forthcoming to answer the final judgment of the
court respecting the same; or that such property may be destroyed or materially damaged or injured if
permitted to remain out of the petitioner's possession.
C. The aforementioned order of seizure shall issue without notice to the respondent and without
the posting of any bond or other security by the petitioner.
§ 42.1-91. Development of disaster plan.
The Library of Virginia shall develop a plan to ensure preservation of public records in the event
of disaster or emergency as defined in § 44-146.16. This plan shall be coordinated with the Department
of Emergency Services and copies shall be distributed to all agency heads. The personnel of the Library
shall be responsible for coordinating emergency recovery operations when public records are affected.
Each agency shall ensure that a plan for the protection and recovery of public records is included in its
comprehensive disaster plan.
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§ 2.1-20.1:1. Ownership of patents and copyrights developed by state employees.

Patents, copyrights or materials which were potentially patentable or copyrightable developed by a state
employee during working hours or within the scope of his employment or when using state-owned or
state-controlled facilities shall be the property of the Commonwealth of Virginia. The Governor shall set
such policies as he deems necessary to implement this provision.
This provision shall not apply to employees of state-supported institutions of higher education who shall
be subject to the patent and copyright policies of the institution employing them ..
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EXECUTIVE SUMMARY
Purpose and Methodology
Florida's rich tradition of open government culminated in the 1992 general
election when citizens overwhelmingly approved a constitutional amendment
guaranteeing access to the records of all three branches of state government. Over
the past few years, however, a number of issues have been raised concerning
access to electronic records which may call into question the efficacy of Florida's
Public Records Law in the computer age. The purpose of this report is to examine
the issues raised by the increasing computerization of public records, and to make
recommendations in response to the issues identified.'
The methodology of this report consisted of extensive legal research,
including a search of applicable
case law, law review articles, technical journals,
.
"

and a" study of laws enacted in other states and the federal government.
Concurrently, an advisory gFoup was appointed to assist Joint Committee staff in
identifying the issues to be included'in this report, and to respond to staff at each
stage of the project. In addition, the Joint Committee held a series of three public
hearings, during which testimony from invited speakers as well as the general
public was received.

Background
A.

The Joint Committee on Information Technology Resources
Since its inception in 1983, the Joint Committee has been involved in

analyzing the impact of advances in information technology on Florida's Public
Records Law, and has taken an active role in all legislative efforts concerning
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statutory amendments which have focused on information technology issues. In
1992, the Joint Committee issued a report which examined the extent to which
government agencies in Florida were making use of the recently-enacted authority
to copyright and market agency-created software. In response to the JCITR's
recommendations, two bills were filed for consideration during the 1993 Regular
Session: HB 1683, which was not considered, and SB 562, which passed as
amended by the Senate Governmental Operations Committee. In response to the
issues raised during the considerable deliberation on SB 562, Senator Daryl L.
Jones, then Chairman of the Joint Committee, directed staff to conduct this study,
and to prepare a report and make recommendations on the issues· identified.

B.

Chapter 119, Florida's Public Records Law.
Prior to enactment of Florida's Public Records Law in 1909, citizens enjoyed

a common law right of inspection of certain governm'ental records. The 1909
Public Records Law codified the common law, and the right of access and
inspection has since been broadened by successive amendments which ensure that
all nonexempt government records will be open at all times for inspection and
copying by any person. In the 1992 general election, a new constitutional
amendment guaranteeing access to the records of all three branches of
government was approved by an overwhelming majority of Florida voters.
Currently, state and local agencies may develop their own policies governing
access to public records; however, such policies must comply with both the
requirements of chapter 119, Florida Statutes, and any judicial interpretations of
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the statute. Factors to be considered in determining access policy include: the
definition of key words; cost of access and fees to be charged; the form in which
the record is maintained and requested; the content of the public record and the
number and substance of legislative exemptions; and procedures for enforcement
and sanctions for violations.
Findings: Problems and Issues
A.

Definition of Key Words
Because of the increasing conversion of public records from paper to

electronic form, the definition and interpretation of certain key words used in
Florida's Public Records Law have been questioned, perhaps necessitating
consideration by the Legislature.
1.

R.ecord

. Although there is little question that an electronic record is as much a
public record ·as its paper counterpart, there is some uncertainty as to what
constitutes a "record" when public records:are in ·an electronic. format. The
problem becomes more acute as the complexity of modern information systems
continues to increase.
a.

Federal Government: Both the Federal Records Act, which

governs the creation, management, and disposal of federal records, and Circular A130, which establishes policy for the dissemination of such records, contain a
definition of "public record" similar to that found in Florida's Public Records Law.
Based on this definition, the federal courts have consistently held that computer
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records, including electronic mail, are public records for the purposes of the federal
Freedom of Information Act (FOIA).
h.

Other States: All 50 states have some sort of public records

law or freedom of information act, and the majority use an "inclusive definition" of
public records specifically covering computerized records.
c.

Florida: According to testimony received during the JCITR's

public hearings, the current definition of "public record" is generally sufficient.
However, the issues of whether agency-created data processing software and
electronic mail are public records under the current definition were raised.
1)

Agency-Created Software: A Florida court

h~s

compared computerized public records to infor~ation r~corded in code, and held
that if a public record is maintained in such a manner that it .inust be interpreted
. '

.

by the use of a code, then the code itself is a public record. In other words, if a
public record maintained by an agency is accessible only through application of
agency-created software, then the software itself is a public record. Based on this
holding and a number of statutory arguments, the JCITR concluded in 1993 that
agency-created software was a public record under chapter 119, Florida Statutes.
2)

E-Mail: Many government agencies have established e-

mail systems for both inter- and intra-agency communication, and e-mail is
becoming an increasingly common and efficient means of communication. Based
on the Florida Supreme Court's definition of public record, it is clear that e-mail,
which is simply a form of written communication between two or more people, is a
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public record if generated by a public official or employee. In fact, the current
debate in Florida over e-mail as a public record is focused more on the lack of
retention schedules and the practical or managerial problems of providing public
access than on its status as a public record.
2.

Custodian

The issue of custodianship arises when a requestor seeks access from one of
perhaps many custodial agencies rather than the originating agency responsible
for creating the requested record.
a.

Federal Government: At the federal level, this debate is

centered on control of the record; the U.S. Supreme Court has held that "c.ontrol"
means that·a record is in an agency's possession in the course of its official
business. :Any federal a'gency, then, \Yhich has control of a public: reco:rd is its
.

.

custodian, and any 'number of agencies could have simultaneous possession and
.control of a particular recqrd .
. h...

Other States:. A number of sta.tes, including Massachusetts

and North Carolina, have defined the word "custodian" in their respective public
records laws. Oregon recently amended its public records law to make a legal
distinction between the custodian of a record and an agent. The distinction was
necessary because under Oregon law, the custodian of a public record is required
to perform a statutory balancing test to determine whether or not a record is
exempt from public disclosure.
c.

Florida: There was a significant amount of testimony on this
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issue at the JCITR's public hearings. Those in support of making a distinction
similar to that under Oregon law expressed concern that information services
staff, responsible only for processing public records, may not be fully aware of the
applicable statutory exemptions; those opposed fear that artificial barriers to
access may be created if such a distinction is made.
Reading chapter 119, Florida Statutes, in its entirety, it appears that the
terms "custodian" and "every person who has custody" are used interchangeably.
According to the common rules of statutory interpretation, language used
repeatedly in the same connection is assumed to have the same meaning
..

".

throughout the st.atute. As regards
the concern that staff
may
be unaware of
.
.
. .
applicable exemptions, the law is quite specific: any person with custody of a
public record has the affirmative duty to be knowledgeable of all statutory
exemptions and to produce the nonexempt portions of a public' record for.
inspection and copying. Because a record may be withheld only if there is a
specific statutory exemption, in Florida the impetus for the distinction mage in
Oregon law does not apply. Some believe that the issue in Florida may be one of
education, and that if public access is a consideration in the design and
development of all future information systems, then the issue should become moot.

3.

Extensive

Under Florida's current statutory scheme, a record custodian may charge a
special service fee for any extensive use of agency resources expended in
complying with a public records request. "Extensive" is not defined in the
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statutes, however, and interpretations have varied from a mere 15 minutes to as
long as 4 hours. The general complaint at the JCITR public hearings was that the
current extensive use provision is too ambiguous, requiring either statutory
definition or policy guidelines.
"Extensive" is much like "reasonable," a commonly used term capable of
different meanings, and what is an extensive use of agency resources will,
necessarily, vary from agency to agency depending upon a variety of factors
specific to each agency. There is concern, though, that some custodians are using
the extensive use provision to collect fees currently prohibited under chapter 119,
Florida Statutes.

B.

Cost of Access and Fees to be Charged
O?e of the .primary issues fueling. the

curren~

electro~ic

debate on access to

records centers around cost recovery and what fees should be recovered by an
. agency under Florida's
Public
Records
La~.
.. The
to the
.
.
..
. follQwing alterna:tives
current "actual cost of duplication" were identified

1.

b~

Joint Committee

s~aff.

Commercial Value

There has been a great deal of discussion over the past few years as to
whether chapter 119 should be amended to allow for higher fees for access to
public records when those records are going to be used for a commercial or profitmaking purpose.
a.

Federal Government: The FOIA establishes three categories

of requestors: (1) the media, who are charged duplication costs only; (2)
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requestors seeking public records for a commercial purpose, who are charged both
a search fee and a review fee in addition to the actual cost of duplication; and (3)
all other requestors who may be charged only a search fee and the cost of
duplication. Although commercial requestors pay more than requestors in the
other two categories, they pay no more than the costs actually incurred by an
agency in fulfilling a request. According to recent revisions to Circular A-130,
data dissemination falls within a federal agency's statutory and ethical mandate,
and cannot be exploited for the sake of revenue generation.
h.

Other States: Over the past few years, a number of states

have amended or considered amending their statutes to allow for fees based on the
commercial value or use of public records.' Minnes~t~'s Government Data
Practices Act, Jor example, was amended .to allow custodians to charge a
,

'

reasonable fee, based on actual development costs, for government'data which 'is
commercially valuable. New York is considering legislation which would establish
fees for public records based ~ot only on the nature of the record requested, but on
the motive of the requestor as well. Fees for records not specifically identified in
the proposed legislation would require approval of the Committee on Open
Government and the Director of the Budget. The Virginia Senate recently
considered a bill amending the state's Freedom of Information Act to stipulate
that fees for access to computerized or electronic records shall not exceed the
actual cost of responding to the request; the proposed legislation has been carried
over to the 1994 Session.
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Florida: There was a great deal of testimony on this issue at

c.

the JCITR's public hearings. Although there was a clear difference of opinion on
whether chapter 119, Florida Statutes, should be amended to make a distinction
between commer~ial and noncommercial use, there was also a general consensus
that making such a distinction would be extremely difficult. Although Florida's
courts have consistently held that custodians cannot charge fees for access based
on the commercial motive of the requestor, the question remains whether the
Florida Legislature should amend chapter 119 to permit an assessment of fees
based on commercial value. However, the public policy and constitutional
concerns inherent in distinguishing between users of public records must be
considered.
Supporters of t~e. distinction want government to act in a more
"

.

.

busi~ess-

like manner, an approach. espoused by the authors of Reinventing Government:
.HowOthe Entrepreneurial Spirit is Transforming the Public Sector.. These authors
caution, however, .that user fee$

low'~r

demand. for public services and are not

appropriate for "collective goods" which benefit the public as a whole. Publiclyfunded access to government records not only strengthens the economy, but helps
to develop knowledgeable citizens and promotes better public and private
decisions.
Because the right to access public records in Florida has been elevated from
a statutory right to a constitutional right, any law restricting access will be held to
a higher, constitutional standard. It is doubtful that the government's interest in

2.51

legislation designed to prevent the "free riding" of commercial requestors would be
sufficiently compelling to override the constitutional right to access guaranteed by
article I, § 24 of the Florida Constitution, and by the First Amendment of the U.S.
Constitution. Additionally, all government agencies in Florida are statutorily
required to provide access to nonexempt public records. Therefore, acquisition of
new information technology systems should be based on the fact that such systems
increase an agency's ability to fulfill all of its statutory duties more efficiently as
justified by a supportive costlbenefit analysis, rather than the agency's ability to
pass on the costs of the new system through higher access fees.
Finally, there. is the problem of enforcement. Any legislation which requires
a distinction between commercial a~d noncommercial. use puts recoidcustodians·
in the difficult position of having to q.uestion requestors as to

th~·

purpose or-the

request, and also to verify their identity . · Such authority V;~uld not only chill a
requestor's constitutional right to access, it has been roundly criticized as inviting
abuse. Florida's exemplary history of open access has not been limited to what
some view as the more traditional purpose of government oversight, but,
historically, has specifically included those seeking access for "even blatant
commercial purposes."
Underlying the testimony of most records custodians at the JCITR's public
hearings were two primary concerns: the problems encountered in fulfilling
special requests and the relatively negligible fees allowed for fulfilling large
volume requests. Prior to 1985, the extensive use provision in § 119.07(1)(b),
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Florida Statutes, applied only to the extensive use of agency personnel in
responding to a public records request. The JCITR recommended that the
Legislature amend the provision to include extensive use of information technology
resources in direct response to complaints from record custodians regarding
requests for copies of entire data bases which, at the time, allegedly required
substantial computer resources. A provision allowing county constitutional officers
to include a reasonable charge for the labor and overhead associated with
duplication of county maps was also added at that time.
Due to recent advances in information technology, however, a request for a
copy of an entire data base may rarely trigger application of the extensive use
provision, and the actual cost of duplicating a data base--which may require
substantial'computer resources to develop and .maint~in--is min,imal.
Paradoxically, the concern over special requests is addressed by the extensive use
provision, but.the ·problem the aplendment

w~s .me~ntto

copies of entire data bases,.ma,y require further

address, requests for

con~ideration

.by the Florida

Legislature.

2.

Statutory Exemption

Another possible alternative to the current statutory scheme is to provide a
statutory exemption from the inspection and copying requirements of chapter 119,
Florida Statutes, for specific types of technology, or exemptions for the commercial
use of certain, specified public records.

a.

Other States: Some states have enacted legislation to exempt
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geographic information systems (GIS) from their public records laws. Kentucky,
for example, has exempted agency GIS data bases from public disclosure if the
requestor is seeking the information for commercial purposes. North Carolina has
enacted similar legislation; inexplicably, it applies only to the GIS data bases of
two counties and four cities. In contrast, the Georgia Legislature repealed a law
prohibiting the commercial use of all public records just one year after its
enactment.
h.

Florida: There was scant testimony on this issue at the

JCITR public hearings. Those who did address the issue of providing for such an

-

.

exemption either rejected
it outright, or thought .it too difficult to implement. An
.
. .

.

exemption for particular types of technology would m~ke it re~atively easy
circumvent the access requirements of any public records:law
.

.

~imply

.

to'

by utilizing

the exempt technology, and any statute which plac"ed a restriction on the
commercial use of public records would generate close constitutional scrutiny.
3.

Statutory Fee

Under Florida's Public Records Law, a record custodian must have specific
statutory authority to charge more than the actual cost of duplication, plus an
extensive use fee if applicable. A number of state agencies, including the
Department of Highway Safety and Motor Vehicles, have such authority. The
difficulty with this approach is in determining the appropriate fee. Additionally,
allowing a flat fee per record may become unreasonable if a requestor is seeking
an entire data base in an electronic format. An alternative approach may be to
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follow the example provided by § 119.07(1)(a), Florida Statutes, which does not
stipulate a flat fee, but rather authorizes a reasonable charge for the labor and
overhead associated with duplication of county maps supplied by county
constitutional officers.

c.

Barriers to Electronic Access
The possible barriers to electronic access, centered around the three issues

identified below, are not unique to Florida and are, in fact, being examined and
debated at the federal level and in nearly every state.
1.

For:m of Record Requested

The Florida courts have held that a record custodian must make public
records available "in some meaningful form;" they have not, however, defined
"mea,ningful," and the question still remains whether 'an agency: which maintains
.

.

its records in a particular electronic form must provide copies of those records in
. the foim maintained if so -requested.
. .a.

Federal Government: . Circular A-130, . revised in. 199p to

focus on recent advances in information technology, now ensures the public's
ability to access federal records regardless of form or medium. This policy is
underscored by the U.S. Congress, Office of Technology Assessment, which has
articulated the principle that, because of the great advantages offered by
electronic formats, access to electronic formats is a right, not a privilege.
h.

Other States: Many of the recent amendments to the public

records laws in other states have dealt with the form in which a record must be

2.55

provided. Public agencies in Alaska, for example, are encouraged to make
information available in usable electronic formats. In Connecticut, government
agencies are required to provide copies of nonexempt records in the form
requested, including an electronic form, if the agency can reasonably make such
copy or have such copy made. Other states which have recently dealt with the
issue include Louisiana, West Virginia, and Colorado.
c.

Florida: The majority of those testifying at the JCITR public

hearings expressed the view that an agency should be required to provide copies of
public records in any form maintained by the agency. However, where a request
is for a record in some other form, or requires something more than minima!' data
..

ma~ipul~tion--so called "special" requests--mo'st beli~ved: that a'~ agert:cy' 'sh~uld" .
have the authority to recoup the costs incurred in fulfilling such

a request.'

There

is support for this type of distin~tion" both in Florida case law, and in the current
rule on the long-term storage of electronic public records promulgated in 1992 by
the Department of State. The question refl,lains, however, whether the Florida
Legislature needs to make this a statutory requirement, and whether a distinction
should be made between "regular" and "special" requests. If such a distinction is
made, the Legislature must decide what fees may be recovered in responding to
special requests.
2.

System Design and Development

Barriers to electronic access are frequently, and perhaps inadvertently,
created when agencies design new information technology systems and begin the
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process of converting paper records to an electronic format. The deletion or
redaction of exempt information may also create a barrier to access if not
considered prior to system design and development, as record custodians are
required by chapter 119 to redact exempt information from a public record and
provide the remainder of the record for inspection and copying. The law does not
specify, however, who is to pay for redaction, and the costs involved can be
extremely high.
a.

Federal Government: Federal agencies are authorized to

charge commercial requestors a review fee, which includes the costs incurred in
the examination of records, to determine first, whether'the record must be
disclosed, and second, whether any portion of the record is exempt. At least one
fedeJ;al a~ency uses a cOIllpierciail:v-available redaction progr3:m in fulfi~ng its·
duty under the FOIA to redact those portions of its records which are exempt. In
. ter,ms· of .system
federa~

d.~sign, -.the.

Office of Tech~ology

Asse$sme~t

has 'stated that all

agencies should include public aGcess and related dissemination.

requirements in their approach to information resources management.
h.

Other States: Most state public records laws require the

segregation of exempt and nonexempt information; few, however, seem to address
who is to pay for redacting the exempt information. One major exception is
Minnesota, which stipulates that agencies may not charge for separating exempt
from nonexempt information. Michigan requires its public agencies to consider
redaction of exempt information, when feasible, in the design of a public record.
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Similarly, Connecticut requires that public access be considered prior to the
acquisition of any computer system, equipment, or software used to store or
retrieve public records, and prohibits agencies from entering into contracts which
impair the public's right of access.

c.

Florida: There was general agreement at the JCITR public

hearings about the need to make public access, including redaction capability, a
consideration in the design and development of all information technology systems
from this point forward.
A recommendation on the problem of redaction and system design made by
the Public Records Law Subcommittee in its final.report to the Growth
Management Data Network

6oordinatin~ Council' w~s b~~~din p'art ~n th~

Department of State's ru~e on the storage of-permanent or long-term electronic
records. Specifically, the rule requires that public access be consider'e'd prior to
the acquisition or modification of any computer system, equipment, or software
used to store or retrieve such public records. The rule also contains a provision
which precludes agencies from entering into any contract or agreement which
impairs the right of the public to inspect or copy public records. This rule governs
only public records which must be maintained for more than 10 years; the barriers
which may be created by systems designed to process and maintain all other
public records have not been addressed.

3.

Copyright

Another possible barrier to access concerns copyright, an extremely complex
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issue. Briefly, the Federal Copyright Act of 1976 allows copyright protection for
all original works of authorship, including computer software and electronic data
bases, while prohibiting such protection for any work in the public domain.
Federal copyright law allows each state to decide which of its own works may be
copyrighted. Other than this basic right, however, the federal Act preempts any
state-created rights within the general scope of copyright. Florida does not have a
general copyright law, but instead has made allowance for copyright in very
limited instances, including § 119.083, Florida Statutes, which permits a
governmental agency to copyright software developed by the agency.

a.

Federal Government: Section 105 of the 1976 Copyright Act

precludes copyright protection for w.orks of the federal government. There was
legislation . ~ntroduced in 1991, .however; that
federal
agencies
. w04ld. have 'allowed
..
.
.
.'

to copyright agency-created software in specific and very limited circumstances.
·Although.the.bi,ll
died in -cpmmittee,. a
.
.
'.

simU~r.bill

was.introduced by the same

' .

sponsqr in January 1993,. and is awaiting .consideration .
h.

Other States: According to a subcommittee of the American

Bar Association, by 1989 at least 28 states were claiming copyright on a variety of
very basic, state-produced materials. For example, in Colorado, government
agencies are authorized to copyright any public record; however, such
authorization does not apply to lists or other compilations. In contrast, the Illinois
Legislature is considering legislation which would rescind the Secretary of State's
authority to copyright the Illinois Administrative Code and Illinois Register.
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Some states have specifically provided for copyright or copyright-like control
over agency-created software. In Alaska, state law authorizes agencies and
municipalities to copyright software and to protect their copyright through
enforcement procedures. Government agencies in California have similar
authority. New Mexico took a slightly different approach by forming a non-profit
organization, Technet, to develop and copyright software for state agencies and to
provide access· to public records. A number of states have followed the Technet
model.
c.

Florida: There was general agreement among those who
"

.

testified at the JCITR public hearings that Gopyright of electronic data bases
.

.

sh~~ld' ~o; 'b'~ ~~r~itted.·There·w~~ litti~' c~~se~~~s, ho~~v~r;. ~~.·the i~s~e·~f
software copyright, other

t~an

the recognition that ag.ency-created software is a

public record.
1)

Software: The copyright of computer software, whether

agency-created software or software' developed and copyrighted by a third party,
has raised concerns about meaningful access to the data manipulated by that
software.
The use of proprietary software to control and manage public record data
bases is becoming increasingly common. However, obtaining a license which
would allow Florida agencies to provide requestors with copies of the software may
be prohibitively expensive, and other alternatives which would ensure public
access to data bases controlled by proprietary software may need to be identified

by the Florida Legislature.
Additionally, during the 1993 debate on SB 562, which would have repealed
§ 119.083, Florida Statutes, Florida's software copyright provision, the apparent

conflict between the status of agency-created software as a public record under
Florida law and federal copyright law which precludes copyright protection for
anything in the public domain was identified.
2)

Data Bases: There was complete agreement among

those who testified at the JCITR public hearings on the issue of copyrighting
electronic data bases. Even though all those who addressed the issue were opposed
to such protection, the Legislature may want to consider making a definitive
statement about the inappropriateness of copyrighting electronic data bases,
particularly in response.to the qverwhelm~~g support for.·public ~cce.ss ·as
evidenced by' the recent passage of the rte"w constitutional amendment.
J)..

. Priv.acy:.a*d. Da.ta;Pr<?te(ftion .

. In Florida, .as elsewhere,. new' cornpute.:r-based informatic;m technologies
permit rapid accumulation and exchange of personal information concerning large
numbers of individuals, and computers are increasingly used to certify the
accuracy and completeness of personal information before an individual receives
government benefits or services. Florida differs from many states, however, in
that the vast majority of this personal information becomes public record. In
addition, a growing number of state agencies and local governments in Florida are
providing on-line, remote electronic access to a variety of government data bases.
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This type of access allows comparison of massive amounts of personal information
in an unlimited number of public and private settings using direct on-line
Flor~da

linkages. As a result, it is becoming increasing difficult for

citizens to

know where personal information is stored, to know who has access to it, and to
assure themselves that such information is correct.
Although the right to privacy is generally considered a fundamental right,
the parameters of an individual's right to privacy are only vaguely defined, and
any.discussion "of the topic is 'complicated by the fact that·there are three distinct
aspects o~ the ri~ht. First, there is a right under state tort law to bring an action
for damag;es for invasion of privacy by private citizens or entities. The second
aspect of the right to privacy is rooted in the .U.S. Constitution and involves an
inclividual'.sright to be. free from governmental intrusion. into his. or her private.
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twenty years by the federal government and some states. The majority of these
statutes are, in reality, data protection laws which include standard fair
information practices.
Generally, fair information practices acts govern the collection, use,
disclosure, retention, and disposal of personal information by government. At a
minimum, such acts require all government agencies to: (1) justify the need for
the personal information collected; (2) provide notification of any secondary use of
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such information; (3) maintain an index of all data bases containing personal
information; and (4) provide individuals with the opportunity to verify the
accuracy of the information.
The distinction between privacy protection and data protection is not,
generally, well-understood. The focus of data protection is on the individual's
right to know what personal information is collected and maintained by
government, and to allow the individual the opportunity to verify the accuracy of
that information. This minimal amount of protection for the individual is
important, particularly in Florida, because one cannot, in fact, absolutely protect
privacy while providing for public access.

1.

Federal Government

The federal Privacy Act of 1974 was enacted for the purpose of providing
safeguards against the invasion of an individual's privacy through the misuse of
public records by federal agencies; it was amended by the Computer Matching and
·Privacy Protection. Act of 1988 to re'gulate the use of computer matching by federal
agencies. The Individual Privacy Protection Act of 1993, H.R. 135, would amend
the Privacy Act of 1974 by establishing the Privacy Protection Commission.
Although a number of commentators criticize federal privacy law as
inadequate, many believe that more attention will be paid--at both the federal and
state levels--to the issue of data protection in the near future due to the Draft
Directive of the Commission of the European Community (EC) which establishes a
high standard of data protection for individuals. Under the Directive, transfer of
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personal data between EC members and any third country or government would
be permitted only if the recipient ensures an adequate level of data protection.
The EC Directive will affect not only the federal government, but the individual
state governments--including Florida--as well.

2.

Other States

According to testimony received at the Joint Committee's Tallahassee public
hearing, 14 states currently have some type of fair information practices or data
protection legislation.
3.

Florida

Other than the two speakers invited by the Joint Committee to specifically
address the issue, most who testified at the JCITR

p~blic

hearings recognized the

need for some sort of data protection, but were concerned that whole classes of
public records would be closed because of the possibility that public access may
somehow be abused or misused. There is some merit to such concerns. However,
as was made clear at the public hearings, the misuse of public access is not a
question of privacy, but rather of unlawful conduct, and closing public records in
the name of privacy because of the criminal behavior of specific individuals is an
inappropriate response.
Nearly every year since 1985, the Florida Legislature has considered but
failed to pass different variations of data protection legislation, usually in the form
of a Fair Information Practices Act. The issue of data protection has become
particularly acute in Florida due to the recently enacted constitutional guarantee
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of access to public records, and to the European Community's Draft Directive on
data protection and its potential impact on the State's economy. In light of these
recent developments and the ever-increasing computerization of public records, the
Florida Legislature may need to revisit the issue of data protection and fair
information practices.

Conclusions and Recommendations
A.

Definition of Key Words
Based on the findings of this report, the following conclusions regarding the

definition of key words are drawn:
•

An electronic record is as much a public record as its paper counterpart,
and the current definition of ~tpublic record" in § 119.011(1), Florida
Statutes, is generally sufficient. However, the definition should be amended
to make it explicit that agency-created data processing software and
electronic mail are public records for the purposes of Florida's Public
Records Law.
Therefore, it is recommended that:

1)

The Legislature amend § 119.011(1). Florida Statutes. to make a clear and

unequivocal statement that agency-created data processing software and electronic
mail are included within the definition of public records. and are. therefore.
subject to the requirements of chapter 119. Florida Statutes. and article I. § 24 of
the Florida Constitution.
II

The terms "custodian" and "any person who has custody" are synonymous,
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and creating a statutory distinction between the custodian of a public record
and the agent or steward of that record for purposes of maintenance and
dissemination of such record may create inadvertent barriers to public
access. Furthermore, because only the Legislature may create exemptions
to the public access requirements of Florida's Public Records Law, making a
distinction between custodian and agent or steward (such as provided under
Oregon law) is not necessary.
Therefore, it is recommended that:
2)

The Legislature not amend chapter 119, Florida Statutes, to make a legal

\.

distinction 'between the custodian of a public record and the agent or steward of
that record for the purposes of maintenance and dissemination.
•

The "extensive" use provision in Florida's Public Records ;Law is like
"reasonable", a commonly-used term capable of many different meanings,
and' what is an "extensive use of agency resources" will necessarily vary
from agency to agency. However, agencies should be required to. define the
term "extensive" in their public records access policies, and to provide
written justification of such definitions.
Therefore, it is recommended that:

3)

The Legislature not amend Florida's Public Records Law to provide a

definition of "extensive" use.

B.

Cost of Access and Fees to be Charged
Based on the findings of this report, the following conclusions regarding the
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cost of access and fees to be charged are drawn:
•

In addition to the practical difficulties of questioning and verifying the
identity of requestors, there are serious public policy concerns and
constitutional issues inherent in distinguishing between users of public
records and assessing fees for access to public records based on the
commercial motivation of a requestor. However, some accommodation may
be necessary to allow agencies to recoup something more than the actual
cost of duplication for large volume requests which do not require extensive
use of agency resources.

•

The acquisition of new information technology systems should not be based
on the potential fees that may be collected for public access under Florida's
Public Records Law, but rather should be justified through a supportive
cost/benefit analysis.

•

Because of the difficulty in predicting the path of rapid advances in
information technology
.
. and the ease with which the access requirements of
Florida's Public Records Law could be avoided, allowing an exemption for
particular types of information technology is impracticable. Additionally,
exempting the commercial use of certain, specified public records raises
serious constitutional issues.

•

Determining the appropriate statutory fee for certain public records with a
commercial value would be extremely difficult, and such an approach may
be contrary to the spirit and intent of Florida's Public Records Law. In
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addition, those statutory provisions currently permitting assessment of a
flat fee for a copy of a particular public record should be examined to
determine whether such fees act as a constructive denial of public access
when the per record charge is applied to an entire data base.
Therefore, it is recommended that:
4)

The Legislature not amend Chapter 119, Florida Statutes. (1) to allow for

an assessment of fees for access to public records based on the commercial
motivation of a requestor. or on the potential commercial value of a particular
record: (2) to exempt a particular type of information technology; nor (3) to
establish a flat statutory fee for copies of public records with commercial value.
5)

The Legislature amend § 119.07(1)(a), Florida, Statutes, to allow agencies to

assess a reasonable charge for the labor and overhead associated with the '
duplication of large volume requests. and to stipulate that a certain percentage of
such fees be used to enhance public access.
6)

The Legislature amend those 'statutory provisions which

aut~orize ~;'flat,

per record charge to require the applicable agencies to establish a reasonable fee
for copies of an entire data base. Such fees should be permissive rather than
mandatory.

C.

Barriers to Electronic Access
Based on the findings in this report, the following conclusions on barriers to

electronic access are drawn:
•

Agencies should provide access to electronic records in the form requested if
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the agency currently maintains the record in that form. Additionally, a
statutory distinction should be made between "regular" requests, or requests
for records used in fulfilling the public duties or functions of an agency in
any form used by the agency, and "special" requests, or those requests for
records (1) not routinely developed or maintained by an agency; (2)
requiring a substantial amount of manipulation or programming by the
record custodian; or (3) in a form not utilized by the agency.
Therefore, it is recommended that:
7)

The Legislature amend chapter 119, Florida Statutes. to (1) stipulate that

agencies must provide a copy of a public record in the form requestea if the agency
maintains the record in that form; (2) specify that if the agency does not maintain
the record in the form requested, it has the option of either converting the record
to the form requested and charging the requestor a reasonable fee for such
conversion, or providing the record in some alternative form meaningful to the
requestor; and (3) make a distinction between regular requests, to which the
current statutory fee provision of § 119.07(1)(a), Florida Statutes, would apply,
and special requests, which may trigger the extensive use fee provision in
§ 1 19.07(1)(b), Florida Statutes.

•

The rapid emergence of information technology during the past two decades
has dramatically enhanced the ability of public agencies in Florida to create,
manipulate, and disseminate information. However, because public access,
including the redaction of exempt information, is not always considered in
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the design and development of new information technology systems, barriers
to public access have been created.
•

Access to public information should not depend upon the form in which the
public records containing such information are received, compiled, stored,
accessed, or disseminated, and the purpose of Florida's Public Records Law
should not be impeded by technology or frustrated by an agency's
adaptation to the computer age.
Therefore, it is recommended that:

8)

The Legislature amend chapter 119. Florida Statutes. to track the language

in the Department of State's rule on the long term storage of public records. thus
(1) requiring all state and local agencies to conside~ public access. including the

redaction of exempt information. in the design and development of all new
information technology systems. or when making major modification to existing
systems; and (2) precluding such agencies from entering into any contract or
agreement which would impair the tight of the public to inspect or copy any
nonexempt public record.
•

Agency-created software is a public record under Florida's Public Records
Law. However, whether the status of such software as a public record
places it in the public domain and thus renders it uncopyrightable, is a
question of federal law which can only be answered by the courts.
Therefore, it is recommended that:

9)

The Legislature preserve § 119.083. Florida Statutes, until the provision
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comes up for sunset review on October 1. 2000. or until the issue is addressed by
the courts.
•

The increasing use of proprietary software by public agencies in Florida has
created barriers to those seeking access to the public records controlled or
manipulated by such software.
Therefore, it is recommended that:

10)

The Legislature amend chapter 119. Florida Statutes. to require all state

and local agencies utilizing proprietary software or software copyrighted by a third
party to either (1) obtain a license for such software so that copies may be
provided if necessary to manipulate a public record; or (2) assure that such
software is capable of translating the data controlled or manipulated by the
software into some universally machine-readable form.
•

. In light of public policy concerns and the spirit and intent of Florida's Public
Records Law, the copyright of public record data bases should not be
authorized under Florida Law.
Therefore, it is recommended that:

11)

The Legislature not amend chapter 119. Florida Statutes. to authorize the

copyright of public record data bases.
D.

Privacy and Data Protection
Based on the findings of this report, the following conclusions regarding

privacy and data protection are drawn:
•

Currently, there are over 500 exemptions to the access requirements of
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Florida's Public Records Law which provide some level of protection for an
individual's right to privacy. However, because an individual's right to
privacy is specifically second to the public's right to access under Florida's
Constitution, the right to privacy cannot be absolutely protected under
Florida Law.
•

The European Community's Draft Directive, which restricts the transfer of
personal data to any government which does not ensure an adequate level of
data protection, will have a negative impact on Florida's economy if Florida
does not enact a data protection law.
Therefore, it is recommended that:

12)

The Legislature enact a Fair Information

P~actices

Act, which, at a

minimum, requires all state agencies to: (1) compile an index of all data bases
containing personal information maintained by the agency; (2) permit individuals
access to the non-exempt personal information collected on them and maintained
by the agency; and (3) provide individuals the opportunity to verify the accuracy of
that personal information maintained by the agency.

E.

Other Conclusions and Recommendations
Based on other findings of this report, the following conclusions are drawn:

II

Many of the problems and issues surrounding access to electronic records
stem from a lack of understanding of the requirements of Florida's Public
Records Law. Additionally, many record custodians are concerned that the
access policies they develop do not conform to chapter 119, Florida Statutes,
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and there is no model rule or policy to assist them in developing access
policies.
Therefore, it is recommended that:
13)

The Legislature amend Florida law to require the Department of State to

0) develop a model access policy through formal rule-making procedures: and (2)
establish a training program for record custodians on the requirements of chapter
119. Florida Statutes.
14)

The Legislature amend chapter 119, Florida Statutes, to require all state

and local agencies to develop written access policies based on the model policy
developed by the Department of State:' .
•

As new forms of information technology continue to be developed, questions

concerning Florida's Public Records Law will continue to arise.
•

Private citizens frequently experience difficulty in accessing public records
due, in part, to the increasing computerization of such records.
Furthermore, the only means' of enforcing the public's right to access
government records is to file suit, which may be costly as well as
intimidating to the average citizen.
Therefore, it is recommended that:

15)

The Legislature create the position of an independent Public Records

Advocate to (1) address public access and data protection policies and issues on a
continuing basis; (2) assist the Department of State in promulgating a model
access policy; and (3) assist the public in accessing public records and to serve as
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the representative of the public interest when public records and data protection
issues are before the Florida Legislature.
•

Providing access to public records is an inherent part of the public function
of all state and local agencies.
Therefore, it is recommended that:

16)

The Legislature create an intent section in chapter 119. Florida Statutes.

which stipulates that providing access to public records is a function of all public
agencies and that information technology be used to enhance not frustrate access.
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THE PRIVACY COUNCIL AND THE PRIVACY ADVOCATE:
AN OVERVIEW

The Privacy Council and the Privacy Advocate were created by Wisconsin Act 39, as
amended by 1991 Wisconsin Act 269.
The Privacy Council advises the Privacy Advocate on policies and procedures regarding
the collection and use of personally identifiable information held in government records
and the right of an individual to inspect, copy and challenge that information. The Council
may recommend privacy legislation relating to personally identifiable data.
The
appointments of the nine Privacy Council members are approved by the governor to serve
three-year terms, although five are nominated.:by other state officials. The Privacy Council
appoints the Privacy Advocate from;outside the classified service.
The Privacy Advocate promotes policies that protect individual privacy at both the state
and local levels of government, provides citizens with information on their rights under
Chapter 19, Wis. Stats., and assists the individuals in obtaining and challenging identifiable
data that is stored electronically or on paper. The Advocate may also recommend, as
appropriate, statutory changes to the governor, the legislature, and local units of
government. The Privacy Advocate is also responsible for publicizing the Registry of
Records Series and assisting individuals requesting information about the Series. Finally,
the Advocate publicizes a sununary of case law as well as Attorney General opinions that
relate to the collection, maintenance, use, sharing or archiving of personally identifiable
information held by government authorities.
The development of privacy legislation was based upon the recommendations of a Special
Legislative Council Committee on Privacy and Information Technology. Draft legislation
was inserted into 1991 Assembly Bill 91 (the Biennial Budget Bill), and ultimately was
enacted into law as 1991 Wis. Act 269. The Special Committee also recommended the
creation of a Joint Legislative Committee on Information Policy which first convened
during the legislative session in February 1994. In developing its proposals, the Special
Committee reviewed court decisions related to informational privacy, federal legislation,
and legislation developed in other states. This review showed that the courts have not
developed clear and consistent constitutional principles of informational privacy, and that
any development of such principles would need to be done through legislative and
administrative bodies. The major provisions of the resulting legislation are summarized on
the following page.
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Highlights of the Privacy Law
1991 Wisconsin Acts 39, 269 and 317:
A. Create a Privacy Advocate who will protect the privacy of personally identifiable information
collected or maintained by state and local government authorities. The Advocate will help citizens exercise
their privacy rights and act on the behalf of any individual before a governmental agency to resolve their
privacy concerns. Finally, the Advocate will review state and local policies and procedures regarding the
government's use of personal information.
B. Create a Privacy Council to advise the Privacy Advocate and make legislative recommendations.
C. Create a Legislative 10int Committee on Information Policy to review information management
policies and practices of state and local units of government and related legislation.
D. Create a Registry Records Series identifying data bases held by state agencies that contain
personally identifiable information.
E. Direct state and local governments to develop. procedures to insure the confidentiality of personally
identifiable information maintained in public records to the extent permitted by law. Procedures include:
(1) Developing rules of conduct for personnel.
.
(2) Collecting information that may result in an adverse determination about an individual directly
from the individual or verifying it.
(3) Giving individuals the opportunity to inspect, copy, and challenge information about themselves.
(4)' InSuring that any form state agericiesuSe to collect perSonally identifiable information indicates
whether personal information is likely to be used for any secondary .purposes.
F. Require state governmental authorities to specify the purpose and justification for using (or allowing
the use of) personally identifiable information matched under a "computer matching program"; prohibit state
authorities from using information resulting from computer matching to deny an individual benefits of rights
. unless the individual has .been notifiecLor the authority finds that.:the informatioq.isreliabl~.
G. Allow an applicant for state or local government employment to specify that his or her identity not
be disclosed: (a) until time of employment certification in the state's classified service, or (b) if she or he is a
"final candidate" for a public office that is not in the classified service.

H. Prohibit the disclosure of the identities of public library borrowers and users.
I. Require the Department of Transportation (DOT) to allow individuals to request that names and
addresses not be given out from motor vehicle title, registration, or operating records or driver's license or
identification card records when the DOT releases 10 or more names and addresses from such records.
1. Prohibit state or local government authorities from selling or renting individuals' names or addresses
of residence for profit.

K. Direct the attorney general to summarize case law and attorney general opinions relating to
personally identifiable information collected or managed by state and local authorities.

L. Create civil remedies and penalties for certain violations of these provisions.
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MAJOR STEPS IN THE PROCESSING OF A REQUEST TO INSPECT
A RECORD MAINTAINED BY AN AUTHORITY THAT CONTAINS
PERSONALL Y IDENTIFIABLE INFORMATION
(AS AFFECTED BY 1991 WI ACTS 39 AND 269)

Authority receives
request to inspect
the record

Inspection
governed by a
specific 18w?

Inspection
authorized under
st8tute (1)(a) Open RecOrds

Request processed
under that 18w

Requester
Identifies self and
state that the purpose
of the request is to
inspect records·
. pert8ining to the
requester?'"

L8w

Inspection
authorized under
statute [llla) Open Records
Law

".' '.:.

Request Granted
Inspection
authorized under
s. 19.35 (q(am)Individual Access

Law
Request Denied

TAn individual may authorize another person to make the request on his or her behalf.
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WISCONSIN LAWS RELATED TO PRIVACY
SUBCHAPTER II - PUBLIC RECORDS AND PROPERTY
SUBCHAPTER IV - PERSONAL INFQRlVlATION PRACTICES
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SUIlCHAI'TER II
PUOLIC RF.CO·RDS AND PROPERTY
19.21 Custody and delivery 01 of1lclal property and
records. (1) E:.lch :~nd every offic~r ~f the state, or of any
~ounty ..to\~n. ~I\y. vIllage. ~chool dlstnct. or other municipal.
lly or dIstract, IS the legal custodian of :Ind shall safely keep
and preserve all property and things received from the
offict:r's prede:essor or oth~r persons and required by law to
be filed. deposited, or kept 10 the offiocr's office, or whieh are
in the 1:lwful possession or control of the offieer or the
ollicer's deputies, or to the possession or control nf which the
officer or the officer's deputies may be lawfully entitled. as
such officers.
(2) Upon the expir<ltion of each such offieer's term of
office. or whetlt:ver the: office bc:conles vacant. the officer. or
on the onicer's death the officer's legal representative, shall
on de~and delive: to the officer's successor all such property
and things tht:n III the officer's custody. and the offieer's
successor shall receipt therefor to said officer. who shall liIe
said receipt. as the case may be. in the office of the secretary of
state, county clerk, town clerk. city clerk. village clerk, school
district clerk, or clerk or other secretarial officer of the
municipality or district. respectively: but if a vaC<lney occurs
before such successor is qualified. such properly and things
shall Ix deliv:red to and be receipted for by such secretary or
clerk. respecltvcly, on behalf of the successor, to be delivered
to such successor upon the latter's receipt.
(3) Any person who violates this section shall. in addition
to any other liability or penalty, civil or criminal, forfeit not
less than S25 a:'~r m~re than 52.000: such forfeiture to b$
en~o~ced by a CIVIl action 011 behalf or. and the Pfbc.ocds to b~'
paId IOtO the trcasury or the state. lIlunicipality,.of district •.as
the case may be.
'. .'
(41 (a) Any C!ty council. village board or town board may
prOVIde by.ordmance for the ~estruction or obsolete public
rec.o.rds. Prior to the dest!"uclton at least 60 d<lYS' notice in
wn~\IIg o~ such destrucllon shall be gi\'en the historical
socIety whIch shall preserve any such·records it determines to
be
hi.storica~ in~erest. The historiC<lI socicty may, upon
appllcallon. waIve suc,h notice. No assessmcnt roll containing
forest crop acreage may be destroyed without prior approval
of the secretary or re'lenue.
.
(bl The period of 'time any town. city or village public
rec~ru is kept before de~truction shall be as prescribed by
ordlO(lnce unles;; a SpeCl~C pe~od of time is provided by
statute. The penod prescnbed 10 the ordinance may not be
less than .2. years with respect to water stubs. reocipts of
cu:~ent bllhn~s. and customer's ledgers or any municipal
utlhty. and 7 yea'rs for 'other records unless a shimer period
has been fixed by the public records and forms board unde
16.61 (3) (e) and except as provided under sub. (7).
rs.
(c) An,Y local government<ll unit or agency may provide fo
the keepmg and ~rcscrvation or public records kept by tha~
governme!ltul un~t through the usc or microfilm or other
rcproducllve deVIce. A loca. governmental unit or agen
sh:tll make such provision by ordinanoc or resolution A~
. n~
. ' .
suc I1 aCllon by a subunll or <I local governmental unit 0
agency shall ?e i~ ~onrormity with the action of the unit o~
agency of willch II. IS a part. Any photogmphic reproduction
of a recunl auth~r~zed to he reproduced under this paragraph
IS de.el1led an onglllal rccord ror all purposes if it meets the
applicable standards el't .. blisheu in s. 16.61 (7). This para.
grap~1 does not <lpply to public records kept by counties
c1ectlOg to be governed by ch. 228.
(el1l) P:,r?graph (c) does not appl)' to court records kept b .
a clerk (11 CIrCUIt COllrt and subject to SCR chapter 72.
)
(5) (a) ~ny county .h:IVinll a population of 500.000 or more
may. provluc by ordll\ance for the destruction of obsolete
public records, e:otcept for COllrt records subject to SCR
chapter 72.
(b) An~ county h:~ving a population of less than 500.000
may. prOVIde by ordlllancc for thc destruction of obsolete
pubhc recordl'. subject to ss. 59.716 and 59.717. except for
court records governed by SCR chapter 72.
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(c) Tltl! period of timc <lny public record shall be' kept
before dl!litruction shall be dcternlincd by ordinance' except
tll<lt in all counties the specific period oflilne e:otpressc:d within
s. 7.2:\ or 59.715 or any other law requiring a spccillc
rctentitHI period shall apply. nlC period of tilnc prescrihed in
the ordinancl! for the dcstruction of :111 records not governed
by s. 7.~3 or 59.715 or any other law prcscribing. a specific
retention period lIIay not be less than 7 years. unless a shorter
pcriod is lixed by tht: public rccords and forms board under s.
16.61 (3) (el.
(d) I. Except as provided in sub.!. 2. prior to any destruc·
titlll of rccords under this subsection, except those specified
within s. 5<1.715. at least (,() days' notio: of such destruction
sh:11I he gi\'l!n in writing. tuthe histMical stlcicty. which may
pr~'Ser\'e any recMds it determines to be IIf historical interest.
Notice is not required for :IOY records for which destruction
has previously been approved by the historical sociel\' or in
which the society has indicated that it ·has no intcr~st for
historic .. 1 purposes. Records which have :1 confidential char·
:Icter while in the possession of thc original c~todian 'shall
retain s'lIch confidential chamcter after tmnsfcr to the histori·
cal socicty unkss the director of Ihe historical societ\·. with
the concurrence of the (lriginal cu"odi;,n. d.:termin~s that
such rccords shaU be made ..ccessibl~ to the pu'blic under such
proper and rcason<lblc rules as :the historic:II soci~ty
prollluigatcs. .
. '
2: SubdiviSIon I.·does not apply 10 patient hcalth car,
records. liS defined ill s. 146.8 I H).lhat.arc in the custody or
control of n public health :Igency. as.dc:lj"ne~ in s. 140.03 (II
(c).

•

.

(el The county board 'o(any county may provide, by
ordinance.n·p'rogram for the keeping. preserv-",tiori. retention
a.od disposition. or public records including the establishment
or:! committee OIi public records and may institute a r(C~rds
m·anagem.:nt.servicc.for the counly and may appropn at'
runds to accomplish such purposes.
.
m District attorney records an: slate records and arc
subject to s. 978.07.
.
•
(6) A school district, except a 1st class city school district.
may provide ror the tiestruetion of obsolete school a;ecor<J:Prior to- any such destruction. at. Icast 60 days' notice In
-riting of such destruction shall be given to the hi~torical
:,acty. whic.h shall preserv.e any rccor?s it determines to be
fhistorical mterest. The tllstonC'.l1 socIety may, upon appli.
~tion. W'.live the notice. The period or time :I school district
((Cord shall be kept before destruction shall be not less than 7
• )"~rs. unless a shorter period is fixed by the public records
: ~'nd forms board under s. 16.61 (3) (e) and except as provided
. under sub. (7). This section does not apply to pupil records
under s. 118.125.
.
• (7) Notwithstariding any minimum pcriod or time for
recention set under s. 16.6.1 (J) (cl. imy taped recording of a
meeting. as dcfincd in s. 19.H2 (2). by any governmental body.
3S delined umler s. I ..un (II. of a city. village. town or school
district may be destroyed no souner than 90 days aftl!r (he
minutes have becn appnl\"c:d and published if the: purpos.: of
the recording was to make: miliutes of the meeting.
.
(8) Any !lletropolitan sl!wer.lge commission created ·under
$S. 66.88 to 66.918 may providc for the destrtlction of obsolete
commission records. No n:cord of the metropolitan sewenlge.
district may be dcstroycd e.'(cept by action of the commission
specifically authorizing the destruction of that record. Prior
to any dest ruction of records under' this subsection, the
commission shall give at kast 60 days' prior notice: of the
proposed dcstruction to the l'tate historiC'.!1 society, which
may preserve reconls it de:termines to be of historical intercst.
Upoli the applic<llioll of the cOlllmission. the: slate historical
socIety may waive this ntltice. Except as provided unda sub.
(7), the commission may only destroy a rccord undcr this
subsection after 7 years dapsc from the date of the record's
creation, unless .. shorter period is fixcd by the publil! records
and rorms board undcr s. 16.61 (3) (el.
H,isIQrv: 1971 c. ~tS; I'J7S c. ~I s. 52; t917 <.202; t97q <.35.211; t98t <.
191 •• s~;;lJs; 19KI c.3S0 s. t3: 19ftl c. )91; t983 •• 53!: t,)85 •. tSO n. 11. 10m:
19850. _oS: 19H5a.112 s. 2S1 (I); Sup. CI. Order. t.16 W (1<1) X\';;;: t987 a. t47 .
n. 20. 15; tllKII iI. 24K; I'NI •. 39. t8S. 316.
~bndamus petiltUn co inspc:t.:t count)' hospital's tlOllistic;s1 3dminist~tivc:
l.nd other tcc.onls ':lOt uJcntir~'\blc with individu:al ralicnts. U;tcs c;use orac~
:~I~ ~~~cr thl" tCCII ..ln St.lte: cx rei. O:siton v. Mundy, 1(0 \V (1d\ 190. 2S7 NW

"ul~(' d;cH" .rt"". IttC Utu.C Itc!' ~"'CI' (IW' ruhtic iU'ftc'C'CkHt. Ncv..'(UPCN. lu~.
•• lIreier. M'I \Y (~~, ~11. !7'1 NW (!~, .", (19791.
S« nul< ttt 'I6f(,.!6. ,-. . WIt: In re WiL f'II'lily ('".,unldin, 5cni«1 ¥. State:. ~$
w I!d) 1170. l'Il NW (~dl Ct.1I (C •• API'. 1980,.
b::lntin.u"'tu ur birth r«..,ul1 Qntt..Cb< dental tintrtf ~"2U" tftc exatn ..
iMf ha,:a ..:... n"tcrdal ~1(P.'..e. 51f Au)', \1<". (".
.
.

!\(c nt\tc ht ItUCI. clfiuS:! (,0 Any.

,~.

9.

Insl\cXli"tn tlr pu"'lM." tn'tln.hi ul" .. iltC\1 under uOki:at pkcJ6:CS or confitlcntiality mOt)' ~ t1ctu~-U ""here: .. t.:1c~r pkdgc h:u; Ixcn m::lUC in onJcr (0 obtilin the
infurtn;IIUl" ...'hc« the rlcll~c """:u nd"CSt:uy hi ObiOli" tl~ information. and
where th(' ..:utht(Ii;,m lI(lcr",in~ 111011 Ihe tunn to Ihc puhlic inlCfest resulling
(wm it,,~,,·ttol1 woulJ outweigh Ihe public intercst III (ull access to rnablk
ra.'unh l·lI"~htth.UI nUISI rcrmit iu~p."Ctitln uriu(ortll:1.iof\ tubmiuct.l under .Ut
oOi"'I~1 pi.:"'!;;!;." Itf t:t",lid!;'"I'(I~lity w~l.:rc IIIC orrlCi:t1 (If OIgeney h:uJ ,pecific: 11:11"lory 04uthunl)" ttl ret.1t11re lho SUhllIlUlun. 60 Atty. Gen. 2g~,
'niC ri!!ltl h. imt,«uun .uI,1 ~tlprtllc or ruhlic rccurcJs in .JC'CC11u.a.lilCd ofrK~) ,1iSC'us~tI, 61 AU". Gcn, I.:!:.

lIuhlilo! r ......:unls tuI1j<.." hi 1IIII'<t.:II,," autl "'''pying hr .mi· r<hUC1 """uM ill'

clude hst .,( ,tntJem. ;.I\\·.lItin~ parlictll.lr ptugftUI1 in ..

,"'ny. Gcn,

~11.

vrA E diurk:1 SCh\HII. '"

The III\<,,"I\CIII llottant 4:0111 \tnl)' \Iell)' nk"tnl~rs uf the ,tuhlk: (tom '",peeung
anu t:opyUl~ .....uliutls "If the miuutcs rehlling h. the investment or stale ruu\h
iIInd dt\(umcnu: rcrt:uniug thereto on a cOIsc-hy-couc h;asis \Io'h<r~ ,*iillid rCOIsons
(,It tlcni.,1 c.,h.t :lml .arc: sp:cially II Oiled. 61 AUy. Gen. 361.
Math:rs :'&lul UOCUIIICIttS in the: (,,,ssallon (If control of schuol district 00,a",ls COitlOliuiut: iuf,ufHaliun ctJuc-:rniug the ubrics. indudin!f (rinse benefits.
f'\<IuJ to mdivulu;al tcaclu:rs lire: IIl;UI~rs or puOtic ra:unJ. 6) Au)'. Gen. 143.
.Ctllllltt\ut school dlstricts:t~ prcsc1ltl)' withuut authority to deslroy records
"h,"h rail wi.hin (It an'" .. hid,.r< nul p"pil rceorlls unller 118.1~5 (I,. Where
(,u)' S4.iut<'ll disuict is invtll\'C\1. city cnuncil cuuld hy Ofdtn2ncc rrovidc (or
U~llruC'tll," u( obstllctc teh .....1district (<<ortis under (5) (ai, Maninc of public
r""orlls as reb.al "' s.:huul di",i<: .. dis"us<al. 63 Ally. Ge,'. ~n.
Oep.rllllen. uf .dllliniSlra.iun I'mbably bas au.hori.y un.ler I "and IY.21
(2). 197Y s.alS .• lnuw sec 19.351'<1 provide priva.e corpor.lIi.", ...;.h ame""
ready cory uf
b .. s which is p<oduct or prin.ou. or c~'RIpu.er stored
publi..: rc:cords if \'''Osts .I(C "Iininl:tl. SI:ucannut c:untr.u."t on a continuing b~sis
Cor .h. furnishinc uf .his scn;"". 63 AllY. G.n. )O:!.
Scnpe oC .he du.y or .h. ,ov.",or.o IUOW m«lIbcn ui .he publ;': '0 ".
amllle and copy public records in his cus.ody discus.. d. 6) Ally. Gm. 400.
Public's righl 10 in,pect wnd acquisi.ion liles .. r Ihe dCl"'t1m<n' of nAlu",1
retource> and fda'ion,hip wi.h 66.17 discu1Scd. 63 Ally. Gen. S73.
Fin:..nc:ial st:ltcnlcnts hied in connC'Clion with applications ror mOlor vchi·
dc dcal.n· and mo.or .. hi<:le ""Ivase dealer,'licenSC1 are public records und«
(2). suhjec ••n linli.a.iuns. 66 Ally. Gen. 302.
Sheriff, radio log. inlr~lleparlmen ••1documents kepI by sheriff and blood
test r,,-"ords or dcce:.lSed automobile drivCfs in h!1nus or sherirr 2rc public
records under C21. subjec •• " limi""i"n,. 67 Ally. Gen. 12.
rlans and ,pecific-• •ions liled wi.h OILlfR und« IOI.I~ arc rublic records
under 16.61 a"d 19,~1 and are available Cor puhlic in'pcc1inn. ~7 Ally. Gen.

"UI""

~14,

Unuer (I). district OIlhlfliCYS ntUst prcscn'C IIhJdinltd} r:apcu of ill dc.x."U·
mcotary nature. cviucl1cin~ aCl1\'itics ,If rmSC\:UlOr"'\ .,nkc. 6M Any. Gcn. 17.
Ri~hl to rriwc"y taw, 1(11$,50. d"tC'S nol OI,r«t tlutiC'S o( cust\-.J.i.:an n( publk
r<:<:ords under 19.~1. 6R .'1.11). ("",,,.I>.~.
Right to 6~lUillC: ",nu ~upy CUm(1ul<r·';l\lraJ i"(unn;.t.u,,n discussed. (..t(
Ally. Gen. 23 I.
,
Ar.er .r.nscrip. uf CUUrl pr"","llin~s is liIal "".h clerk <UUrI. any peno,,'
may .. amine or copy '",,,,,,rip" 6H Ally. Gen. J D.
Count)· under ~OO.oon m:l)' t.lc1.trtl~· Oh1:111C1.e c.ase r«orcJs m:lint:J.incd by
coun.y sodal ,e,.;"es a~encY under ~8.5911 1.70 Ally. Gm. I~~.
. VT Ac ,.II strict is "school Jistri1..,t"' Ulttkr (6" 0lslr1(.'1 mOlY nC'l{ n.u.intnin
reeonh Cn microfilm. 71 Ally. Gen. Y.

"r

19.22 Proceedings to compel the delivery of offtclal property. (1) Ifany public officcr r.:fusl.'S or neglects to dcliver to
his or her successor any official property or things as rcquired
'in s. 19.21. or if the property or things shall come to the hands
of any other person who refuscs or neglects. on demand. to
ddiver them to the successor in the oilil:e. the suecc:ssor may
makc complaint to any circuil judge fM lite counly wh.:rc thc
person refusing or ncglecting resides. If Ihe judge is satisfied
by the oath of thecolll plain ant and olher lestimony as may be
oITered Ihat the property or things arc wilhhdd. thc judge
shall gr.tnt an order directing the person so rdusing 10 show
I.:ausc. wilhin some short and reasonable lime. why the: person
should nut be compelkd to deliver the property M things.
(2) At the time appoinled. or at any olhe:r time: to which the
matter may be adjourned. upon due proof of service of the
order issued under sub. (I). if Ihe person eomplain.:d againsl
nmkcs "ffidavil h.:f"r:: the judge Ihat (the person has dclivercJ (0 sud I slIl.'<:essllrl all the official property and things in
the Ill:rson's ..:ustody or possession pcnaining. 10 such officc,
whhin the person's knOWledge. Ihe person complaincd
against shall'be discharged and all furl her proceedings in the
matter before such judge shall cease.
NO"rE: The br.('kfifol.lllineUIllt::~ "as in.d.,trt~ll)" ontiut'd b~' I~t \Vis. Act
316, which was enlctC1i untlu J. 13,93 (1) (m) .nd th«t(urt
no \U~t.ntin

h.,

C'(fK1.

(3) If the person complaincd against does not make such
anidavit the matter shall pro..:ccd as follows:
(a) The judge shall inquire further into the matters set forth
in thc complaint. and if it appears Ihal any su..:h property or
things are wilhhcld by the person complained againsl thc
judge shall hy warrant commit the person complained against
to the county jail, there to relllain unlil Ihe dc:li\'cry of such
property and Ihings (0 thc complainant or until the person
COlllolaincd al!ainSI be otherwise Jisdtarged according to

law.
(b)1C r.:... uir~d by the ..:omplaillallt III<: judge shall also issuc
a warmllt. dir.:cled 10 the shcriIT or any constablc of the
county. commanding the sheri IT or ..:onslablc, in thc daytime
10 search such pl:•..:es as shall be designated in su..:h warr.tnt
for such official properly and Ihings as were in the cuslody of
Ihe onicer whose lerm of officc cl(pired or whose oni..:.:
bccamc vae:UlI. or .,1' which Ihe officer was Ihe legal custodian. :lIId seize and bring them before thc judgc issuing such
warr:lnt.
(cl When any such propc:rty or Ihings arc broughl bcfore
thc judge by vinuc of such w:.rranl. thc: judge shall inquire
whelher the same p.:rlain to slIch,oOiec. and if it thereupon
appC::lrs Ihat Ihe property ur IhingS pertain Ihercto Ihe judge
shall ordcr the delivery of Ihe properly or things tu the
complainant.
I
His.ory:

1~77

c.

~49:

1991 a. )(4.

19.23 Transfer of records or materials to hlslorlcal society. (1) Any public records. ill any stale oflicc. that arc not
required for current use m:ly. in .the discretion of the public
records and fonns board, be transferred into the custody of
the historical society, as provided in s. 16.61.
(2) The proper officcr of'any county. cily. village. town,
school district or other local governmental unit. may under s.
44.09 (I) oITer title and transfer custody to the historical
society of any records deemed by the society to be of
pennanent historic:ll importance.
(3) The proper officer of any court may. on order of the
judge of that court, transfer to the historical sociely title to
such COUrl records as have been photographed or
microphotographed or which have been on rile for at least 75
years. and which are deemed by the society to be of pennanent historical value.' .
(4) Any other :lrticles or materials which are of historic
value and are not required for current use may. in the
discretion of Ihe department or agency where such articles or
male rials are located, be transferred into the custody of the
historical society as trustee for the state, and shall thereupon
become part of the pennanenl collections of said society.
His.ory: 1975c.41 s.5:!; 1981 e.l50s.ll: 1985I.180s,30m: (987 •. 147

s. 25: 1991 1.226.

19.24 Refusal \0 deliver money, etc., to successor. Any
public officer whalever, in this state, who shall. at the
expiration of the officer's tenn of office, refuse or wilfully
neglect to deliver, on demand, to the officer's successor in
office, after such successor shall have been duly qualilied and
be entitled to said office according to law. all moneys,
records. books, papers or other property belonging to the
office and in the officer's hands or under the officer's control
by virtue thereof, shall be imprisoned not more than 6 months
or fined not more tlian SIOO.
HiSlo')': 1991 •. 316.

19.25 State officers may require searches, etc., without
lees. The secretary of Slate, treasurer and attorney general.
respectively. are authorized to require searches in Ihe respective offices of each other and in the offices of the clerk of the
supreme court. of the court of appeals, of the circuit co urIS, of
the registers of deeds for any papers, records or documents
necessary to the discharge of the duties of their respectiv.:
offices. and to require copies Ihereof and el(tracts Iherefrom
wilhout the payment of allY fee or charge whatever.
HiSlo')': 1977

<. 187. 4-l9.

19.31 Declaretlon of policy. In recognilion of the fact that a
representative government is dependent upon an infonned
electorale. it is declarcd to be Ihe public policy of this state
Ihat all persons are cnlilled to the greatest possiblc infonnation regarding the affairs of government ,lIId Ihe ollicial acts
of those oflicers and employes who represcnl them. Further,
providing persons wilh such information is declared to be an
essenlial function of a rcprcsenlalive government and an
integral part of the routinc duties of ofliccrs amI c:mploycs
whose responsibility it is to provide such information. To that
end, ss. 19.32 to 19.37 shall be construed in every instance
wilh a presumplion of complcle public access. consistcnl with
(he conduct or vovI"'rnn1rntai htl~inp",<: Th,.. ,i,.";~d "r "Hhlir
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a.:.:ess gel~erall)' is e;unlrary 10 the public illlere51. and only in
an c:xccplloll:Il case; Inay n(.'Cess be denied.
lIi<llIr)': I~KI c )H ..Nt.
Th. \\,i",,,,,,,,, I'uhhc rcc""I. '" .... (,7 MI.R 6S(1?~)).
~Iunu:i(lal rcsf1\tI\1ihilit), muJcr Ihe \VISCU"Sf" r~"scd public

rC\'l1(f.,b l;1W,

l\lalunC'y. \\,1111 J;'IU .• (HO

The f1u~lic records law :uld lilt" WiscC'n\tn ucpiHlmCf11 nr (evenue. u(tylt"rr.
WUO Dc<. I?H).
The \\,i'S. "1'<'1t rccurU1 aCI; .tli urtf.He on Inues. Truhck oand Fo!(y. WI1U
Aug. 1936.

19.32

Definitions. As used in 5S. 19.33 to 19.39:

(1) "Authority" means any of the following having eus.

lodv of a record: a state or local omce. elecled omcial
a'!c;,,:y. board. commission. committee. council. departmen;
or publi.: body corporate and politic created by constitution.
law. ordin:lOce. rule or order; a governmental or quasi.
governmental corporation except for the Bradley center
sports and entertainment corporation created under ch. 232;
any public purpose corporation. as defined in s. 181.79 (I);
any court oflaw; the assembly or senate; a nonprofit corpora.
tion which receives more than 50% of its funds from a county
or a municipality. as defined in s. 59.001 (3). and which
provides services related to public health or safety to the
counly or municipality; a nonprofit corporation operating an
ice rink which is owned by the state; or a formally constituted
subunit of any of the foregoing.
(1 m) "Person authorized by the individual" means the
parent. guardian. as defined in s. 48.02 (8). or legal custodian.
as defined in s. 48.02 (II). of a child. as defined in s. 48.02 (2).
the guardian. as defined in s. 880.0 I (3). of an individual
adjudged incompetent, as defined in s. 880.01 (4). the personal representative or spouse of an individual who is de.
ceased or any person authorized. in writjng. by the individual
10 exercise the rights granted under this section.
(1 r) "Personally identifiable information" has the meaning
specified in s. 19.62 (5).
.
(2) "Record" means any material on which written. drawn.
printed. spoken. visual or electromagnetic information is
recorded or preserved. regardless of physical form or characteristics. which has been crea ted or is being kept by an .
authorilY. "Record" includes. but is not limited to, handwrit·
ten. typed or printed pages. maps. charts, photographs. films.
recordings. tapes (including computer tapes). computer
printouts and optical disks. "Record" does not include
drafts. notes. preliminary computations and like materials
prepared for the originator's pe'rsonal use or prepared by the
originator in the name of a person for whom the originator is
working; materials which are purely the personal property 0+
the custodian and have no relalion to his or her office:
materials 10 which access is limited by copyright. patent or
bequest; and published materials in the possession of an
aUlhority other than a public library which are available for
sale. or which are available for inspection at a public library.
(3) "Requester" means any persoll who requests inspection
or copies of a record.

absencc or a designation the
J .r this suu..:hapter. k'In the'm
ic'
..
highest ran IIIg 0 Icer and the
uc f a d Inlnlst.ra.
JUl. ,"'i.:cr. if any. arc the legal cuslodians' for the authOrity.
live < III
.
I I
I .
. h f II
The leg:d .:ustl,dwn S la I. be vested by the aullorlty WII u
I'" I power III render dcclslons and carry out the dUlles 01 the
.c~l~oriIY umler this sub..:hapter. Each authority shall provide
~I~C n:u"e ,,': the legal cllstodian and ~I description of Ihe
n;lnl re l'( IllS or 'hcr dUlles under tl~ls subchapler .to all
elllpl"yes L,f Ih.:. au.'honty c.'llrusled wllh records subject to
Ihe kg;d custodian s supervIsion.
(5) Nl'lwilhstanding sub. (4). if an authority specilied in
. II (.11 e'r Ihe m.:mbers or such an authority are :Ippointed by
:~';Iher OIullwrily. Ihe appninting authority may designale a
lc~al,:usI,'dian f,lr n:.:onls or the .au~horilY or members of Ihc
~1;lhoriIY appointed by the appOtnllng authOrity. exccptthal
ifsuch an aUlhority is allachcd for administrative purposes to
am'lher authority. the authority performing adminislrative
dUlies shall designale the legal custodian for the authOrity for
whom administrative duties arc perfomled.
(6) The: iegal cusilldian of records m.aimaine.d in a publicly
Oll'ned or kased huilding or the authOrity appolllllng the legal
custodian shall designate on.: or more deputies to act as Icgal
custodian of such records in his or her absence or as otherwise
rcquir.:d to respond to rcquests as provided in s. 19.35 (4).
This subsection docs not apply to members of the legislature
or to members of any local governmental body.
(7) The dcsignation of a legal custodian does not affect the
powers and duties of an authority under this subchapter.
(8) No elccted omcial of a legislative body has a duty to act
as or designate a legal custodian under suo. (4) for the records
of an\' cO~lI11ittec of the body unless the omcial is the highcst
ranki~1! llrlicer or chief \ldministrative omcer of the committee or is designated the legal custodian of the committee's
records by rule or by law.
History: 1981 c. 335.
UII hority'$
c

19.34 Procedural Informallon_ (1) Each authority shall
adopt. prominently display and make available for inspec.tion
and copying at its oflices. for the guidance ?f t~e pubhc. a
notice containing a description of its organtzatlon and the
eSlablished times and places at which. the legal custodian
under s. 19.33 from whom. and the methods whereby. the
public may obtain information and access to records in its
custod\,. make requests for records. or obtain copies of
record~. and the costs thereof. This subsection does not apply
to members of the legislature or to members of any local
governmental body.
(2) (a) Each authorilY which maintains regular omce hours
althe location where records in the custody of the authority
are kepi shall pennit acces~ to the records of the a~thllrity. at
all limes during those oflice hours. unless otherWise speCifically authorized by law.
(b) Each aUlhorilY which dtles not maintain regular omce
hours at thc local ion where records in the custody of the
Hi".,,·; 1981 c. )35; 1985 •. 26.29. ).12; 1987 •. lOS; 1'191 •. )9; 1991 •
269 n. 26pd. 3Jb.
authority are kept shall:
S•• nOI< 10 59.1~. clling C. L. \". Edson. 140 W (~dI168. ~O'I NW (2d)417
I. Permit access to its records upon at least 48 hours'
(et. App. 1987).
Risk m:tnagcmcnl slucJy.commissioncd b)' corporation counsel W.lS not
written or oral notice of intent to inspect or copy a record; or
"drOi(t" under (2); n"idencc showed county J'3iJ ror and USC\J study lit v;arious
2. Establish a period of at least 2 consecutive hour~ J>t:r
ways. 1'0.' v. Dock. 149 W (2d) 40.1. 4)8 NW t!d) 589 (198'1,.
"R~co(ds" mull hOlvc some relation 1(\ (unctiuns of OICC"'>" 7~ Ally. Gen.
week during which aCCC$S to the records of the authortty IS
99
permilled. In such case. the authority may require 24 hours'
TrC;llmcnl or urafts under the J'lublic rccords law liiscUls<d. 17 AUy. Gen.
100.
.
advance wrillen or oral notice of intent to inspect or copy a
record.
19.33 Legal custodians. (1) An elected omcial is ~he legal
(e) An authority imposing a notice requirement under par.
cUSlodian of his or her records and the records of IllS or her
(b) shall include a Slalement of Ihe requirement in its notice
olTlce. bu( the official may dcsign:llc an cmploye or his or her
under sub. (I). if the authority is required to adopt a notice
st~ff to act as the legal custodian.
under that subsection.
(2) The chairperson of a commillee or elecled oflicials. or
Ihe designec of the chairpcrson. is Ihe legal custodian of thc
records or Ihc committee..
d
(3) The cochairpersons or a j01ll1 com mince of deCl c

officials. or the designee of the .:ochairpcrsons. arc Ihe legal
cuslodians of the records of Ihe joint commit Ice.
.
(4) Every aUlhority not specified in subs. (I) t~.(3)'Shali
designale in writing one or Inore positions occupied byar>
officer or employe of Ihe authorilY or the unil of go~ernmenl
01 whIch il is a parr ,,~ a legal cuslodian 10 fulfill liS dulles
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(f) Exccpt as otherwise provided by law. any requester has
:1 risht to inspect any record not specified in pars. (b) to (e) the

(d) If a record "f an authority'is m;casionally taken to :1
locatillll other than the: loc:llion where records of the author,
ity arc· rcgularly kept. and the record may be inspected at the
plac.: at which records of the authority arc regularly kept
u(llln <'IlC business day's notice. the authority or kgall:ustll'
dian .,flh.: rel:ord n.:ed not provide access wthe record atth.:
occasilHlal loc:llion.
Hi\corr:

19.35

Il)~l

c.

l'\~.

Access to records; fees. (1) RIGH r TO INSI'I:CTION. (a 1

E.~c.:pt :IS

olh.:rwise provided hy law. au)' requcster has a
righl tn inspect any record. Suhstantivc comlllon law principles ,·,)llslruing the right to ins!'.:ct. cnpy (Ir r~cei\"c copies of
reeMds shall rcmain in circe\. The e.~ell1ptitlns lu the requirement "f a glwernmcntal body to meet in upen session under s.
19.115 are indieative of public policy. but may be used as
grounds for dcnying public access to a record only if the
authority or legal custodian under s. 19 ..13 makes a spedlic
demonstration that there is a need to restrict public access al
the tilllc thatthc n:quc:stto inspcct orcopy the record is made.
(allllill addition to any right under par. (al. any requester
who is an individual or person authorized by the individual.
h:ls a right to inspect any record containing personally
idelltiliable information pertaining to the indi\'idual that is
maintained by an authority and to make or rec.:i\'e a copy of
any such information. The right to inspect or copy a record
under this paragraph does not apply to any of the following:
I. Any record containing personally identifiable infomlation that is collected or maintained in connection with a
complailll. investigation or other circumstances that may
leild to an enforcement 'lction. administrative proceeding.
arbitration proceeding or court proceeding. or any such
record that is collected or maintained in cOI1I1~ction with such
an actto.n or proceeding.
2. Any record containing personally identifiable information that. if disclosed. would do any of the following:
a. Endanger an individual's life or safety.
b. Identify a confidential infomlan\.
c. Endanger the security of any state correctional institution. as defined in s. 301.0 I (4). jail. as defined in s. 165.85 (2)
(bg). secured correctional facility. as defined in s. 48.02 (15m).
mental health institute. as defined in s. 51.0 I (121. center for
the developmc:ntally disabled. as ddined in s. 51.01 (3). or the
population or staff of any of these institutions. facilities or
jails.
d. Compromise the rehabilitation of a person in the
custody of the department of corrections or detained in a jail
or facility identified in subd. 1. c.
3. Any record thilt is part ofa records series. as defined in s.
19.62 "(7). that is not indexed. arranged or automilted in a way
thaI the record can be retrieved by the i1uthority maintaining
the records ~eries by use of an individual's name. address or
other identifier.
(h) Except as otherwise provid~d by law. any requester has
iI right to inspL'Ct a record and to make or receive a copy of a
record which appears in wrillen form. If a requester appears
personally to request a copy of a record. the authority having
custody of the record may. at its option. permit the requester
to pholocopy the record or provide the requester with a copy
substantially as readable as the original.
(cl Except as otherwise provided by law. any requester has
a right to receive from an authority having custody of a
record which is in the form of a comprehensible audio tape
recording a copy of the tilpe rL'Cording substantially as
audible as the original. The authority may instead provide a
transcript of the recording to the requester if he or she
requests.
(d) Except as otherwise provided by law. any requester has
a right to receivl! from an authority having custody of a
rel:ord which is in the form of a video tape recording a copy of
the tape recording substantially as good as the original.
(e) Except as othl!rwisc provided by law. any requester has
a right 10 receivc from an authority having custody of a
record which is not in a readily comprehl!nsible fonn a copy
of the infonnation contained in the record assembled and
reduced to wfltlen form 011 paper.

form l)f which Itnes not permit copying. If a requester
requests pcnnission to photograph the record. the authority
having cusltldy of the record m:ly permit the requester to
photograph thl! record. If a requester requests that a photo\:!raph of the record he nnw;'!~:.!. !~:~ iiuthority shall provide a
\:!l'od quality photograph of the record.
(gl Paragraph~ (a) to (cl. (el and (f) do not apply to a
reclIrd which has heen or will be promptly published with
copies oifered for sale or distribution.
(h) A re:questllnder pars. (a) to (f) is deemed sufficient ifit
reasonably describes the requested record or the information
requested. However. a request for a record without a reasonable limitation as to subject mailer or length of time represented by the record docs not constitute a sufficient request.
A request may be made orally. but a request must be in
writing before an <Iction to enforce the request is commenced
under s. 19.37.
(i) E.~cept as authorized unde( this paragraph. no request
under pars. (a) and (bl to (f) may be refused because the
person making the request is unwilling to be identified or to
state the purpose of the request. Except as authorized under
this paragraph. no request under pars. (a) to (f) may be
refused because the req uest is received by mail. unless prepayment of a fec: is required under sub. (3) (f). A requester may be
required to show acceptable identification whenever the
requested record is kept at a private residence or whenever
security reasons or federal law or regulations so require.
(j) Notwithstanding pars. (a) to (f). a requester shall
comply with any regulations or restrictions upon access to or
use of information which are specifically prescribed by law.
(kl Notwithstanding pars. (al. (am). (b) and (f). a legal
custodian may impose reasonable restrictions on the manner
of access to an original record if the record is irreplaceable or
easily damaged.
(ll Except as necessary to comply with pars. (c) to (e) or s.
19.36 (61. this subsection does not require an authority to
create a new record by extracting information from existing
record~ and compiling the information in a new formal.
(2) F ACtLITIES. The authority shall provide any person who
is authorized to inspect or copy a record under sub. (I) (a).
(am). (b) or en with facilities comparable to those used by its
employes to inspect. copy and abstnlct the record during
established office hours. An authority is not required by this
subsection to purchase or lease photocopying. duplicating.
photographic or other equipmelll or to provide a separate
room for the inspection. copying or abstracting of records.
(3) FEES. (al An authority may impose a fee upon the
requester of a copy of a record which may not exceed the
actual. necessary and direct cost of reproduction and transcription of the record. unless a fee is otherwise specifically
established or authorizcd to be established by law.
(b) ExcepI as otherwise provided by law or as authorized to
be prcscribed by law an aUlhority may impose a fee upon the
requester of a copy of a record that docs not exceed the
actual. necessary and direcl cost of photographing and photographic processing if the authority provides a photograph
of a record. the form of which does not permit copying.
(c) Except as otherwise provided by law or as authorized to
be prescribed by law. an authority may impose a fee UPon a
requester for locating a record. not cxceeding the actual
necessary and direct cost or location. if the cost is S50
more.
Cd) An authority may impose a fee upon a requester for the
actual. necessary and direct cost of mailing or shipping oj any
cnpy or photograph of a record which is mailed or shippcd to
thl! requester.
(e) An authority may provide copies of a record without
charge or at a reduced charge where the authority determines
that waiver or reduction of the fec is in the public interest.
(f) An authority may require prepayment by a requcster of
any fee or fees imposed under this subsection if the total
amount exceeds S5.
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(4) TIMI, FOil ("IIMI·I.IANt1: ANIl 1·IHI<:"IlIJl(l~~. (a) EOI~h
allth,'rity. II litH I reque~t fur any recmd. shall. as soun OI~
practicable and withuut delay. either fill the rCllue~t Ill" IHltify
th~ rC\juesh:r of t l •.• authority'~ determinatiun to deny the
n:"ue~t ill whuk \Ir in part and til<: reasons therefor.
(h) I" it re4ue~t is made orOllly. the authority lIlay deny the
re411est orally IInkss a dcmand for a written ~tatentent uf the
reas\'ns denying the request is madc by the requester within S
busilless days of" the oral denial. If an ;luthurity lknies a
wrillell rC4uest in whole or in part. the requeslcr shall re~eive
fr\lm the authority a writtcn statcmcnt of" thc reasons for
d~II~·inl! the wrillen re4"est. Every writtcn denial of" a request
hy all :lllihority shall illform. the: rClluester that if the rClluest
f.'r the r,'cord was llIadc in writing. then thc determination is
subjcct to review It)' l11anda!1\us under s. 19.37 (1) or upon
application to thc attorney gCIIt:ral or it distri<.:t attorney.
(c) If an authority receives a relluest under sub. (I) (a) or
(alii) front an individual or person authori7.ed Ity the individual wlw identifies himself or herself and states that the
purpose of the request is to inspect or copy a record containing personally identifi:lblc information pcrtaining to the
individual that is maintained by thc authority. the authority
shall deny or grant the relluest in accordance: with the
following procedurc:
I. The authl?rity shalllirst determine if the requcster has a
right to inspect or copy the record under sub. (I) (~I).
2. I I' the authority detemlines that the requester has a right
to inspect or copy the record under sub. (I) tal. the i1uthority
shall grant thc requcst.
J. If the authority determines that the requester does not
have a right to inspcct or copy the record undcr sub. (I) (a).
tl\C· authority shall then determine if the requester has a right
to. inspect or copy the record under sub. (II (am) and grant or
ueny the request accordingly.
(5) Rr:CORD ()I~'iTltUCTION. No authorit), lIIay destroy any
record at any time after the receipt ofa request for inspection
,lr copying of the record under sub. (I l until aflcr the request
is granted or until at least 60 days after the date that the
request is denied. If an action is cOllllllenced under s. 19.37.
the requested record may not be destroyed until after ,he
order of th~court in relation to such record is issued ltnd~he
deadline for appealing that order has passed. or. ifappeakd.
until after the order of the: court hearing the appeal is issued.
If the court orders the production of ,IllY rccord ;lIld the order
is not appealed. the requested record Olav not be destroyed
until after the requcst for inspection or c~pying is granted.
(6) ELr:CTED OFFtCIAL RES"ONSltl(UTlt~~. No elected offici;ti
is responsible for the record of ,IllY other ekcted official
.55 he or she has possession of thc record of that other
uJ1 1(;:

,.J/i(ial.
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Llmllallons upon aecess and wllhholdlng. (1) AI'rLtC.HION or OTItf.R LAWS. Any record which is specifically
c.,cmpto:d fronl disclosure by state or fedt:ral law or authorized to bc exempted from disclosure by state law is exempt
Crom disclosure under s. 19.35 (11. e:xcept that any portion of
that record which contains public information is open to
public inspection as provided in sub. (6).
(2) L.~ W ENroRC"EMr:NT Rr:CORDS. E.,eept as otherwist: providt:d by Iilw. whenever federal law or regulations require or
a5 a condition to receipt of aids by this state rt:quire that any
r~cord rdating to investigativc information obtained for law
enforc.:mcnt purposes be withheld from public access. then
that information is cxempt from disclosure under s. 19.35 (I).
(3) CONTRACTORS' RECORDS. Each authority shall m:lke
available for inspection lind copying under s. 19.35 (I) any
reCl'rd produced or collected under a contract entered into by
the authority with a person other than an authority to the
same extent as if the rccord were maintained by the authority.
This subsection does not apply to the inspection or copying of
a record undcr s. 19.35 (I) (am).
(4) CO~II'UTcR PROORAMS AND DATA. A computer program.
as deli ned in s. 16.971 (4)(c). is not subject to examinallon or
copying under s. 19.35 (I). but the material used as input fora
computer program or the material produced as a product of
the computer program is subject to the right of examination
and copying. except as otherwise provided in s. 19.)5 or this
19.36

~cliCln.

(5) TRADE SECRETS. An authority may withhold access to
any record or portion of a record containing information
qualifying as a trade secret as delined in s. 134.90 (I) (cl.
(6) SEPARATION OF INFORMATtON. If a record contains
infonnation that is subject to disclosure under s. 19.35 (I l (a)
or (am) and information that is not subject to such disclosure.
the authority having custody of the record shall provide the
infomlation that is subject to disclosure and ddete the
infonnation that is not subject to disclosure from the record
before release.
(7) IOE!'ITtTlES OF APPLICANTS FOR PUllt.lC POSITIONS. (a) In
this section. "linal candidatc" means each applicant for a
position who is seriously considero:d for appointmc:nt or
whose name is certilied for appointment and whose name is
submitted for final considcration to an authority for appointment to any state position. cxcept a position in the classilied
service. or to any local public office. as deli ned in s. 19.42
(7wJ. "Final candidate" includes. whc:never ther.: arc at least
5 candidates for an oflice or position. e:lch 01" the 5.:andidates
who are considered most qualified for the office or position
by an authority. and wht:never there arc less than 5 candidates for an oflice or position. each such candidate. Whenever an appointment is to be made from a group of more than
5 candidates. "final candiuate" also includes (Nch candiJate
in the group.
(b) E·/cry applicant for a position with any authority may
indicate in writing to the :Iuthority that tho: applicant does not
wish thc authority to reveal his or her ido:ntity. Except with
respect to an applicant whose name is certin~u for appointment to a position in the state classilieu service or annal
candidat:. if an applicant makes such an indication in writing. the authority shall nOI providc acccss to any record
related to the application that may reveal the identity of the
applicant.
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19.365 Rights 01 data sublect to challenge; authority corrections. (1) E:<.cept as provideu unuer sub. (2). an individual
or pas<ln iluthoriud by the individual may challenge the
accur.u:y or a record containing personally identifiable informatil'n pertaining to the individual that is maintained by an
authority if the individual is authorized to inspect the record
ulH.lcr s. 1'.1.35 (I) (a) or (alii) i1ndthe individual notifies the
authOrity, in writing. or the challenge. Arter receiving the
notice. the authority shall do one of the following:
,(a) Concur with the dwllenge and correct the information.
(h) Deny the challenge, notify the individual or person
authori7.ed by the individual of the denial and allow the
individual or person authorized by thc individual to tilt: a
concise statement selling forth the reasons for the individual's disilgreement with the disputed portion of the record. A
state authority that denies a challenge shall also notify the
individual or person authorized by the individual of the
reasons for the denial.
(2) This section docs not apply to any of the following
records:
(a) Any record transferred to an archival depository under
s. 16.61 (\3).
(b) Any record pertaining to an individual if a specific.state
statute or federal law governs challenges to the accuracy of
the record.
H1510ry: 1991 ~. 269 IS. 27d. 27c. 3S~m. nam. 390m.

19.37 Enforcement and penalties. (1) MANDAMUS. If an
authority withholds a record or a part of a record or delays
granting access to a record or part of a record after a written
request for disclosure is made. the requester may pursue
either, or both, of the alternatives under pars. (a) and (5).
(a) The. requester rna')' bring an lIction for mandamus
asking a court to order release of the record. The court may
permit the parties or their attorneys to have access to the
requested record under restrictions or protective orders as the
court deems appropriate.
(b) The requester may. in writing. request the district
attorney' of the county where the record is found. 'or request
the attorney general. to bring an action for mandamus asking
a court to order release of the record to the requester. The
distriCt attorney' or attorney general may bring such an
action.

(2) COSTS. FEl:S ANO OAMA(JI~~. (a) Thc court shall lIwiJrd
reasllOabk attorney fees. damages of not less than S100. ami
other actual cost~ to the requester if the requester prevails in
WhL'1<: or in substantial part in any action filed under sub. (I)
relating to a.:cess to a record or pan ofa record under s. 19.35
(Il (:1). Costs anJ fees shall be paid by the authority affected
or the unit of government of which it is a part. or hy the unit
of government by which the legal <:ustoJian under s. 19.33 is
employed and nlily not become a personal liability of any
public official.
(t» In any action tiled under sub. (I) relating to access to a
rc(;ord or part ofa rec<'rd under s. 19.35 (I) (am). if the court
tinJs that the authority acted in a wilful or intentional
manner. the court shall award the individual actual damages
sustained by the individual as a consequence of the failure.
(3) PUNtTtVE \)AMAGE!>. If a court finds that an authority or
legal custodian under s. 19.33 has 'lfbitrariTy and capriciouslv
Jenied or delayed response to a request or charged exccssiv~
Ices. the court may award punitive damages to the requester.
(4) PENALn'. An}' authority which or legal custodian under
s. 19.33 who 'lfbitrarily alld capriciously denies or delays
response to a request or charges e:<.cessive ft:es may be
required to forfeit not more than S 1.000. Forfeitures under
this section shall be enforced by action on behalf of the state
by the attorney general or by the district attorney of any
county where a violation occurs. In actions brought by the
attornev general. the court shall award anv forfeilure recovered together with reasonable costs to the siate: and in actions
brought by the district ;tttorney. the court shall award any
forfeiture recovered together with reasonable costs to the
county.
I"'~I c. 3.15. ~91; 1991 •. ~b9 s. ~)J.
P3rlY j.(Ckil\~ fees under ,~) must show th.lt prosC'1:mion ..'If ilC'li\.''1j, cl)utd
rC'a$I.'\~:,bl~· he reyarded ;u n('('c~sary to obl:.lin inform:ulOn ;lItu Ih:H "c;lusal
nCMli ~"US between that action and agency's surrender of il1fllrm:uion. Slate
c, rei \ ~ughall \'. Faust. I~J IV (1d) 868. 4=~ ~w (2d) 89~ (CI. ApI'. 19R5).
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request. plalnun must shuw that m:mdamus actinn waS n«(stan. 10 secure
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Ass n. \'. Bd.
Ed .. 145, \\' (2d) SIS. 4=7 r,tW (2d)414 {CI. API'. 19881.
A.Sliuming (I j Ca' applies before mOlmbmus is issu\!d. trial courl ret"ins discrclion (0 rdulc counsel's participation in in (anlera tnSpcclion. Milw;1Ukc(
Journal \'. Call. 153 W (!dI31J. ~SO NW (!d, SIS (C!. Apr. 19891.
\~:hcrc .rial courl has incomplete: kno\lo'ledgc of conlc:nlS or public record!
SOUK"I. It must conuuct in camera inspection h.' uClcrminc: wh;u mav be dis·
closed (ollo\\;ng custodian', refusal. State (.\ reI. Morl.=e ,'. DOIlIlc1h:. l ~~ \\
(2d) 5~ I. 4S5 NW (ld) ~9) 11990).
.
.
Pro $I: litigant not entitled to anornc{s fCCi. Stilte e.'t reI. Yount!' ,. Shaw
165 W I!dl ~76. 477 NW 12d).l.IO ICt. App. 19911.
, Actu:lI ~~mages. ate 1i00bilily ('If 3gency. Punitive damages and fo(feitu((
C"'.ln be hahIIH)' of ~lIhc,( agency or Iq;al CUSlod~ ... n t.lr bOlh. Section :<'15.46 (I
(a) pro,babl), provlCJes IndemOification for punHlye t..Ial1la~es asso~ct.l at!ains
cUSlodlan but n,DI (or (O,rlCiIU(CS.
Atty, Gen. 99.
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19.39 Inte~prelallon by attorney general. Any person m.;:
request adVIce from the attorney general as to the applicabil
ity of this subchapter under any circumstances. The attorney
general may respond to such a request.
II;SlOr)': 1981 c. 33S.

NOTE: Exceptions to open records provided
for in this Subchapter can be found throughout
Wisconsin Statutes.
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(I) Review th.: adc:quacy or state nnd local government
policies Ihat protect personal privacy relating to personally
identiliabl.: inCormation collected or maintained bYauthori·
tics anJ recommend. as appropriate. statutory changes to the
!,!ovenhlr. the legislature and local units oC government.
(2) The privacy advocate may:
(a) Advocatc on behalC oC an individual before any authorit)· any matter relating to the exercise oCthe individual's rights
under this subchapter.
(b) Review an authority's policies. procedures or practices
Cor collecting and manuging personally identifiable information anJ proviJing access to the infomlation.
(c) Inspcct any record in the custody oC an authority
pursuant to s. 19.75.

SUIlCHAPTERIV
PERSONAL INFORMATION PRACTlLI'S
Definitions. In this sub.:haph:r:

19.62

(1) "Authurity" has the mcaning specified in s. 19.32 (I).

(3) "Matching program"llIc'lns the cumputerized compar
is.Hl of Information in olle rc,ords serics to inrormation in
another rccords scrics f.,r usc by an aUlhonty or a federal
agclIl.·Y til cstahlish or vcriry an individual's eligibility Cor a!1y
nght. pri"ile!!" "r henetit or to rc,out' payments or ddin\lu.:nt dehts under pr,'grams of an authority or federal
~\gcn~~

.

(4) "Privacy advocate" means the persnn designated ullder

s.

History:

19.o~5.

(5) "Pcrsonally identifiable inConnation" means inCormatioll that can be associated with a particular individual
through OIlC Ilr Ill<lre itientilicrs or other inCormation or
circuillstances.
(6) "Record" has the mcaning specilied in s. 19.32 (2).
(7) "Records series" means records that are arranged
unJer a manual or aulomateJ filing system. or arc kept
togc:ther as a unit. because they relate to a particular subject.
result from the sante activity or have a particular ronn.
(8) "Statc authority" means an authority that is a state
electcd ollicial. agency. board .. commission. committee.
council. department llr public body corporate and politic
crcatcJ by constitution. statute. rule: or order; a state governmel1li1l.or quasi-governmental corporation: a public purpose
corl'oratioll. as Jcfined in s. 181.71) (I); the suprcme court or
coun of <I jlpeals: thc assembly or senate; or a nnnprolit
corporation operating an ice rink which is owned by the stat~.

0:

Hislory: 1991 •. 39.

19.63 powers and duties of the privacy advocate. (1) The
privacy advocate shall:
(a) Be an advocate ror the development and implementation oC state and local government policies that protect
personal privacy relating to personally identifiable inromlation collected or maintained by authorities.
(b) Provide inronnation on an individual's rights under
this subchapter to any individual requesting the infonnation.
(c) Assist. as the advocate deems appropriate. an individual in the exercise oC his or her rights under this subchapter.
This assistance may include:
I. Obtaining infonnation on an authority's policies. procedures or practices for collecting and managing personally
identifiable infonnation and providing access to the infonnation to the individual.
2. Arranging a meeting between the indiviJual and the
starr oC an authority to obtain information on the authority's
policies. procedures or practices fof. managinl: personally
identifiable inCormation or to Jiscuss a complaint that the
individual has regarding these policies. procedures or

•. 39.

~69.

Hlslory: 1991 •. 39.

19.67 Data collection. (1) COLLECTION FROM DATA SUBJECT
OR VERIFICATION. An authority that maintains personally
identifiable inrormation that may result in an adverse determination about any individual's rights. bencfits or privileges
shall. to the greatest extent prac\icable. do at least one of the
rollowing:
(a) Collect the information directly rrom the individual.
(b) Veriry the inrormation.' ir collected from another
person.

HiSlOr): 1991 •. .19.

19625 powers and duties of privacy council. (1) The
council shall appoint the privacy advocate outside the
rivacv
r
·
.
clJssified service.
(2) The council shall advise the privacy advocate on the
impkmcntation or this subchapte(.
,
(3) The c~uncil may r~commend to t~e governor
legisl~
ture legislallOn concerning personal pnvaey protecl\on policies rdating to personally identifiable inronnation.

19~t

Rules of conduct; employe traIning; and security.
An authority shall do all oC the rollowing:
(1) Develop rules oC conduct for its employes who are
involved in collecting. maintaining. using. providing access
• to. sharing or archiving personally identifiable information.
. (2) Ensure that the persons identified in sub. (I) know Iheir
·duties and responsibilities relating to protecting personal
privacy. including applicable state and rederallaws.
19.65

History: t 991 n. 39.

Computer matching. (1) MATCHING SPECIFICATION.
A state authority may not use or allow the use oC personally
identifiable information maintained by the state authority in
a mate" under a matching program. or provide personally
identifiable information for use in a match under a matching
program. unless the state authority has specified in writing all
or the rollowing ror the matching program:
(a) The purpose and legal authority ror the matching
program.
(b) The justification ror the progium and the anticipated
results. including an estimate oC any savings.
(c) A description oC the information that will be matched.
(2) COpy TO PUBLIC RECORDS AND FORMS BOARD. A state
authority that prepares a written specification or a lIlatching
program under sub. (I) shall provide to the public records
and rorms board a copy oC the specification and any subsequent revision or the specification within 30 days aCler the
state authority prepares the specification or the revision.
(3) NOTICE OF ADVERSE ACTION. (a) E.\cept as provided
under par. (b). a state authority lIlay not take an adverse
action against an individual as a result oC inCormation produced by a matching program until arter the state authority
has notified the individual. in writing. of the proposed action.
(b) A state authority may grant an exception to par. (a) irit
finds that the inCormation in the records series is suniciently
reli:tble.

pr~ctices.

(d) Publicize the registry of records series created under s.
16.61 (3) (u) and. upon request .. assist with record retrieval
any person requc:sting additional infonnation on a records
series in the rel:istry that is provideJ by a state agcncy. or
requcstinl: from the registry information to which access is
provitkd by a state agency.
(e) InCorm authorities anJ the publi~of the availability oC
the summary of case law anti attorney general opinions
prepared under s. 19.77.
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19.69

Hi\tory: t 991 •. 39.

~69.

19.71 Sale 01 names or addresses. An authority may not
:ell or rent a record containing an individual's name or
a.ldress or residence. unless specilically auth0rized by state
law. The collection oC rees unJer s. 19.35 (3) is not a sale or
rental under this section.
lIi"ory: 199t a.

3~.

" record •• Notwithslanding
19.75 Acce .. to conl/denUII.
IIny other state Illw. unless federal law or regulations require
or liS II condition to receipt of federal aids by this state require
th:lt the right of inspection under this section be denied. the
privacy advocate may inspect any record in the custody of an
authority that is not open to inspection under ss. 19.35 (I) (II)
and 19.36 if all of the following apply:
(1) The disclosure is necessary for the privacy advocllte to
discharge his or her duties prescrihed by law.
(2) The record is disclosed only in a meeting closed to the
public.
(3) The privacy advocate has entered illlo an agreement
with. tile lIuthority th.1l spccifie~ the content of.the record to
be disclosed IInJ the terms of the disclosure. including any
reasonable· requirements placed on the privacy advocate to
main til in the confidentilliity of the disclosed record.
1Ii,lor),: 199t •. 39. 269.

Summllry of case law and attorney general opinIons. Annually, the attorney general shall summarize case
law and attorney general opinions relating to due process and
other legal issues involving the collection, maintenance, usc,
provision of access to, sharing or archiving of personally
identifiable infonnation bv authorities. The attorney lteneral
shall provide the summary, at no charge, to interested
persons.
19.77

History: 1991 •. 39.

1'9.80' Penllitles. (2) EMPLOYIl DISCIPi..INE: Any'pcrsonem-

ploycd by an authority who violates this subchapter may be
.
discharged or suspended without pay.
(3) PENALTIIlS. (a) Any person who wilfully collects, discloses or maintains personally identifiable information in
violation of federal or state law may be required to forfeit not
more than $500 for each violation.
.
(b) Any person who wilfully requests or obtains personally
identifiable infonnation from an authority under false pretenses may be required to forfeit not more than $500 for each
violation.
Iiislory: 199t •. 39. 269.

Sejlli'<:tc prov'..sioo reL:.t.:ir.g to

library pi:ivacy

43.30 Public library records. (1). Records of any li;'r..:-,
which is in whole 'or .in· part supported by public fu::c{; ..
includinglhe n:cordsof;i public library'system. indicat:nll t'rIC
identity of any individual who borrows or uses the !ii;r~r/'l
documents or other materials. resources or ser.ices
;"A
~ d.is:eJo$Cd except by.co!!rt~rder~r to..persons·acting ·..~t!::n
the' sCope of their !Juties in the administration of the libr"" ',r
library system, to persons authorized by the indi·.idUl1i to
inspect such records or to libraries as authorized uncer ',uiA.
(2) and (3).
(2) A library supported in whole or in part by public fur.c,
may disclose an individual's identity to another librar:' fnr the
purpose of borrowing materials for the individual onl;, if the
library to which the individual's identity is being di;ci<,;eC
meets at least one of the following requirements:
(a) The library is supported in whole or in part by publk
funds.
(b) The library has a written policy prohibiting the di'>(;iosure of the identity of the individual except as auth"r:7.ec
under sub. (3).
(c) The library agrees not to disclose the identit;. I)f the
individual except as authorized under sub. (3).
(3) A libr.lry to which an individual's identity is disciu<;ed
under sub. (2) and that is not supported in whole or in pan b"
public funds may disclose that individual's identity to an'.
other library for the purpose of borrowing materials for th"t
individual only if the library to which the identity is bein2
disclosed meets at least one of the requirements specified
under sub. (2) (a) to (c).

m,,',

Hblory: 1981 c. 335: 1991 a. :69.

2.88

State of Wisconsin

PRIVACY COUNCIL \

PRIVACY ADVOCATE

INTERSECTION OF PUBLIC POLICY AND EMERGING TECHNOLOGIES

The JVisconsin Experience
In 1991 the Wisconsin Legislature and the Governor added to the progressive tradition of this
state by creating the Wisconsin Privacy Council and the nation's first Privacy Advocate. That
initiative was in response to mounting concerns over personal and infonnation privacy in an
electronic age. Since the official opening of the Office of the Privacy Advocate last April,
unanticipated press and public interest at both the state and national level has developed.
Agencies of the federal government are amongst those who have expressed interest in
modeling the "Wisconsin experience".
Because of rapidly emerging electronic and telecommunications technologies, it is imperative
that Wisconsin develop a State Information Policy balancing values of open government and
accountability with reasonable expectations of privacy. If technology is utilized to promote
efficiency, streamline recorcikeeping, track benefit recipients, cut costs and root out fraud,
then fair infonnation practices must be developed and followed. Last November the Privacy
Council published a set of ethical principles to guide the sharing and comparing of databases
containing personal information. It is believed to be the first such state-level effort in the
nation. In addition, the Privacy Advocate, who has responded to over 100 complaints to date,
has been considerir,g the following potential privacy issues that could arise in the operation of
Wisconsin's infonnation systems:
1)

Under what cirC'J..l!1S..a.nces is it appropriate for state age:lcies to enter into computer matching programs to
link. cross-tabulate or track personal dat2.? Should the provider of that infonnation be informed that
pjs/he: personal information may be used for secondary purposes?

2)

/ue citizens aware that they have the right under curre:lt Wisconsin law to access their own governmental
re::ords in orde: to review, copy and challenge the accuracy ofcheir personal data?

3)

Should providers of information be allowed some control over how personal information required by
government is used. linked and shared? Should the receivers of identifiable data (in either the public or
private sectors) be obligated to assume some responsibilities of information stewardship?

4)

Was it the intent of the framers of Wisconsin's Open Records Law that entire personally identifiable databases should be re:eased upon demand and at low cost to private commercial interestS?

5)

Wisconsin provides strong confidentiality protections for medical and treaunent records. Is that
confidentiality guaranteed when medical data is re-released or transmitted outside state jurisdiction? Is
patient consent to share or release medical information truly informed, voluntary and ongoing? What are
the implications for refusing to consent?

6)

Are citizens aware that under some cirC'Jrnstances they may limit the release of their names and addresses
from motor vehicle and title registration re::ords? This opt-Dut option is pennitted when there is a request
for a list cont:tining 10 or more names. Should such opt-out opportunities be expanded to other state and
loc:u agencies. or would this jeopardize Wisconsin's tradition of openness?
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PRINCIPLES FOR FAIR INFORMATION PRACTICES IN
WISCONSIN STATE AND LOCAL GOVERNMENT
Preamble
Advances in computer and telecommunications technologies assure the continued growth of electronic information
and transactional data that are collected. stored. analyzed. merged. linked and disseminated. The following
principles were developed by the Wisconsin Privacy Council to provide gUidance for the use of personal
information in a nation-wide interactive information highway. The guidelines are intentionally broad and are not
intended to address specific agency activities. Although the principles are fundamental to the integrity and
confidentiality of personal information used in an Information Age. some may need to be adapted to specific
circumstances on an agency by agency basis. Hopefully. they wiU also help guide policymakep and private
companies alike to 'develop their own standards offair information practices that attempt to balance two critical
democratic values: individual privacy and the right to free speech.

•

No secret governmental record-keeping systems containing identifiable personal information should exist.

•

In Wisconsin, there is a strong statutory presumption of open government at both the state and local levels.
State laws governing open records and open meetings are based on that presumption, with exceptions clearly
delineated by statute and legal precedent.

•

A reasonable expectation of privacy and accuracy of identifiable personal information is a characteristic of a
free society. The statutory definition of personal information is "any information that can be associated with
particular individual through one or more identifiers or identifying circumstances".

•

Requests by government for identifiable personal information that is not directly required by regulatory
authority or statutory mandate should be clearly labeled as "voluntary."

•

Any governmental authority that. creates, maintains, uses, or disseminates public records containing
identifiable personal information should establish specific procedures to ensure the accuracy of information.
In addition, precautions should be taken to prevent its unauthorized disclosure, factual alteration, or distortion
within the limitations of Wisconsin law.

•

Governmental authorities should provide notice to individuals, to the extent permitted by law, when
identifiable personal information obtained for one reason is used or disclosed for a secondary purpose. Absent
such notice or other provisions in the law, an individual should have the means to prevent the secondary use or
disclosure of hislher personal information.

•

Except as otherwise provided by law, an individual should be able to determine, without undue difficulty and
in a timely manner, what identifiable personal information exists in a governmental record-keeping system
and how it has been, or \vill be, used. Governmental officials responsible for maintaining the record system
should provide assistance in locating the personal information being sought.

•

Except as otherwise provided by law, an individual should be informed about procedures for inspecting,
copying and challenging the accuracy of any public record containing their identifiable personal information.
It is desirable that corrected or updated information then be provided to all third parties who had previously
obtained the information, assuming the identities of these parties are known. However, individuals have a
responsibility not to abuse their privacy interests by making unreasonable, inappropriate or costly demands
rt:garding their own personal information.

•

Governmental authorities should determine, record, and maintain the source, date of collection, and date of
verification for all identifiable personal information.

p~rsonal
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J.l8 East Wdron Street
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Fact Sheet 2

FACTS

ABOUT FAXES

Many privacy abuses can result from errors and the carelessness of those who handle personal
information, as well as inadequate security. Responsible information-handling policies in the workplace
and the implementation of regular training programs are critical to maintaining the privacy of personal
information. This concept is particularly important when outlining proper procedures in sending
facsimiles containing confidential or privileged information.
Like telephone conversations, fax
transmissions may be intercepted or "tapped", and incorrect numbers can be dialed.
Many fax cover sheets merely contain a confidentiality statement which clarifies the intention that the fa.x
should remain confidential. Such statements often caution the recipient against reading the confidential
or privileged material being sent; in reality, this may actually encourage a breach of confidentiality to
occur.
The following provides an overview of key ideas to consider when developing policies for the transmittal
of confidential facsimile documents.

Existing Capabilities of Fax Machines
The following features are available to secure the transmission of confidential personal information.
•

KEYLOCKS - This feature prevents information from being transmitted or received unless the
machine is "unlocked" by an authorized person. While impractical for the general office use of a fax
machine, it provides maximum security for confidential fax transmittal.

•

CONFIDENTIAL MAILBOXES - This feature stores the transmittal within the memory of the fax
machine until a particular receiver accesses the information by entering a password. Problems can
arise if the given password becomes widely known.

•

ACTIVITY REPORTS - These reports can be programmed to be issued by the fa.x machine and document:
a) successful transmission
b) the fax number of the destination which received the document
c) the number of pages successfully transmitted

Major Issues to Consider When Sending a Fax
•

THE CONFIDENTIALITY OF FA.-XES IS DIFFICULT TO INSURE
For this reason, confidential personal information should not be faxed unless: a) whenever possible
personal identifiers are deleted from the document or otherwise masked or b) one of the preceding
safety features is implemented. The recipient should be notified before any confidential information
is sent. The best policy is to avoid faxing personal records.

•

MOST FAX. tvfACHINES ARE LOCATED IN PUBLIC PLACES
Office policy should designate one person and a backup as the authorities for fax transmissions. In
tum. the fax machine should be placed where the authorized person(s) can monitor and receive
confidential transmissions. Security is difficult to insure if several departments or entities share a
single fax machine.
(continued on back side)
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•

FAX NUMBERS CAN EASILY BE ENTERED IN ERROR
The fa;< machine, unlike a telephone, displays the destination number before sending documentation.
This should be confirmed by the sender before transmitting a confidential document. To insure
security, the sender .may request an "activity report" (see first page), to keep with the original fax
reporting the successful and accurate transmission. Incorrect transmittals should immediately be
followed by a request froin the sender that the document be destroyed by the recipient of the fax.

•

FA.XES MAY BE SEEN BY

AN UNAUTHORIZED PARTY

To avoid this problem, the first page of a fa.:< transmission should always be a cover sheet which
indioates the names and fax numbers of the sender and receiver, as well as the number of pages being
sent: Likewise, the receiver should confirm the correct number of pages has been sent.

•

•

ESTABLISHED GUIDELINES CAN PREVENT BREACHES IN CONFIDENTIALITY
By establishing written guidelines describing who is responsible for safeguarding confidential
information, what security features are in place, and outlining proper procedures, the confidentiality
of faxed material can be better insured. Offices should detennine what constitutes confidential
infonpation, as well as the protections and proscriptions that should be applied.
FAX TRANS:MISSION IS MOST SECURE DURING NORMAL BUSINESS HOURS
For various reasons, such as the absence of authorized personnel, fax transmissions will be most
secure if sent during regular office hours. If the need arises for confidential information to be faxed
outside of the normal working hours, an isolated fax machine in a secure environment should be
identified for transmittal.

'" '" '" If the confidentiality of sensitive or privileged information can not be '" '" '"
guaranteed, the document or record should be sent by U.S. mail.

For more information on this or other privacy-related issues, contact:

The Office of the Privacy Advocate
J48\east WiisonSt., Suite 102
If#,dison, WI 5J702
Phone: (608) 161·6261
Fax .. (608) 261..6264

2.92

