






































































































































































































































































agencies involving privacy matters. 112 

policy: 
The recommendations of the PPSC were based on three objectives for an effective privacy protection 

to create a proper balance between what an individual is expected to divulge to a 
record-keeping organization and what he seeks in return (to minimize intrusiveness); 

to open up record-keeping operations in ways that will minimize the extent to which 
recorded information about an individual is itself a source of unfairness in any decision about 
him made on the basis of it (to maximize fairness); and 

to create and define obligations with respect to the uses and disclosures that will be 
made of recorded information about an individual (to create legitimate, enforceable 
expectations of confidentiality). 1\3 

The creation of a Federal Privacy Board was one way of implementing these objectives. The PPSC 
also recommended a combination of voluntary compliance and statutory mechanisms to protect privacy. 
Voluntary compliance was suggested for the mailing list industry and for employment and personnel 
records. 1I4 In most other areas--such as credit, banking, insurance, health, and research--the PPSC 
recommended statutory protections. 115 

The Commission saw the Federal Privacy Board as part of a combination of compliance alternatives 
that will be capable of responding to the dynamic character of record keeping practices for personal data. The 
Board was to serve as a focal point to keep privacy concerns in perspective and to respond to new privacy 
problems. 116 

IV. EXECUTIVE BRANCH AGENCIES AND INITIATIVES ON PRIVACY 
There are three federal agencies that have had direct general ll7 or international privacy policy 

responsibilities for significant parts of the last two decades: the Office of Management and Budget in the 
Executive Office of the President; the National Telecommunications and Information Administration at the 
Department of Commerce; and the Bureau of International Communications and Information Policy at the 
Department of State. 118 Privacy represents only a small fraction of the work of these agencies. A brief review 

112 Id. at 37. The Privacy Protection Study Commission's recommendation for a privacy board was also discussed at 
several congressional hearings. See Final Report of the Privacy Protection Study Commission: Joint Hearing before the Senate 
Comm. on Gov. Affairs and a Subcomm. of the House Comm. on Gov't. Operations, 9Sth Cong., 1st Sess. 8-10 (1977); 
Privacy and Confidentiality Report and Final Recommendations of the Commission on Federal Paperwork:: Hearing before a 
Subcomm. of the House Comm. on Gov't. Operations, 9Sth Cong., 1st Sess. (1977); Right to Privacy Proposals of the Privacy 
Protection Study Commission: Hearings on H.R. 10076 before a Subcomm. of the House Comm. on Gov't. Operations, 9Sth 
Cong., 2d Sess. (1978). 

113 PPSC REPORT, supra note 108, at 14-1S. 

114 PPSC Chairman David Linowes recently testified that new remedies were needed to protect individuals. See 1991 
House Data Protection Hearings, supra note SO, 84. 

liS PPSC REPORT, supra note 108, at 29-3S. 

116 Id. at 3S-36. 

117 The Office of Federal Register in the National Archives and Records has the responsibility to compile and publish a 
federal agency system of records notices and rules under the Privacy Act of 1974. S U.S.C. s SS2a(t) (1988). This is a general 
privacy responsibility which other countries have been assigned to data protection offices. The assignment of this responsibility 
to the Office of Federal Register is a direct consequence of the Privacy Act's requirement that all system's of records notices 
be initially published in the Federal Register. S U .S.C. s SS2a(e)(4) (1988). Since the function is ministerial and the Office 
exercises no substantive control or oversight over other agencies, no further discussion is warranted. 

118 Beginning in 1989, the U.S. Office of Consumer Affairs in the Department of Health and Human Services appears to 
have adopted privacy as an issue. The Office was established in 1971 by Executive Order 11,S83. 36 Fed.Reg. 3S09 (1971). 
There is nothing in the Executive Order assigning specific privacy responsibilities to the Office, and there is no evidence of any 
general privacy-related activities prior to 1989. For example, the Office had no role in the Carter Administration Privacy 
Initiative. The privacy effort coincided with the appointment of Dr. Bonnie Guiton as Director of the Office of Consumer 
Affairs and Special Adviser to the President for Consumer Affairs. Representatives of the Office have participated in meetings 
and hearings on privacy, but the scope of the Office's authority, jurisdiction, and continuing interest for privacy issues is 
uncertain. 

Other agencies, such as the United States Trade Representative, have become involved from time to time in 
international discussions and negotiations on data protection issues. This is part of the agency's general international functions 
and does not represent the exercise of direct policy responsibility for data protection. 
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of their privacy policy activities will demonstrate that none has managed to sustain an interest in or 
commitment to privacy policy work for more than a short period. None of the agencies has the mission or 
capability to serve as a general privacy policy agency. 

Agency1l9 or programl2O specific privacy activities are not within the scope of this review. 

A. OFFICE OF MANAGEMENT AND BUDGET (1975-PRESENT) 
The Privacy Act of 1974 established privacy and record management rules for federal agency records 

containing personal information about individuals. 121 While each federal agency is responsible for fulfilling 
the requirements of the Act lll the law assigned the Office of Management and Budget responsibility for 
developing guidelines and regulations and for providing continuing assistance to and oversight of agency 
implementation of the Act. l23 OMB was given this general supervisory role as part of the 1974 compromise 
over the need for a privacy agency. 124 OMB also has responsibility to review agency proposals to establish 
or alter a Privacy Act system of records 125 and to submit a consolidated report on the administration of the 
Act. 126 

The PapelWork Reduction Act of 1980127 slightly broadened the privacy role of OMB. That Act 
centralized the information functions of OMB in the newly created Office of Information and Regulatory 
Affairs. Privacy functions were defined to include developing and implementing policies on information 
disclosure and confidentiality; providing agencies with advice about information security; and monitoring 
compliance with the Privacy Act. 128 

A 1983 report by the Committee on Government Operations reviewed in detail the record of OMB 

119 Only one federal agency has a major internal privacy office. For a discussion of the Defense Privacy Board, see 
COMM. ON GOV'T. OPERATIONS, WHO CARES ABOUT PRIVACY? OVERSIGHT OF THE PRIVACY ACT OF 1974 
BY THE OFFICE OF MANAGEMENT AND BUDGET AND BY THE CONGRESS, H.R.REP. No. 455, 98th Cong., 1st 
Sess. 34-35 (1983) [hereinafter 1983 OVERSIGHT REPORT]. Other agencies generally have assigned Privacy Act 
responsibilities to relatively low-level staff. See FLAHERTY, supra note 2, at 328-337. 

120 For example, the Family Educational and Privacy Rights Act, which establishes rules for the maintenance, use, and 
disclosure of student records maintained by educational institutions receiving federal funds, is administered by the Department 
of Education. See 20 U.S.C. s 1232g (1988). Similarly, the Fair Credit Reporting Act, which establishes information rules 
for credit reporting agencies, is administered by the Federal Trade Commission. See 15 U.S.C. s 1681 et seq. (1988). Not 
all laws that can be characterized as privacy laws have oversight agencies. See, e.g., the Video Privacy Protection Act of 1988, 
18 U.S.C. s 2710 (1988), which is enforced through criminal penalties. 

121 5 U.S. C. s 552a (1988). The Act does not normally apply to records maintained by entities other than federal agencies. 
The Act can be applied to government contractors who maintain personal records to accomplish an agency function. 5 U .S.C. 
s 552a(m) (1988). 

III Office of Management and Budget, Management of Federal Information Resources reprinted in 50 Fed.Reg. 52,738 
(1985) at Appendix I, s 3a (Circular No. A-130). 

Some commentators characterize data protection laws as "first generation" or "second generation". One describes 
second generation legislation as characterized by a trend to simplification, a greater amount of differentiation for different 
sectors, a trend in favor of self-regulation, and the increased use of informal and civil sanctions. See NUGTER, supra note 3, 
at 19. The U.S. Privacy Act of 1974, which does establish a uniform set of rules for most federal records, would be recognized 
as a first generation law. See also Simitis, supra, note 7, at 22. 

123 This requirement was originally included in section six of the Privacy Act of 1974, a part of the Act that was 
uncodified. See Pub.L. No. 93-579, 88 Stat. 1907 (1974). This section was repealed by the Computer Matching and Privacy 
Protection Act of 1988, Pub.L. No. 100-503, s 6(c), 102 Stat. 2506 (1988), and reenacted as part of the codified portion of the 
Privacy Act. See 5 U.S.C. s 552a(v) (1988). The 1988 amendment also expressly requires OMB to provide notice and 
opportunity for public comment for its guidelines and regulations. 

124 See supra note 41 and accompanying text. 

125 5 U.S.C. s 552a(r) (1988). Minor changes were made in 1988 to the content of the system of records notices and to 
the scope of the advance reporting requirement. For an explanation, see HOUSE COMM. ON GOV'T. OPERATIONS, 
COMPUTER MATCHING AND PRIVACY PROTECTION ACT OF 1988, H.R.REP. No. 802, 100th Cong., 2d Sess. 37 
(1988) (report to accompany H.R. 4699). 

126 As originally enacted, a report was due annually from OMB. As amended by the Computer Matching and Privacy 
Protection Act of 1988, the report is now due biennially. See 5 U.S.C. s 552a(s) (1988). 

127 44 U .S.C. s 3501 et seq. (1988). 

128 44 U .S.C. s 3504(0 (1988). 
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Privacy Act oversight. l29 In general, the Committee found that OMB was not especially interested in the 
Privacy Act and was not effective in an oversight capacity. Some specific findings were: 

Interest in the Privacy Act at the Office of Management and Budget has diminished 
steadily since 1975. Each successive Administration has shown less concern about Privacy 
Act oversight. 

OMB issued extensive Privacy Act guidelines contemporaneous with the effective 
date of the Act in 1975. Since 1975, however, OMB has not actively pursued its 
responsibility to revise and update Privacy Act guidance. With the exception of computer 
matching guidelines, OMB has issued no guidance reflective of experience with the law, 
problems encountered by agencies, or court decisions. OMB does respond to questions and 
problems brought to its attention by agencies. 

OMB's Privacy Act oversight is reactive to changes in Privacy Act systems of 
records proposed by agencies. In the absence of a proposal for change, OMB does not 
conduct any active supervision or review of agency Privacy Act regulations or activities. 
OMB does not monitor agency compliance with its computer matching guidelines. 130 

These findings were based in part on assessments of OMB's Privacy Act activities made by the 
Privacy Protection Study Commission, the Commission on Federal Paperwork, and veteran privacy observers 
such as Ronald Plesser, former General Counsel to the Privacy Protection Study Commission; James 
Davidson, former Counsel to the Senate subcommittee that drafted the Privacy Act; John Shattuck, National 
Legislative Director of the American Civil Liberties Union; and privacy scholar David Flaherty .131 There was 
universal agreement that OMB did little with its Privacy Act responsibilities after the initial implementation 
period in 1975. 

The Committee report generally recommended that OMB should pay more attention to its Privacy Act 
responsibilities. 132 The criticism of OMB in the report drew a reaction from some Committee Members. 
Representative John Erlenborn, the Republican floor manager for the Privacy Act of 1974, believed that it 
was the intent of Congress that OMB's role be limited and that OMB should not be condemned for "not 
having fulfilled a responsibility it was never given. "133 Whether OMB has not engaged in active oversight of 
the Privacy Act by statutory design or simply by lack of interest, the result is the same. Other Committee 
Members stated in separate views to the 1983 report that the enactment of the Paperwork Reduction Act 
increased the expectations of OMB on information management issues, including privacy, but that OMB was 
entitled to more time to meet the expectations. 134 

There is, however, little evidence in recent years of any significant increase in OMB Privacy Act 
activity. For example, the 1983 Government Operations Committee report included a discussion of OMB's 
compliance with the Privacy Act's requirement for an annual report. 13S The report found that OMB had failed 
to comply with the statutory requirements for a periodic report on the Privacy Act. 136 In recent years, OMB 
has continued to show little interest in meeting the Privacy Act's reporting requirement. A Privacy Act report 
was issued in December 1985 covering calendar years 1982 and 1983.137 By law, that report was supposed 
to cover a one-year period. Although the Privacy Act was amended in 1988 to change the reporting 

129 1983 OVERSIGHT REPORT, supra note 119. 

130 Id. at 35-36. 

131 Id. at 8-9. 

132 Id. at 36-37. 

133 Id. at 57 (Separate views of Hon. John N. Erlenbom). 

134 Id. at 58 (Separate views of Hon. Thomas N. Kindness, Hon. Frank Horton, Hon. Lyle Williams, Hon. Dan Burton, 
Hon. Tom Lewis, Hon. AIfred A. (AI) McCandless, Hon. Larry E. Craig, and Hon. Dan Schaffer). 

135 While a comparison of OMB's privacy activities with those of data protection authorities in other countries may be 
unfair or inappropriate, it is worth observing that the annual reports of those authorities are frequently important, highly visible 
documents. See, e.g., FLAHERTY, supra note 2, at 62 (Germany); 138 (Sweden); 208 (France); 275 (Canada). See also 
1992 Draft EC Data Protection Directive, supra note 6, commentary on Article 30 ("It is very important that the supervisory 
authority should be able to present a report on its activities at periodic intervals .... H). 

136 Id. at 24-27, 36. 

137 The President's Annual Report on the Agencies' Implementation of the Privacy Act of 1974 CY 1982-1983 (undated, 
but President Reagan's transmittal letter was dated Dec. 4, 1985). 
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requirement from annual to biennial,138 OMB has not promptly or completely met the revised requirement. 1J9 

The next report was dated December 1992, and it formally covered 1988 and 1989. The report also included 
"for purposes of historic comparison," data concerning access and amendment requests for the four years since 
the last report. 140 

The history of computer matching offers a later perspective on OMB's response to a complex privacy 
problem. 141 When computer matching became an issue in the late 1970s, OMB issued additional guidance to 
agencies under the Privacy Act. 142 In 1982, following the election of President Reagan, pressure from 
Inspectors General led OMB to revise the matching guidance to make it easier to conduct matching. 143 When 
the guidance was changed in 1982, OMB did not solicit public comments as it did in 1979. Comments were 
received only from those who advocated increased use of computer matching. l44 Those concerned about the 
privacy implications of matching were not given an opportunity to participate in the revision. 

As a result of continuing dissatisfaction with computer matching policies, a hearing on legislation to 
regulate computer matching was held in the Senate in 1986.145 In the following Congress, the Computer 
Matching and Privacy Protection Act of 1988 was enacted to regulate computer matching activities. 146 This 
Act was passed in part because of dissatisfaction with OMB's guidance and oversight. 147 

The matching law required each federal agency involved in matching activities to establish a Data 
Integrity Board to oversee and coordinate implementation of computer matching. 148 Because of OMB's 
indifferent record with oversight of the Privacy Act and computer matching, no consideration was given to 
assigning this more detailed responsibility to OMB. OMB's role was limited by law to developing computer 

138 The change was made as part of the Computer Matching and Privacy Protection Amendments of 1988, Pub.L. No. 
100-503, s 8, 102 Stat. 2514 (codified at 5 U .S.C. s 552a(s) (1988». 

139 OMB did submit a required annual report on the implementation of the Computer Matching and Privacy Protection Act. 
The report for calendar year 1990 was transmitted in October, 1992. The report consists primarily of a list of matching 
programs and the membership of data integrity boards. 

140 The President's Annual Report on the Agencies' lmplementation of the Privacy Act of 1974 CY 1988-1989 (Dec. 4, 
1992). 

141 A more detailed history ofOMB's early computer matching activities can be found in 1983 OVERSIGHT REPORT, 
supra note 119; see also COMM. ON GOV'T. OPERATIONS, COMPUTER MATCHING AND PRIVACY PROTECTION 
ACT OF 1988, H.R.REP. No. 802, 100th Cong., 2d Sess. (1988). 

142 Guidelines for the Conduct of Matching Programs, 44 Fed.Reg. 23,138 (1979). This was part of President Jimmy 
Carter's privacy initiative. See infra notes 161-166 and accompanying text. 

143 Revised Supplemental Guidance for Conducting Matching Programs, 47 Fed.Reg. 21,656 (1982). Principal changes 
to earlier guidance included the elimination of a requirement for a cost-benefit analysis before performing a match, fewer notice 
and reporting requirements by the matching agency, and elimination of provisions covering intra-agency matching. See 1983 
OVERSIGHT REPORT, supra note 119, at 12-13. 

144 1983 OVERSIGHT REPORT, supra note 119, at 35-36. 

145 Computer Matching and Privacy Protection Act of 1986: Hearings Before the Subcomm. on Oversight of Gov't. 
Management, Senate Comm. on Governmental Affairs, 97th Cong., 2d Sess. (1986). Earlier hearings had been held in 1982. 
Oversight of Computer Matching to Detect Fraud and Mismanagement in Government Programs: Hearings Before the 
Subcomm. on Oversight of Government Management of the Senate Committee on Governmental Affairs, 97th Cong., 2d Sess. 
(1982); see also Computer Matching and Privacy Protection Act of 1987: Hearings Before a Subcomm. of the House Comm. 
on Gov't. Operations, 100th Cong., 1st Sess. (1987). 

146 Computer Matching and Privacy Protection Act of 1988, Pub.L. No. 100- 503, 102 Stat. 2507 (1988). The 1988 
matching law amended the Privacy Act of 1974,5 U.S.C. s 552a (1988). 

147 SeeCOMM. OF GOV'T. OPERATIONS, COMPUTER MATCHING AND PRIVACY PROTECTION ACT OF 1988, 
H.R.REP. 802, 100th Cong., 2d Sess. 11 (1988) (footnotes omitted). 

It is apparent from these studies and reports that, over the course of a few years, computer matching has burgeoned 
into a major Federal activity. Both the executive and legislative branches have encouraged the growth of matching. However, 
few administrative controls, procedures, or guidelines are in place. Guidance issued by OMB has been largely ignored by 
agencies and unenforced by OMB. There is no meaningful oversight of computer matching in the Executive Branch. 
Id. 

148 5 U.S.C. s 552a(u) (1988). 
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matching guidelines and regulations for agencies. 149 Reporting and appeal responsibilities were also given to 
OMB.I!IO In effect, OMB was asked to undertake only those functions that it had shown some willingness to 
undertake in the past. 1$1 The Computer Matching Act and Privacy Protection Act of 1988 did not expand or 
broaden OMB's privacy responsibilities in any significant way. 

Congress did not assign the Data Integrity Boards a broad privacy policy role. 152 The functions of the 
Data Integrity Boards were narrowly focused on computer matching rather than the Privacy Act as a whole 
or other privacy issues. The principal function of the Boards is reviewing and approving matching agreements 
for compliance with the procedural requirements of the law. 1.53 Other functions include a variety of different 
types of reviews of matching activities, but there is no specific mechanism or timetable that will enforce 
compliance with these requirements. l54 There is no evidence that the Boards have engaged in any 
non-matching privacy activities, and there has been no comprehensive evaluation of the functioning of the 
Boards as matching overseers. I.5.5 The evidence that is available suggests that the Boards have not been not 
effective. 156 

The Committee's 1983 conclusions about OMB's privacy activities remain valid today.l57 OMB has 
continued to show limited interest in privacy and, at best, reacts only to those Privacy Act issues expressly 
brought to its attention. Professor Flaherty's evaluation is that "0MB is the closest approximation to a data 
protection agency, although it is artificial to treat it as such, because OMB's current perception of its duties 
is so passive. HI.58 

Whether Congress originally intended a stronger privacy role for OMB may be debated. The 
Computer Matching and Privacy Protection Act reflects a recent judgment by the Congress that only limited 
privacy monitoring and oversight can be expected from OMB. Both OMB and the Congress appear to have 
tacitly agreed that OMB's privacy activities will remain low-key and limited to the Privacy Act of 1974. 

B. NATIONAL TELECOMMUNICATIONS AND INFORMATION ADMINISTRATION 
(DEPARTMENT OF COMMERCE, 1978-PRESENT) 

The privacy responsibilities of the National Telecommunications and Information Administration of 
the Department of Commerce (NTIA) originated with the establishment of a privacy coordinating committee 
by President Carter in 1977 as part of a presidential privacy initiative. This committee--which was co-chaired 
by the Secretary of Commerce and the President's Domestic Policy Advisor--developed privacy proposals 

149 Computer Matching and Privacy Protection Act of 1988, Pub.L. No. 100- 503, s 6(b), 102 Stat. 

I!IO 5 U.S.C. s 552a(u)(5), (6) (1988). 

1510MB did issue guidance as required by the Computer Matching and Privacy Protection Act of 1988. See Final 
Guidance Interpreting the Provisions of Public Law 100-503, Computer Matching and Privacy Act of 1988, 54 Fed.Reg. 25,818 
(1989). 

152 COMPUTER MATCHING AND PRNACY PROTECTION ACT OF 1988, H.R.REP. 802, l00th Cong., 2d Sess. 
32 (1988). The Senate bad proposed that the Boards have responsibility for reviewing and coordinating privacy training 
programs. This was dropped by the House. Id. 

There was some concern that the Boards might not be sufficiently independent. Because of fears that agency Inspectors 
General would not exercise detached judgment about matching, the law expressly prohibits an Inspector General from serving 
as chairman of a Data Protection Board. 5 U.S.C. s 552a(u)(2) (1988). 

153 Id. s 552a(u)(3)(A). 

154 Id. s 552a(u)(3)(B)-(H). 

155 As of the date of this report, there has been no independent review of the operations or effectiveness of Data Integrity 
Boards. A comprehensive review of the Computer Matching and Privacy Protection Act of 1988 is underway at the General 
Accounting Office. 

156 A recent review concluded the Data Integrity Boards were not ensuring agency compliance with the matching 
requirements. P. Regan, Data Integrity Boards: Institutional Innovation and Congressional Oversight (1992) (paper delivered 
before the American Political Science Association). 

157 See also GENERAL ACCOUNTING OFFICE, PRN ACY ACT: FEDERAL AGENCIES' IMPLEMENTAITON CAN 
BE IMPROVED (1986) (GGD-86-107). 

158 FLAHERTY, supra note 2, at 316. 
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following the release of the recommendations of the Privacy Protection Study Commission in 1977. 159 The 
staff that carried out the work was transferred to the National Telecommunications and Information 
Administration (Department of Commerce) at the time of its establishment in 1978. 160 

On April 2, 1979, President Carter announced "sweeping proposals to protect the privacy of 
individuaIs. "161 President Carter's privacy policies were based on two principles: 

Fair Information Practices. Standards must be provided for handling sensitive, 
personal records. Individuals should be told what kind of information is being collected 
about them, how it will be used, and to whom it will be disclosed. They should be able to 
see and obtain a copy of the records and correct any errors. They should be told the basis 
for an adverse decision that may be based on personal data. And they should be able to 
prevent improper access to the records. 

Limits on the Government. Government access to and use of personal information 
must be limited and supervised so that power over information cannot be used to threaten our 
liberties. 162 

The Carter initiative included proposed legislation to protect the privacy of medical records, to extend 
fair information protections to consumer credit, banking, and insurance records, to protect the privacy of 
records used for research purposes, and to revise the Privacy Act of 1974. 163 Four of the five bills proposed 
as part of the Carter initiative failed to pass. 164 

In his message, President Carter also addressed international privacy issues. l6S He said that the United 
States was working with other governments in several international organizations to develop principles to 
protect personal data crossing international borders and to harmonize privacy rules. The President stated that 
enactment of his proposals should help this process by assuring other countries that the United States is 
committed to the protection of personal data. 166 

President Carter did not address the recommendation of the Privacy Protection Study Commission for 
a permanent privacy agency. He did, however, indicate that the Office of Management and Budget would 
take some actions to implement administrative components of the privacy initiative. l67 Also, NTIA was 
designated as the lead agency on other privacy matters and on the continuing development of privacy 
policy. 168 

159 President's Message to Congress on Proposals To Protect the Privacy of Individuals, I PUB.PAPERS 582 (1979) 
[hereinafter Carter Privacy Message]. 

160 See GENERAL ACCOUNTING OFFICE, PRIVACY POLICY ACTIVITIES OF THE NATIONAL 
TELECOMMUNICATIONS AND INFORMATION ADMINISTRATION (Aug. 31, 1984) (GGD-84-93) [hereinafter GAO 
NTIA REPORT]; see also Right to Privacy Proposals of the Privacy Protection Study Commission: Hearings Before a 
Subcomm. of the House Comm. on Gov't. Operations, 95th Cong., 2d Sess. 164-65 (1978) (testimony of C.L. Haslam, General 
Counsel, Department of Commerce). 

Id. 

161 Carter Privacy Message, supra note 159, at 581. 

162 Id. 

163 Id. at 583-86. Other proposals addressed use of lie detectors, government access to news media files, and wiretapping. 

164 GAO NTIA REPORT, supra note 160. The one bill that did pass was the Privacy Protection Act of 1980, a bill to 
regulate searches of newsrooms. This legislation was a response to a Supreme Court decision rather than to the report of the 
Privacy Protection Study Commission. See 42 U.S.C. s 2000aa. (1988). Limiting newsroom searches is not a traditional data 
protection issue. The Right to Financial Privacy Act of 1978,12 U.S.C. s 3401 (1988), was enacted following recommendations 
of the Privacy Protection Study Commission, but its enactment predated the Carter Privacy Initiative. 

16S This represented one of the first official recognitions in the United States of the international importance of privacy 
protection. Earlier privacy efforts focused exclusively on domestic issues. Interest in trans border data flows and the 
international consequences of privacy protection became much stronger in the late 1970s and early 19808. See generally 
FLAHERTY, supra note 2. 

166 Carter Privacy Message, supra note 159, at 587. 

167 One of the actions taken by OMB following the President's directive was the issuance of computer matching guidelines 
in 1979. The guidelines were substantially weakened three years later. See 1983 OVERSIGHT REPORT, supra note 119, at 
9-13. 

168 Carter Privacy Message, supra note 159, at 586. 
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NTIA's mlsslOn was much broader than privacy:w Its principal mlSSlOn was to develop 
telecommunications and information policy, allocate and manage federal use of radio frequencies, and provide 
grants for public telecommunications facilities. NTIA was specifically authorized to consider privacy in the 
coordination of telecommunications activities of the executive branch. 170 NTIA's more general privacy work: 
was part of its general responsibility to study and make recommendations on the impact of the convergence 
of computer and communications technology. 171 This responsibility had its origins in President Carter's 
response to the report of the Privacy Protection Study Commission. 172 

President Carter designated NTIA as the lead agency for (a) coordinating the legislative work: of the 
privacy initiative; (b) developing international privacy initiatives, subject to the State Department's authority 
for conducting foreign policy; 173 and (c) studying the consequences of the growth of information technology 
on privacy, and monitoring nonfederal information practices. 174 

NTIA's privacy activities diminished rapidly after 1980. According to GAO, in 1979 and 1980, there 
were fifteen staff positions associated with privacy activities. In 1981, the number of positions were reduced 
to six. In 1982, there were only four privacy staff positions, and this number was reduced to one in 1983, 
1984, and 1985. 175 By 1989, it appeared that privacy had entirely disappeared as an activity at NTIA. At a 
hearing on legislation reauthorizing the agency, the head of NTIA testified broadly about the agency's 
responsibilities, activities, and interests. Her prepared testimony did not directly or indirectly mention any 
privacy activities. 176 

At a hearing in 1984, a former NTIA privacy staffer confirmed the agency's loss of interest in 
privacy. Jane Yurow, Director of the OECD Privacy Guidelines Project, testified that the NTIA privacy 
initiative disappeared with the Reagan Administration: 

Shortly after Mr. Reagan took office, the privacy staff at NTIA was dismantled. No 
one associated with that effort is currently working on privacy-related issues, and most of the 
staff has left the Government. 177 

The principal international privacy activities of NTIA related to privacy guidelines adopted in 1980 
by the Organization for Economic Cooperation and Development (OECD).178 The OECD is an international 
organization that promotes economic and social welfare and stimulates and harmonizes efforts on behalf of 
developing nations. The United States is a member along with nearly all industrialized free market countries. 
The OECD privacy guidelines were adopted in part because of concerns about the potential loss of privacy 

IW Exec.Order No. 12,046, 15 C.F.R. 2301 (1989), reprinted in CODIFICATION OF PRESIDENTIAL 
PROCLAMATIONS AND EXECUTIVE ORDERS 937 (April 13, 1945-January 20, 1989). The reorganization combined the 
functions and resources of the Office of Telecommunications Policy in the Executive Office of the President and the Office of 
Telecommunications within the Department of Commerce. 

170 Id. 2-405. 

171 GAO NTIA REPORT, supra note 160. 

172 See supra notes 101-116 and accompanying text. 

173 See infra notes 195-204 and accompanying text. 

174 GAO NTIA REPORT, supra note 160. 

175 Id. 

176 NTIA Authorization: Hearings before the Subcomm. on Communications of the Senate Comm. on Commerce, Science, 
and Transportation, 10ist Cong., 1st Sess. (1989) (testimony of Janice Obuchowski, Assistant Secretary for Communications 
and Information, Department of Commerce) (S. Hrg. 101-428). 

177 Privacy and 1984: Public Opinions on Privacy Issues: Hearings Before a Subcomm. of the Comm. on Gov't. 
Operations, 98th Cong., 1st Sess. 115 (1984) [hereinafter 1984 Privacy Hearings). 

See also id. at 271 (testimony of John Shattuck, National Legislative Director, American Civil Liberties Union) ("[The 
Reagan Administration) emasculated the one federal agency charged with developing privacy protections inside the federal 
government, the National Telecommunications and Information Administration. "). 

But see Letter from David J. Markey, Assistant Secretary for Communications and Infonnation, Department of 
Commerce, to Chairman Glenn English, Subcommittee on Government Information, Justice, and Agriculture (April 13, 1984), 
reprinted in 1984 Privacy Hearings, supra, at 165. Mr. Markey took issue with Ms. Yurow's testimony and claimed that NTIA 
continued to be concerned with privacy protection and has adequate personnel to address the issues. See also GAO NTIA 
REPORT. supra note 160 (" At the present time [1984), NTIA maintains a minor residual capability to respond to or refer request 
for information on privacy matters. "). 

178 See supra note 5. 
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protections as a result of the flow of personal data from countries with strong privacy laws to countries with 
weaker laws. 179 

NTIA took the position that voluntary adoption of the guidelines by American companies--as opposed 
to formal legislative or administrative action--would demonstrate a serious commitment to privacy 
protection.l~ In 1981 and 1982, NTIA requested private sector endorsement of the OECD guidelines. 181 By 
1983, 182 major U.S. multi-national corporations and trade associations had endorsed the guidelines. l82 

Evaluating NTIA's privacy activities is not a simple task. The agency was engaged in domestic and 
legislative privacy efforts, but there is little to show for them. The period of activity was brief, and the 
agency cannot exclusively be blamed for the failure of the Carter privacy legislation agenda. 

On the international front, a variety of alternate conclusions can be drawn depending on what is being 
evaluated. United States efforts in the early 1980s to avoid the imposition of international controls over the 
transfer of personal information across national borders were successful. 183 This was a goal of NTIA, and 
it is fair to assume that NTIA's work contributed to the succesS. I84 In addition, at least one observer found 
that NTIA's foreign visibility as a privacy office was valuable. ISS 

However, the sincerity and substantive effect of NTIA's efforts to secure domestic corporate 
compliance with international privacy standards have been questioned. The Director of NTIA's OECD 
Privacy Guidelines Project testified that the focus of NTIA's interest was on avoiding embarrassment. As 
soon as the international pressure was off, NTIA's staff was no longer allowed to discuss the guidelines 
project with the press or to make speeches urging corporations to comply with the guidelines. 186 The activities 
involving advising multinational corporations on data privacy policies were disbanded by the fall of 1982. 187 

By 1983, the privacy protection aspects of the transborder data flow issue warranted only a brief mention in 

179 See, e.g., supra note 5, at Explanatory Memorandum, paragraph 7. 
For a number of reasons the problems of developing safeguards for the individual in respect of the handling of personal 

data cannot be solved exclusively at the nationalle-.. el. The tremendous increase in data flows across national borders and the 
creation of international data banks (collections of data intended for retrieval and other purposes) have highlighted the need for 
concerted national action and at the same time support arguments in favor of free flows of information which must often be 
balanced against requirements for data protection and for restrictions on their collection, processing and dissemination. 
Id. 

I~ GAO NTIA REPORT, supra note 160. In support of this position, NTIA produced a paper on U.S. privacy law. See 
DEPARTMENT OF COMMERCE, PRIVACY PROTECTION LAW IN THE UNITED STATES (1982) (NTIA Report 82-98), 
reprinted in Oversight of the Privacy Act of 1974: Hearings before a Subcomm. of the House Comm. on Gov't. Operations, 
98th Cong., lst Sess. 491-584 (1983). 

181 See Memorandum from Bernard Wunder, Jr., Assistant Secretary for Communications and Information, Department 
of Commerce, to Interagency Committee on International Communications and Information Policy, Report on OECD Guidelines 
Program (Oct. 30, 1981), reprinted in International Telecommunications and Information Policy: Hearings before a Subcomm. 
of the House Comm. on Gov't. Operations, 97th Cong., lst & 2d Sess. 27-58 (1981-82) [hereinafter International Policy 
Hearings]. 

182 GAO NTIA REPORT, supra note 160. 

183 The transborder data flow issue faded in importance as the 1980s progressed. But at the end of the decade, strong 
European data protection efforts produced a renewal of concern and activity, capped by the 1990 proposed European Community 
directive on data protection. See supra note 6 and accompanying text. 

184 See, e.g., International Policy Hearings, supra note 180, at 83-84 (testimony ofJoseph R. Wright, Jr., Deputy Secretary 
of Commerce, Department of Commerce); see also HOUSE COMM. ON GOV'T. OPERATIONS, INTERNATIONAL 
INFORMATION FLOW: FORGING A NEW FRAMEWORK, 96th Cong., 2d Sess. 41 (1980) [hereinafter 1980 HOUSE 
INTERNATIONAL INFORMATION REPORT]. 

ISS See FLAHERTY, supra note 2, at 319. (-[F]or a government the size of the United States, the minimal investment 
in NTIA was surely productive, especially in terms of giving foreign data protectors a contact point for issues of transborder 
data flow. "). 

186 1984 Privacy Hearings, supra note 176. at 115 (testimony of Jane Yurow, former Director of the Department of 
Commerce Project on International Privacy Guidelines). Ms. Yurow also testified that "the administration's policy was that once 
the Commerce Department had made corporations aware of the problem, it has done its job. From then on, corporations were 
expected to fend for themselves. This, despite the fact that it was the U.S. Government and not U.S. industry, that had 
committed to implementing the guidelines." Id. 

187 Id. 
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an NTIA report on long-range international telecommunications and information goals. 188 

Further, it is not clear if the endorsement of the OECD guidelines by American companies had any 
actual effect on privacy practices. 189 Because there are no independent audits of corporate privacy practices, 
direct evidence on this point is not readily available. Nevertheless, there are indications that the NTIA efforts 
produced little cbange in practice. Some such evidence is provided by a study conducted by Business 
International in 1983 on transborder data flows. The study reported that European data protection authorities 
were skeptical of the OECD guideline endorsements. These authorities noted that the guidelines are voluntary 
and that the endorsements of most firms amount to little more than lip service. A survey conducted by 
Business International in connection with the report offered some confirmation. It found that interviewees in 
ten out of thirty- four U.S. companies that had endorsed the guidelines did not even know that their firms had 
done SO.I90 Only seven executives interviewed even knew that their firms had endorsed the guidelines, and 
three strongly denied that their firms had done SO.191 

A more recent survey of private protections in big business was conducted in 1989 by David Linowes, 
Professor of Political Economy and Public Policy, University of Illinois. 192 Professor Linowes is the former 
chairman of the Privacy Protection Study Commission. The survey is based on a sample of companies 
selected from among the Fortune 500 corporations. 

In testimony summarizing the results, Professor Linowes said that too many of the nation's largest 
industrial corporations do not have adequate private policies: 

It has been fourteen years since the U.S. Privacy Protection Study Commission 
submitted its recommendations to President Carter and the Congress urging business to adopt 
privacy safeguards for its employment-related records. Yet today, too many of the nation's 
largest industrial corporations still do not have adequate policies to protect sensitive, 
confidential employee data from possible abuse. This was revealed by a recent survey of the 
Fortune 500 Companies I had conducted by the Survey Research Laboratory at the University 
of Illinois. \93 

While the Linowes survey does not address the OECD guidelines directly, many of the questions 
pertained to privacy practices that are within the scope of the guidelines. For example, the openness principle 
in the OECD guidelines calls for a general policy of openness about developments, practices, and policies for 
personal data. This means that there should be a readily available way to establish the existence and nature 
of personal data systems and the main purposes of their use. 194 

The Linowes survey found that most employees are not told much about their own records. Over half 
of responding companies do not inform their personnel of the types of records maintained on them (57 %), how 
the records are used (59%), and what the company's routine disclosure practices are (58% for government, 
57% for nongovernment). Almost two in five (38%) do not tell their personnel that records are accessible 

188 NATIONAL TELECOMMUNICATIONS AND INFORMATION ADMINISTRATION, LONG-RANGE GOALS IN 
INTERNATIONAL TELECOMMUNICATIONS AND INFORMATION: AN OUTLINE FOR UNITED STATES POLICY 
(1983), (printed as Senate Print 98-22, 98th Cong., 1st Sess. (printed for use of the Senate Committee on Commerce, Science, 
and Transportation». 

189 One knowledgeable privacy observer concluded that "[e]arlier regional and international action on privacy and data 
protection, specifically the OECD Guidelines and the Council of Europe's Convention, had little or no effect on the development 
of privacy law in the United States." P. Regan, The Globilization of Privacy: Implications of Recent Changes in Europe, Paper 
Delivered Before the American Sociological Association (1992). 

190 Business International, Transborder Data Flow: Issues, Barriers and Corporate Responses 16 (1983) (Executive 
Summary). 

191 Jake Kirchner, Despite Data Flow Restriction Woes, U.S. Finns Seen Lax in Data Privacy, COMPUTERWORLD, 
May 9, 1983, at 13. 

192 UNIVERSITY OF ILLINOIS AT URBANA-CHAMPAIGN, RESEARCH SURVEY OF INDIVIDUAL PRIVACY 
PROTECTION IN BIG BUSINESS (1989) in LlNOWES, PRIVACY IN AMERICA: IS YOUR PRIVATE LIFE IN THE 
PUBLIC EYE? 40-61 (1989). 

193 Domestic and International Data Protection Issues: Hearings Before the Gov't. Information, Justice, and Agriculture 
Subcomm. of the House Comm. on Gov't. Operations, 10ld Cong., 1st Sess. 93 (1991) (statement of David F. Linowes) 
[hereinafter 1991 Privacy Hearings]. 

194 OECD Guidelines, supra note 5, at 12. 
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to them. 195 

While these survey results must be interpreted with caution, there is both internal and external 
evidence to support the view that NTIA's efforts on international data protection produced few actual or 
long-lasting changes in American business record keeping practices. It is clearer that NTIA's commitment 
to improving privacy protection was neither broad nor deep nor long- lasting. At no time did NTIA serve 
as a general resource or overseer of either governmental or private sector privacy practices. 

C. BUREAU OF INTERNATIONAL COMMUNICATIONS AND INFORMATION POLICY 
(DEPARTMENT OF STATE, 1983-PRESENT) 

In 1983, legislation was passed codifying the existing State Department Office of the Coordinator for 
International Communications and Information Policy. 196 In 1985, the Office was combined with the Office 
of International Communications Policy as the Bureau of International Communications and Information 
Policy.197 This Bureau plays a role in coordinating and negotiating international privacy matters. The 
legislation does not refer expressly to privacy or data protection. Instead, the tasks are defined in terms of 
"international communications and information policy. "198 The legislative history also contains no direct 
reference to privacy or data protection. l99 Most of the Bureau's activities have centered on its 
telecommunications responsibilities. 

Along with NTIA, the Bureau played a role in the negotiations that led to the 1980 OECD Guidelines 
on the Protection of Privacy and Transborder Flows of Personal Data.200 While the bulk of the work on the 
OECD Guidelines was done by NTIA, it appears that the State Department was more actively involved with 
negotiations on international data protection in the late 1970s and early 1980s than in later years.201 

It is difficult to find much documentation of international privacy activities of the Bureau during the 
last decade. For example, there is only a brief mention of privacy in the prepared testimony of the Director 
of the Bureau for a 1986 oversight hearing.202 The Bureau has also operated an advisory committee on 

195 1991 Privacy Hearings, supra Dote 193. Linowes compared the results of the 1989 survey with a similar survey 
conducted shortly after the Privacy Protection Study Commission was dissolved in 1977. He concluded that there was "some 
progress, but extremely little progress.· Id. 

196 22 U.S.C. s 2707 (1988). For II. discussion of the origins of the office, see International Policy Hearings, supra note 
180, at 119 (testimony of James Buckley, Under Secretary of State for Security Assistance, Science and Technology, Department 
of State). 

197 A 1980 report of the House Committee on Government Operations included a recommendation for a Bureau of 
International Communications and Infonnation. 1980 HOUSE INTERNATIONAL INFORMATION REPORT, supra note 183, 
at 11. This was one of several structural recommendations in response to the developing issue of transborder data flow. Data 
protection is one aspect. 

The report reviewed the response of the United States to the entire range of international information flow issues and 
found that "The United States Government has no coordinated policy regarding barriers to international data flow. Neither does 
it have any coherent policy regarding particular barriers and the problems they create for the United States and its political, 
social and economic interests.· Id. at 10. 

198 Id. 

199 See HOUSE COMM. ON FOREIGN AFFAIRS, AUTHORIZING APPROPRIATIONS FOR FISCAL YEARS 1985 
AND 1985 FOR THE DEPARTMENT OF STATE, THE UNITED STATES INFORMATION AGENCY, THE BOARD FOR 
INTERNATIONAL BROADCASTING, THE INTER- AMERICAN FOUNDATION, AND THE ASIA FOUNDATION, TO 
ESTABLISH THE NATIONAL ENDOWMENT FOR DEMOCRACY, AND FOR OTHER PURPOSES, H.R.Rep. No. 130, 
98th Cong., 1st Sess. 50-56 (1983) (report to accompany H.R. 2915). 

200 See International Policy Hearings, supra note 180, at 120-21 (testimony of James Buckley, Under Secretary of State 
for Security Assistance, Science and Technology, Department of State); See also supra notes 177-194 and accompanying text. 

201 Id. 

202 Oversight of the Bureau of International Communications and Information Policy: Hearings before the Subcomm. on 
International Operations of the House Comm. on Foreign Affairs, 99th Cong., 2d Sess. (1986) (testimony of Diana Lady 
Dougan, U.S. Coordinator and Director, Bureau of International Communications and Information Policy, Department of State). 

In 1990, the State Department Inspector General conducted a study of the strengths and weaknesses of the Bureau. 
While a number of Bureau policy initiatives were mentioned in the report, there was no specific mention of any work on data 
protection. The report cited internal problems such as inefficiency, stress, dissension. The Bureau was described as "a troubled 
bureau, with generally poor morale." See generally DEPARTMENT OF STATE OFFICE OF INSPECTOR GENERAL, 
REPORT OF INSPECTION-THE BUREAU OF INTERNATIONAL COMMUNICATIONS AND INFORMATION POLICY 
(Nov.1990) (lSPII-91-1). 
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international communications and information policy that from time to time has considered data protection 
issues when events abroad have warranted. 

From the completion of the work on the OECD Guidelines until the issuance of the 1990 proposed 
European Community directive on data protection, it appears that the Bureau paid little attention to privacy 
matters. During this period, the data protection movement in Europe developed deeper roots while the 
attention of the Bureau was focused elsewhere. There is no evidence of continuing effort within the State 
Department to encourage American compliance with the Guidelines or to address routine international data 
protection issues. 

One observer described the effect of the absence of an American presence at international data 
protection events during the last decade: 

There is nobody in the United States for the French data protection agency or the 
Canadian data protection agency or the German data protection agency to talk to. It is a 
considerable embarrassment to me as a student of American affairs to sit at these international 
meetings of data protection officials, which happen once a year, and there is an empty chair 
where the United States should be. If you had a data protection board, there would be 
somebody who could represent the interests of American companies and the American 
government in terms of these transfers of personal information that are taking place abroad. 
It is really an embarrassment. Often the American private sector is in the audience at these 
international meetings, but they can't speak; they are not officially represented; there is 
simply nobody carrying the can for the United States, and it is regrettable. 203 

At best, the Bureau of International Communications and Information Policy can be expected to react 
to major new international data protection initiatives and to represent U.S. interests in ongoing discussions 
about specific international agreements. For example, the Bureau has recently been engaged in discussions 
about the proposed EC data protection directive.204 Otherwise, there is no evidence that the Bureau has the 
interest or ability to serve as a resource on data protection outside of any international negotiations. In the 
absence of pressure from specific international data protection negotiations that bear on U.S. interests, the 
Bureau does not appear to have any continuing concern or expertise about privacy matters. 

V. CONCLUSION 
Although the United States has never established a permanent data protection authority, the notion 

of such an authority remains a matter of discussion. Of the four major privacy studies identified in the last 
twenty years, three recommended the establishment of a permanent new federal agency with responsibilities 
including privacy policy. The fourth study, the earliest of the four, rejected the notion of a privacy regulatory 
agency, although it did recommend institutional change within one cabinet department to implement and 
oversee recommended new privacy policies. In addition, legislative proposals to establish a data protection 
authority continue to be introduced and discussed in Congress. 

The failure of any of these proposals to move beyond the hearing stage is due to several factors. 
First, public concerns about privacy do not translate directly into support for an institutional remedy.205 
Specific privacy problems that have been identified in the popular press ("horror stories") tend to result in 

203 Data Protection, Computers, and Changing Infonnation Practices: Hearings Before the Gov't. Infonnation, Justice, 
and Agriculture Subcomm. of the House Comm. on Gov't. Operations, 101st Cong., 2d Sess. 11 (1990) (testimony of David 
Flaherty, Professor of History and Law, University of Western Ontario) [hereinafter 1990 House Data Protection Hearings]. 

In 1991, the United States was fonnally represented-apparently for the flrst time-at the 13th annual International Data 
Protection & Privacy Commissioners Conference in Strasbourg, France. The activities of the U.S. delegation at this conference 
were controversial. See PRIVACY TIMES, at 1-6 (Oct. 17, 1991). 

204 See, e.g., US Criticizes EC Data Directive's Potential Burdens and Barriers, 14 TRANSNAT'L DATA AND 
COMM.REP. 8 (Nov.lDec.1991) (describing presentation of Ambassador Bradley P. Holmes, Coordinator, Bureau for 
International Communications and Infonnation Policy, at the TELECOM 91 Economic Symposium). International meetings have 
been attended by representatives from a variety of U.S. agencies, including the Departments of State; Justice; Health and 
Human Services; Commerce; U.S. Trade Representative; and the OffJ.ce of Consumer Affairs. The role and continuing 
responsibilities of each of these agencies for general data protection matters is unclear. 

205 A recent public opinion poll asked people to choose between three alternative models for protecting privacy. Thirty-one 
percent favored staying with the present system of specific laws, congressional oversight, and individual lawsuits; twenty-four 
percent favored the creation of a nonregulatory privacy protection board to research and publicize new controversies over privacy 
for public policy consideration; and forty-one percent favored the creation of a regulatory privacy protection commission with 
powers to issue enforceable rules for businesses handling consumer infonnation. Thus, sixty-flve percent favored the creation 
of some type of privacy entity. See LOUIS HARRIS & ASSOCIATES, EQUIFAX REPORT ON CONSUMERS IN THE 
INFORMATION AGE 106 (1990), reprinted in 1991 House Data Protection Hearings, supra note 50, at 290,427. 
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proposals for sectorial legislation rather than mo~ g~neric soluti~ns. 206 Then: is sup~rt for a dat:t protection 
authority from consumer and professional organizatlOns,2lJ7 but It bas been Insufficient to sustain a serious 
legislative effort. . 

Second, it is difficult to create a new administrative agency in the face of opposition from the business 
community. This bas been especially true during the strong anti-regulatory period in the 1980s. Those 
industries that maintain large quantities of personal information as part of their operations have not expressed 
support for a data protection board. While there is some recognition that a board could· serve a useful 
role,20K there is a greater fear that a board would investigate or regulate indUStry.209 Opposition from the 
business community is typically couched in anti-regulatory terms, even though the legislation proposed in 
recent years would create a board without any regulatory authority over the private sector. 

Third, the restrictions on the transborder flow of personal information that are being considered in 
Europe210 have not yet impinged seriously on American businesses. Thus, neither the American business 
community nor the American government bas felt the need for a definitive response. Also, the pressures that 
exist in other countries to prevent data on their citizens from being transferred to other locations, where the 
data will be unprotected, are absent in the United States. No one has expressed concern that information on 
American citizens will be sent abroad and misused. 

Of the three existing agencies that have had general domestic or international privacy policy 
responsibilities, only the Office of Management and Budget appears to have ongoing interest in privacy, albeit 
at the lowest possible level of activity. The other two agencies maintain no significant privacy expertise and, 
at best, address privacy matters only when there are significant international treaties or agreements pending. 
None of these agencies appear to offer routine assistance to individuals, businesses, or foreign countries facing 
privacy problems. 

Each of these agencies is large and has many other functions assigned to it. Since the end of the 
Carter privacy initiative and the termination of the OEeD Guideline compliance effort in the early 1980s/~1 
privacy has become or remained as a very low priority issue. There are no bureaucratic rewards for 
attempting to give privacy a higher visibility. This is due to a lack of presidential leadership and to the factors 
listed above that have prevented data protection legislation from progressing. 

In addition, the agencies have no effective tools that would permit them easily to respond to the 
domestic and international pressures that do exist. The limitations of the existing American privacy policy 
structure become clearer when current international data protection trends are considered. An important 
feature of "second generation "212 data protection laws is the emphasis on industry codes of conduct. The 
codes may be developed by industry with the assistance of the data protection authority. The codes become 

206 See, e.g., The Telephone Privacy Act of 1991, Pub.L. No. 102-243, 105 Stat. 2394 (1991) (to protect residential 
telephone subscribers' privacy rights to Avoid receiving telephone solicitations to which they object); Consumer Reporting 
Reform Act of 1992, H.R. 3596, l02d Cong., 2d Sess. (1992) (proposing amendments to the Fair Credit Reporting Act). 

2lJ7 See, e.g., 1990 House Data Protection Hearings, supra note 205, at 105 (testimony of Marc Rotenberg, Director, 
Washington Office, Computer Professionals for Social Responsibility). 

208 See 1991 House Data Protection Hearings, supra note 50, at 6, 23 (testimony of John Baker, Senior Vice President, 
Equifax Inc.) ("[T]he board's focus on the interpretation and harmonization of foreign privacy laws and the laws of the United 
States is extremely positive. "). 

209 Id. at 22-3. 
[Data protection board legislation] runs the risk that the proposed board will be nothing more than a worrisome 

venture. By vesting the proposed board with the authority to investigate complaints about alleged violations of data protection 
rights-as well as the power to compel the testimony of witnesses and the production of books and records-the board could easily 
be used to sensationalize or simply harass. 
Id. 

In addition, Richard Barton, Senior Vice President of GovemmentAffairs, Direct Marketing Association has expressed 
concern: 

[W]e have been very skeptical about the creation of a permanent bureaucracy, so to speak, in this 
area, largely because of the experience of some of our members in Great Britain. The regulations have 
gotten so onerous that they are threatening what some people would call the legitimate exercise ofbusine:ss. 

1990 House Data Protection Hearings, supra note 205, at 78. 

210 See supra note 6. 

211 See supra notes 159-190 and accompanying text. 

212 See supra note 122. 
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part of the formal regulatory scheme when formally approved by the data protection authority.113 Professor 
Spiros Simitis describes codes of conduct as "a welcome complement of a sectorial regulation whenever an 
additional specification appears ne<::essary, but the limits of legislative intervention have been reached. till. 

Whether industrial privacy codes are appropriate for the United States is an open question. The point 
is that use of industry codes with formal government approval is not an option that is available at this time 
in the United States. None of the agencies with privacy responsibilities has the authority to assist in the 
development, approval, and enforcement of industry codes. 

The response of the United States to privacy issues remains just as fragmented, incomplete, and 
discontinuous as it has been in the past. There is no U.S. data protection authority in law or in practice. 

113 
See SIMmS, supra note 7, at 23-24. 

21. Id. at 24. 

1.144 



DRAFT, Forthcoming 4 Wm. & Mary Bill Rts. J. - (1995) 

ABSTRACT 

INFORMATION ABOUT INDIVIDUALS IN THE HANDS OF GOVERNMENT: 
SOME REFLECTIONS ON MECHANISMS FOR PRIVACY PROTECTION 

Lillian R. BeVier! 

There is irony in the fact that we are concerned with the privacy aspects of government-collected 
information. The irony is that information is the handmaiden of the modern activist state; the more active 
the citizens want their government to be, the more information--about themselves, their financial affairs, 
their businesses--the government must collect. Yet even citizens who applaud the taxing, spending, and 
regulatory activities of modern government, and who trust in the government's ability to accomplish an 
ambitious substantive agenda, tend to be uneasy about and to lack trust in the government's ability to 
handle the information it must collect so as adequately to protect citizen's rights to privacy (defming 
privacy as the control of the flow of information about oneself). Upon examination, this worry about 
privacy is somewhat vague and ill-defined. Yet there is much reason to believe that citizens are indeed 
concerned that the government will misuse the information it collects. 

Computer technology of course makes it possible for government ever more efficiently to collect 
and utilize information and thus to prevent fraud, identify national needs, monitor regulatory compliance, 
etc. But while permitting more efficient information processing, computer technology simultaneously 
creates more opportunities for information abuse and misuse. 

A number of statutory provisions reflect Congressional concern that government officials will 
abuse or misuse information entrusted to them. The Privacy Act and some of the Freedom ofInformation 
Act exemptions from mandatory disclosure are but two examples of such laws. Other examples could 
be cited. But there are problems with almost all of the legislated solutions, because for one reason or 
another they are structurally inadequate in terms of their potential for enforcement. I discuss the most 
salient of these inadequacies, stressing the theme that it is very difficult--maybe impossible?--to constrain 
"information abuse" by government with any known legal mechanism. I end on what I consider to be 
a rather hopeful note. I suggest that perhaps the very inefficiency of government and the seemingly 
insurmountable difficulty in our system of mounting a centrally-controlled attempt to organize all the 
personal data that the government possesses will prove adequate to the task of forestalling widespread 
systemic abuse. Isolated and troublesome abuses will of course occur, and we must mount as effective 
a legal campaign against them as we can. But the specter of Big Brother seems wildly exaggerated, 
despite it being a technical possibility. 

Doherty Professor of Law, University of Virginia School of Law. 
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