








168 VANDERBILT LAW REVIEW [Vol. 65:1:125 

relationship between the speaker and the enemy in order to sustain a 
treason indictment. 

Commentators have disagreed regarding the specific extent to 
which a speaker must be affiliated with an enemy of the state such 
that prosecution for treason would satisfy the First Amendment.154 In 
order to protect the widest possible range of expression in the global 
theater, Congress and the courts ought to require close employment 
and agency relationships, which demonstrate a sufficient connection 
and adherence to the enemy.155 The relationships in some of the World 
War II era cases involved traveling to foreign countries, using enemy 
broadcast equipment, and taking specific instructions from enemies.156 

Travel abroad need not be a requirement; as noted, speakers can 
participate in joint enterprises today without ever leaving their desks. 
However, prosecutors should have to prove an overt act other than the 
posting of enemy-aiding videos or other speech on the Internet, 
independent translation of enemy messages, or the communication of 
statements that advocate terrorism or praise terrorist methods or 
results. 

For example, the requisite relationship might be present where 
the speaker establishes a dedicated website at the request of an 
enemy person or organization, provides technical support for enemy 
propaganda efforts, or posts messages as instructed by the enemy 
organization. These acts, which more closely resemble the provision of 
tangible assistance and material resources than pure speech, may be 
used to establish the requisite collaboration between the speaker and 
enemy. Speech in furtherance of the relationship, including the 
transmission of operational plans and technological and other 
information concerning bomb making, could also be considered 
evidence of treasonous intent. In no circumstance, however, would 
speech that merely favors, praises, legitimizes, or offers ideological 
support for enemy causes come within the domain of the nation's 
treason laws. 

In the global theater, potentially treasonous expression will 
proliferate along with the communications networks that carry it to 
far-flung global audiences. As a general matter, the crime of 

154. Compare id. at 1040-41 (suggesting that an employment standard should be used to 
demonstrate "adherence" to the enemy), with Volokh, supra note 14, at 1342 (suggesting that the 
proper test might be whether speaker was being paid by the enemy or otherwise coordinated his 
activities with the enemy). 

155. See, e.g., Best v. United States, 184 F.2d 131, 135 (1st Cir. 1950); Gillars v. United 
States 182 F.2d 962, 966 (D.C. Cir. 1950); United States v. Burgman, 87 F. Supp. 568, 569-70 
(D.D.C. 1949), af{'d, 188 F.2d 637 (D.C. Cir. 1951). 

156. See, e.g., Best, 184 F.2d at 135; Gillars, 182 F.2d at 966; Burgman, 87 F. Supp. at 569. 
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cybertreason ought to be rejected as inconsistent with the original 
meaning of the Treason Clause and the postwar development of First 
Amendment doctrine relating to political expression. Courts should 
limit the scope of the treason laws to cases in which the government 
demonstrates a close agency-like relationship between the domestic 
speaker and the enemy. Narrowing the interpretation of the Treason 
Clause in this manner will ensure that both our domestic and 
transborder marketplaces of ideas remain robust, while also allowing 
officials to pursue those engaged in unlawful and dangerous enemy
aiding joint enterprises. 

C. The Distribution of Government Secrets in the Global Theater 

As the WikiLeaks episode shows, the emergence of the global 
theater will significantly complicate the government's ability to 
control and maintain even its own secrets. Governments will of course 
not be powerless to protect state secrets and other confidential 
information in the global theater. Officials can prosecute leakers 
under espionage, confidentiality, and other national security laws. 
Thus, individuals like Private Bradley Manning, who allegedly leaked 
war and diplomatic information to the website WikiLeaks, will not 
avoid prosecution and potential punishment. 157 However, governments 
all over the world will have a much more difficult time maintaining 
control over the publication and dissemination of confidential and 
secret information, particularly once it is in the hands of foreign 
recipients. 

One of the unique problems in the global theater is the ease 
with which an American leaker can quickly deliver confidential 
information to a foreign distributor, who then disseminates the 
information on the Internet. There are a number of legal and practical 
obstacles to U.S. prosecutions of what is shaping up to be a new kind 
of global press. 

First, there are jurisdictional concerns and issues relating to 
the extraterritorial application of U.S. national security and other 
laws. It seems reasonably clear that the Espionage Act of 1917, the 
statute that has most often been discussed in connection with Julian 
Assange's possible prosecution, applies to extraterritorial 
dissemination of government secrets (by both citizens and aliens). 158 

157. See Seattle Times Co. v. Rhinehart, 467 U.S. 20, 36--37 (1984); Robert C. Post, The 
Management of Speech: Discretion and Rights, 1984 SUP. CT. REV. 169 (1984); see also Haig v. 
Agee, 453 U.S. 280, 309 (1981); Snepp v. United States, 444 U.S. 507, 511-12 (1980). 

158. See Blackmer v. United States, 284 U.S. 421, 438-39 (1932) (U.S. criminal laws 
generally extend to citizens residing abroad); United States v. Bowman, 260 U.S. 94, 98 (1922) 
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Second, even if the United States were to indict Assange, it is not clear 
that the foreign government holding him would deliver him to 
American authorities. 159 Third, in contemplating prosecution, the 
government must at least consider the possibility that Assange will 
follow through on his stated threat to disclose additional troves of 
confidential information in his possession should the United States 
pursue legal action against him. 16° Fourth, even if Assange is 
extradited to the United States and successfully prosecuted, the 
leaked cables and other information cannot now be retrieved and 
cordoned off from public view. Thus, U.S. officials must ask whether 
any prosecution of Assange would ultimately be worth the effort. 

Assuming that the United States is able to overcome these 
various obstacles and proceed to prosecute Assange, serious First 
Amendment issues will arise. The first issue is whether Assange, as a 
foreign national, could claim any protection under the First 
Amendment's Free Speech and Free Press Clauses. If he was in U.S. 
custody and on U.S. soil, Assange might be able to invoke the 
protections of the First Amendment. 161 I say "might" because the 
Supreme Court has never decided whether a defendant who is 
involuntarily in the United States may invoke the First Amendment 
in a proceeding related to information distribution or other speech 
activities abroad. 162 Assuming that the First Amendment does apply, 

(fraud against a government corporation); United States v. Zehe, 601 F. Supp. 196, 197 (D. Mass. 
1985) (stating that the Espionage Act applies to acts of foreign nationals abroad); United States 
v. Helmich, 521 F. Supp. 1246, 1252 (M.D. Fla. 1981) ("[I]t is clear that the legislative intent 
behind repeal of section 791 was to extend application of the Espionage Act to cover acts 
committed anywhere in the world."). I am focusing here only on the Espionage Act. It is possible 
that the government might also seek to prosecute under computer fraud or other laws. 

159. See John F. Burns & Ravi Somaiya, British Court Denies Bail to Assange, N.Y. TIMES, 
Dec. 7, 2010, http://www.nytimes.com/2010/12/08/world/europe/08assange.html (noting that both 
Sweden and Britain, where Assange was being held at the time of this writing, have extradition 
treaties with the U.S., but that extradition rulings may be appealed to the European Court of 
Human Rights). 

160. Id. 
161. See GERALD L. NEUMAN, STRANGERS TO THE CONSTITUTION 109 (1996) (noting that 

under a "mutuality of obligation" approach to constitutional domain, "aliens are within the 
sphere either when they are within the nation's territory or on specific occasions when the nation 
attempts to exact obedience to its laws"). 

162. Cf United States v. Verdugo-Urquidez, 494 U.S. 259, 271-72 (1990) (refusing to apply 
the Fourth Amendment to the search of an alien's home abroad, even though the alien had been 
brought to the United States and was subject to its laws there, because the alien had no other 
connection to the United States); id. at 276-78 (Kennedy, J., concurring) (noting that the 
defendant was entitled to at least some constitutional protections by virtue of his involuntary 
presence in the United States); id. at 279 (Stevens, J., concurring) (arguing that the defendant 
was entitled to Fourth Amendment protections even though he was involuntarily within the 
United States); id. at 284 (Brennan, J., dissenting) ("If we expect aliens to obey our laws, aliens 
should be able to expect that we will obey our Constitution when we investigate, prosecute, and 
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the question would be whether the government could prosecute 
Assange and WikiLeaks for possessing and/or disseminating 
confidential government materials. 

Such a prosecution would be unprecedented. The United States 
has never prosecuted anyone other than a government employee, 
under the Espionage Act or other law, for merely receiving or 
disseminating confidential information. It is true that in New York 
Times u. United States ("Pentagon Papers Case'), 163 which focused 
primarily on whether the government could impose a prior restraint 
on the publication of potentially harmful information, some of the 
Justices noted that Congress appeared to have authorized prosecution 
of recipients and disseminators. 164 However, neither in that case, nor 
in any since, has the government actually prosecuted a journalist or 
other recipient of confidential information. 

It is questionable whether such a prosecution would be 
consistent with the First Amendment's free speech and free press 
guarantees. Indeed, the Supreme Court has strongly suggested that in 
the absence of some form of active participation in informational theft 
or other wrongdoing, the recipient of information of public concern 
cannot be prosecuted for publishing it "absent a need of the highest 
order."165 The Court has reasoned that if the legal sanctions applicable 
to leaking do not provide sufficient deterrence, then "perhaps those 
sanctions should be made more severe."166 The Court has also 
observed that "it would be quite remarkable to hold" that an 

punish them."). Perhaps a key distinction between Verdugo-Urquidez and Assange's potential 
prosecution might be the fact that, in Verdugo-Urquidez, the alleged Fourth Amendment 
violation took place abroad, while any First Amendment violation would occur at the moment of 
Assange's indictment and prosecution within the United States. See id. at 264 ("For purposes of 
this case, therefore, if there were a constitutional violation, it occurred solely in Mexico."). 

163. New York Times Co. v. United States, 403 U.S. 713, 714 (1971). 
164. Id. at 730 (Stewart, J., concurring); id. at 736-39 (White, J., concurring); id. at 745 

(Marshall, J., concurring). 
165. Bartnicki v. Vopper, 532 U.S. 514, 528 (2001). The government might argue that as a 

matter of statutory interpretation, the Espionage Act makes knowing dissemination of 
confidential materials a criminal offense and that Assange's sharing of information with the 
press was a criminal offense. See United States v. Morrison, 604 F. Supp. 655, 660 (D. Md. 1985) 
(holding that 18 U.S.C. § 793(d)-(e) applies to individuals who leak classified material to the 
press, because the recipients are "not entitled to receive [the classified material}"); see also 
POSNER, supra note 74, at 109 ("[S]ince the Espionage Act does punish the communication of 
material relating to national defense ... that could be used to injure the nation ... publication of 
such material ... would seem ... to violate the act .... ") (emphasis added). As noted below, 
however, that theory would seem to apply with equal measure to press outlets such as The New 
York Times and The Washington Post. The government might also argue that Assange entered a 
conspiracy with Private Manning, who allegedly stole the government information, by providing 
him with certain forms of assistance in disseminating the files. Prosecution for this sort of 
criminal conduct would not raise serious First Amendment questions. 

166. Bartnicki, 532 U.S. at 529. 
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individual can be constitutionally punished for merely disseminating 
information because the government failed to "deter conduct by a non
law-abiding third party."I67 

These sentiments are clearly premised on the idea that 
prosecution of information distributors will stifle or restrict the free 
flow of information of public concern. Of course, the First 
Amendment's protection of information distribution is not absolute. 
For example, the government can restrain certain harmful or deadly 
disclosures in adV-ance of publication. 168 Some might argue that 
Assange and WikiLeaks are not entitled to any First Amendment 
protection owing to the potential harm that they caused by 
disseminating wartime logs and diplomatic cables. However, thus far 
the logs and cables do not appear to constitute the kind of "crime
facilitating'' speech that lies outside of the First Amendment's 
domain.l69 Nor is it clear that the disclosures will, as Justice Stewart 
stated in the Pentagon Papers Case, "surely result in direct, 
immediate, and irreparable damage to our Nation or its people."170 

Further, whatever one. might think of the tactics Assange and 
WikiLeaks used, the information thus far disclosed has shed 
invaluable light on important matters of global public concern.l71 The 
mere fact that the disclosures might harm the national interest is 
itself not a sufficient ground for prosecution, particularly where the 
disclosures relate to matters of such clear public concern. 172 

Even if the United States could obtain custody of Assange and 
overcome these strong First Amendment objections to prosecution, 
there are several reasons why the government should not pursue this 

167. Id. at 529-30; see also New York Times, 403 U.S. at 729-30 (Stewart, J., concurring) 
(arguing that the responsibility for ensuring confidentiality rests with the executive). 

168. See Near v. Minnesota ex rel. Olson, 283 U.S. 697, 716 (1931) ("No one would question 
but that a government might prevent actual obstruction to its recruiting service or the 
publication of the sailing dates of transports or the number and location of troops."). 

169. Eugene Volokh, Crime-Facilitating Speech, 57 STAN. L. REV. 1095, 1217-18 (2005). 
170. New York Times, 403 U.S. at 728, 730 (Stewart, J., concurring); see Geoffrey R. Stone, 

Government Secrecy v. Freedom of the Press, 1 HARV. L. & POL'Y REV. 185, 203-04 (2007) 
(arguing that to justify punishing the press for publishing confidential information, the 
government must prove that the publisher knew that the information was confidential, that 
publication would result in imminent and serious harm, and that publication would not 
meaningfully contribute to public debate). The government has largely downplayed the 
significance of the disclosures. See The Defense Department's Response, supra note 36 (noting 
that the period covered in certain reports "has been well chronicled in news stories, books and 
films .... "). 

171. The information regarding foreign diplomacy has shed light on pressing domestic and 
international concerns. See, e.g., Michael R. Gordon & Andrew W. Lehren, Leaked Reports Detail 
Iran's Aid for Iraqi Militias, N.Y. TIMES, Oct. 22, 2010, http://www.nytimes.com/2010/10/23/ 
worldlmiddleeast/23iran.!J.tml. 

172. New York Times, 403 U.S. at 718-20; id. at 723-24 (Douglas, J., concurring). 
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route. Insofar as any prosecution would be based primarily upon 
knowing receipt and publication of confidential information, there 
would be little to distinguish the New York Times from WikiLeaks. 
Thus, the damage to the functioning of the domestic press from the 
threat of prosecution for mere dissemination of confidential 
information could be substantial. Newspapers and other media might 
be reluctant to report government secrets, even if they had no original 
role in obtaining the information. If Assange is prosecuted as a 
criminal conspirator, then members of the domestic press will have to 
consider whether that theory applies to them as well. Government 
whistleblowers might also be reluctant to come forward under these 
circumstances. In sum, any short-term gain in terms of retribution or 
deterrence could have long-term negative consequences for 
governmental transparency and the free flow of information on 
significant matters of public concern. 

The prosecution of Assange and WikiLeaks could also make the 
U.S. government look ineffectual and weak in the eyes of foreign 
regimes and international audiences. Worse, it may send conflicting 
signals regarding the government's regard for the free flow of 
information on the Internet. Secretary of State Hillary Clinton has 
announced an "Internet Freedom" initiative, which touts the use of 
new technologies to facilitate information sharing and democracy 
across the globe.l73 At the same time that the United States is 
praising hackers who resist repressive regimes abroad, its government 
would be seeking to prosecute an alien who used new technologies to 
expose government secrets. If the Department of Justice pursues this 
course of action in the WikiLeaks case or in some similar case, U.S. 
credibility on Internet freedom, governmental transparency, and the 
free transborder flow of information could be significantly 
compromised. 

Of course, the United States may well lose the case. Win or 
lose, however, none of this effort and expense will change the fact that 
the war logs and cables have been distributed and discussed across 
the globe and now cannot be fully retrieved. This does not leave the 
United States defenseless against a rogue publisher operating 
thousands of miles away. Rather than pursue the recipients and 
publishers, the government ought to ensure that its own controls and 
safeguards respecting confidential information are substantively 
adequate and are actually being enforced. 

173. Internet Freedom, U.S. DEP'T OF STATE, http://www.state.gov/e/eeb 
/cip/netfreedom/index.htm#hr (last visited Sept. 16, 2011) (describing the State Department's 
Internet Freedom initiative). 
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III. THE FIRST AMENDMENT IN THE GLOBAL THEATER 

As Part II showed, in the global theater, potentially harmful 
expression will pose some unique First Amendment concerns. Recent 
episodes involving the Koran-burning pastor, the cartoonist-in-hiding, 
the cross-border associate of foreign terrorists, the rogue citizen-cleric 
living abroad, and the foreign-information distributor also reveal some 
broader lessons regarding freedom of speech, association, and press in 
the global theater. 

First, as the global theater continues to develop, we will need 
to pay more attention to, and develop a more coherent sense of, the 
First Amendment's important transborder dimension. Second, as the 
examples discussed in Part II showed, certain traditional First 
Amendment justifications, including marketplace of ideas and self
governance principles, will retain their importance and ought to 
continue to operate in the emerging global theater. However, as the 
global theater develops and expands, Americans will be called upon to 
explain and defend some of our exceptional free speech protections. 
Third, freedom of the press, broadly defined, will play a critical role in 
the emerging global theater. Changes with respect to the identity, 
functions, and ethics of the press will significantly affect global 
information flow. Finally, speakers and distributors of information 
will face a new set of threats to transborder information flow in the 
global theater, including softer forms of governmental persuasion and 
regulatory power, restrictions by private intermediaries, and 
extrajudicial (or, perhaps, extralegal) forms of punishment for 
potentially harmful expression. 

A. The First Amendment's Transborder Dimension 

In the global theater, a narrowly territorial or provincial 
orientation with respect to the First Amendment will not help us 
identify and resolve the most pressing twentieth-century problems 
concerning global information flowY4 Today, expression, association, 
and information routinely cross and transcend territorial borders. As 
noted earlier, traditional concepts such as proximity and incitement 
must be adapted to a global theater shaped by characteristics of 
interconnectivity and compression.175 

174. See generally Zick, supra note 130, at 949-98 (describing and critiquing provincial 
conceptions of the First Amendment). 

175. See Bell, supra note 14, at 1027-28; Volokh, supra note 14, at 1341-42; Zick, supra note 
68, at 34-36. 
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In this environment, we can no longer view the First 
Amendment as constituting a narrow set of restrictions on domestic 
governance. This is especially true when the effects of incendiary 
domestic communication may be felt half a world away; when foreign 
hecklers can chill speech in domestic marketplaces; when speakers 
can engage in real-time interactions with audiences without regard to 
location; and when publishers can disseminate potentially harmful 
information, including government secrets, from places well beyond 
the practical and perhaps even the legal domain of the affected 
government. In the global theater, we will need to expand the focus 
regarding the First Amendment beyond its domestic aspects and 
effects. To do so, we will need a conceptual and constitutional 
framework for analyzing disputes that fall within the First 
Amendment's transborder dimension. 

This critical dimension will implicate a number of free speech 
and association rights relating to transborder information flow. These 
include the rights of citizens to (1) receive information from foreign 
sources;176 (2) engage in expressive activities beyond U.S. territorial 
borders;177 (3) forge lawful relationships with aliens located abroad;178 

(4) collaborate with alien persons or groups in lawful and peaceful 
endeavors, including information dissemination;179 and (5) engage in 
robust cross-border exchange and dialogue.l80 

The Supreme Court has not embraced these First Amendment 
liberties to nearly the same extent as their domestic counterparts, and 
policymakers have historically discounted their importance. 181 

However, these are the foundational liberties supporting twenty-first 
century, transborder information flow. As such, they will play an 
important role in shaping the application of First Amendment 
doctrines in the global theater. 

As Jack Balkin has argued, federal regulatory policies and 
decisions will be critical to the future development of digitally 
interconnected global-communication networks.182 Thus, much of the 
work to be done in developing the global theater's infrastructure will 

176. Lamont v. Postmaster Gen., 381 U.S. 301, 305-Q7 (1965). 
177. Haig v. Agee, 453 U.S. 280, 308-Q9 (1981). 
178. Kleindienst v. Mandel, 408 U.S. 753, 760, 768-69 (1972). 
179. Meese v. Keene, 481 U.S. 465, 480 (1987). 
180. See Kleindienst, 408 U.S. at 765 (recognizing a First Amendment right to meet face-to

face with aliens). 
181. See Zick, supra note 130, at 982-87 (discussing judicial "quasi-recognition" of various 

transborder liberties). 
182. Balkin, supra note 19, at 428 (claiming that with regard to freedom of expression in the 

digital age, "knowledge and information policy" concerns will displace constitutional ones). 
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take place in the political branches and through the work of federal 
regulatory agencies. In certain respects, government officials and 
regulators have already begun to embrace the core precepts of a more 
globally oriented First Amendment. For example, the State 
Department recently touted Internet freedom and global information 
flow as explicit U.S. foreign affairs policies. 183 However, transborder 
issues will ultimately come to the courts as well. Thus, it will be 
critically important for judges to recognize and incorporate the First 
Amendment's transborder dimension into their analyses of global
theater free speech, association, and press issues. 

For example, although the expressive and associational activity 
in Humanitarian Law Project crossed international borders, none of 
the Justices even mentioned any of the precedents relating to 
transborder First Amendment liberties. It is true that much of the 
speech at issue in Humanitarian Law Project was purely domestic in 
nature-namely, legal training in the United States, filing petitions at 
the United Nations, and petitioning Congress. Further, the speakers 
were all U.S. citizens who possessed First Amendment rights of their 
own. However, the fact that their audiences and associates were 
foreign individuals and entities appears to have substantially 
influenced the Court's analysis and the outcome of the case. Indeed, 
the majority made clear that its analysis with respect to speech 
directed to foreign terrorist organizations did not necessarily apply to 
domestic terrorist organizations.184 

But why should this necessarily be the case? It is not clear why 
the Court's fungibility and legitimacy rationales would not apply with 
full force to speech directed to potentially dangerous domestic groups, 
audiences, and associates. 185 Providing material support to 
homegrown terrorist organizations would seem to be equally, if not 
more, troubling given the proximity of the potential wrongdoers to 
American citizens, assets, and institutions. Perhaps the Court was 
signaling that there is something akin to a foreign affairs exception to 
the First Amendment's free speech and association protections. 
However, such an exception would be flatly inconsistent with the 
transborder liberties that the Court has already recognized. Other 
than positing a possible distinction between foreign and domestic 
organizations, the Court never acknowledged that the citizens' First 
Amendment claims had any transborder element or dimension at all. 

183. See Internet Freedom, supra note 173. 
184. Holder v. Humanitarian Law Project, 130 S. Ct. 2705, 2730 (2010). 
185. See supra notes 108--25 and accompanying text (discussing fungibility and legitimacy 

rationales as applied to speech coordinated with foreign terrorist organizations). 
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Similarly, the dissenters failed to note that the dispute implicated 
fundamental First Amendment rights to enter relationships with 
foreign persons and entities. As a result, in Humanitarian Law 
Project, the Court missed an important opportunity to discuss and 
clarify the First Amendment's transborder dimension. Specifically, it 
failed to fully acknowledge the importance of the speech and 
association at issue to the transborder flow of information and 
transborder expressive association. 

The First Amendment's transborder dimension will be much 
more difficult to ignore in any prosecution of WikiLeaks or other 
foreign-information distributors. Whether or not Julian Assange 
possesses speech or press rights, it is clear that his substantial 
American audience does. Thus, the First Amendment issues in such a 
case are much broader than whether a foreign national can invoke the 
speech or press protections of the First Amendment, or whether some 
fine distinction can be drawn between WikiLeaks and The New York 
Times. Any prosecution would directly implicate the developing 
transborder marketplace of ideas. Regardless of the outcome, such a 
case would likely have a profound effect on transborder information 
flow and the development of the First Amendment's trans border 
dimension. 

In sum, courts and executive officials must act with awareness 
that the right to distribute information has a transborder dimension. 
In the global theater, transborder speech, association, and press 
claims will likely proliferate. In this environment, the provincial or 
narrowly democratic conception of the First Amendment, which is 
defined exclusively with reference to U.S. territorial borders, will be 
increasingly anachronistic. 186 In the years to come, courts and officials 
will face important decisions regarding the contours of the First 
Amendment's transborder dimension. As I have argued elsewhere, 
U.S. officials ought to adopt a more outward-looking, cosmopolitan 
orientation with respect to First Amendment liberties_IB7 

B. Fundamental First Amendment Values in the Global Theater 

Despite the extraordinary changes in our expressive 
environment, we must not lose sight of certain core, traditional First 
Amendment principles. In the global theater, we ought to maintain 
our fundamental commitments to counterspeech, speaker autonomy, 

186. See Zick, supra note 130, at 949-82 (describing precedents which adopt a provincial 
orientation regarding the First Amendment). 

187. Id. at 998-1022. 
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and self-governance. However, we may have to reconsider the scope, 
geographically and conceptually, of those commitments. In light of 
interconnectivity and compression, we will have many opportunities to 
consider, explain, and defend First Amendment free speech values to 
diverse global audiences. 

One of the principal lessons from early conflicts in the global 
theater is that reliance upon traditional First Amendment principles 
will be critical to preserving domestic speech rights as well as 
encouraging and facilitating robust cross-border exchange. As 
Humanitarian Law Project demonstrates, the First Amendment 
values and principles that support limits on prosecutions for 
incitement and treason remain important in the emerging global 
theater. Traditional marketplace principles, including preferences for 
counterspeech and social control over government regulation, must 
retain their vitality in the global theater. 

As we have seen, the need for tolerance regarding offensive and 
intentionally provocative speech will take on global significance. 188 

Moreover, as explained earlier, First Amendment doctrine does not 
currently allow officials to suppress offensive speech merely because it 
might have some indeterminate psychological or other negative impact 
on some audience-wherever that audience happens to be located. 189 

That does not render officials powerless to respond to offensive and 
potentially incendiary transborder speech. Officials can and should 
continue to use new technologies to counter extremist speech in the 
global theater.190 In an era in which speech and association frequently 
traverse or transcend territorial borders, justifications for expressive 
freedom ought to take into account broader concerns regarding global 
information flow, cross-border collaboration, and the global spread of 
"democratic culture."191 Granting robust protection to transborder 
speech, association, and information distribution would serve a 
number of traditional free speech values, including the facilitation of 
citizen self-governance, truth seeking, speaker autonomy, and 
checking governmental abuses of power wherever they occur. 192 

188. See generally LEE C. BOLLINGER, THE TOLERANT SOCIETY 10-11 (1988) (positing a 
tolerance justification for freedom of speech). 

189. See supra notes 42-57 and accompanying text (discussing free speech principles relating 
to offensive expression). 

190. See Thorn Shanker & Eric Schmitt, U.S. Uses Cyberspace to Rebut Messages Posted by 
Extremists, N.Y. TIMES, Nov. 18, 2011, at AS. 

191. See Balkin, supra note 19, at 2-6, 34-38 (explaining how transborder expressive 
activity furthers democratic values). 

192. See Zick, supra note 130, at 999-1004 (discussing First Amendment values in the 
emerging global theater). 
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Further, transborder expression and association expose citizens to 
persons, information, problems, and debates beyond their local 
communities; expand opportunities for citizens' engagement and 
participation in global affairs and humanitarian projects; foster 
diverse channels of communication, which may generate mutual 
understanding and respect; and create processes which may foster 
worldwide respect for First Amendment values. These values are 
rarely, if ever, discussed in judicial precedents or academic 
commentary concerning transborder First Amendment issues. 

Adopting this more expansive orientation with regard to the 
First Amendment places the expressive activities of the Koran burner, 
cartoonist, human-rights advocate, citizen inciting violence from 
abroad, and foreign publisher in proper perspective. 193 In general, 
Americans are no longer merely speaking to and associating with one 
another in the confines of local, state, or national communities. 
Sometimes intentionally and sometimes not, citizens are increasingly 
involved in a robust transborder marketplace of ideas. That 
marketplace is less homogenous than its domestic counterparts. 
Further, First Amendment transparency and other self-governance 
concerns extend to extraterritorial wars, intelligence operations 
conducted abroad, and foreign diplomacy. 

In many ways, we are now simply re-experiencing the growing 
pains that attended the birth of the domestic marketplace of ideas. 
Our commitment to core First Amendment free speech, association, 
and press guarantees will be severely tested in the global theater. As 
that theater develops, we will have many opportunities to explain and 
defend America's exceptional commitments to such principles, often to 
a deeply skeptical global community. Indeed, an important part of 
transborder dialogue will involve explaining marketplace, self
actualization, self-governance, and tolerance principles to those who 
do not share or fully understand them (including, unfortunately, some 
people in the United States).194 The emergence of the global theater 
has highlighted the extent to which First Amendment doctrines and 
principles deviate from European and other international 

193. See generally id. at 948-49 (discussing the need for a more cosmopolitan view of 
transnational First Amendment rights). 

194. In response to media inquiries from domestic and foreign news organizations regarding 
Pastor Jones, the Koran burner, I was frequently asked to explain why the First Amendment 
generally forbids the government from restricting even deeply offensive expression based solely 
on its content. With regard to some of the uninformed domestic commentary on the Koran 
burning, see sources cited supra note 48. 
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standards. 195 For example, unlike many other democratic nations, the 
United States values speaker autonomy over equality and dignitary 
interests. 196 In the global theater, these differences, and the tensions 
they sometimes create, will become a more prominent concern. 

As we move deeper into the twenty-first century, First 
Amendment norms and principles will compete against other 
expressive systems across the globe. We ought to view this competition 
as an opportunity, rather than as a burden or as an occasion for 
nationalistic defensiveness. It is a salutary thing that Americans 
reflect upon and debate the balance that has been struck under our 
First Amendment. As the Koran burning demonstrates, however, if 
indeed we are intent on retaining it, we will have to do a much better 
job of explaining our First Amendment exceptionalism to diverse 
global audiences. 

C. Freedom of the Press in the Global Theater 

In the global theater, the press will play a central role in the 
transborder dissemination of information and will lead global 
dialogues on a variety of pressing issues with transborder salience. 
The press will face a variety of unique challenges in this emerging 
theater. 197 One preliminary challenge is definitional (i.e., who or what 
is a member of the "press"?). Members of the emerging global press 
will have to report responsibly on topics of global concern. They will 
confront professional and ethical concerns in their relationships with 
distant and unfamiliar information sources. Finally, the global press 
may face potential liability for disclosure of governmental secrets. 

In the global theater, the press will continue to face 
fundamental identity issues. Bloggers have already staked a claim to 
the press mantle in the digital era. 198 New types of global information 
intermediaries and outlets like WikiLeaks may also seek refuge under 

195. See generally RONALD J. KROTOSZVNSKI, JR., THE FIRST AMENDMENT IN CROSS
CULTURAL PERSPECTIVE: A COMPARATIVE LEGAL ANALYSIS OF THE FREEDOM OF SPEECH, at xiv 
(2006) (discussing the different global conceptions of freedom of speech). 

196. See id. at 90-92 (summarizing the differing approaches of Canada and Germany). 
197. For an excellent account of some of the challenges facing the press in a global society, 

see LEE C. BOLLINGER, UNINHIBITED, ROBUST, AND WIDE OPEN: A FREE PRESS FOR A NEW 
CENTURY 6 (2010). 

198. Anne Flanagan, Blogging: A Journal Need Not a Journalist Make, 16 FORDHAM INTELL. 
PROP. MEDIA & ENT. L.J. 395, 399 (2006); Joseph S. Alonzo, Note, Restoring the Ideal 
Marketplace: How Recognizing Bloggers as Journalists Can Save the Press, 9 N.Y.U. J. LEGIS. & 
PUB. POL 'y 751, 752 (2006); see also Linda L. Berger, Shielding the Unmedia: Using the Process 
of Journalism in an Infinite Universe of Publication, 39 Hous. L. REV. 1371, 1375 (2003) 
(examining three possible approaches to defining "journalist"). 
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the First Amendment's press protections. 199 In addition to the 
constitutional issues discussed earlier, 200 these identity claims will 
create professional tensions. For example, mainstream media outlets 
in the United States, some of whom have benefited substantially from 
the WikiLeaks disclosures in terms of their own reporting, supported a 
provision of a proposed federal law that would preclude organizations 
like WikiLeaks from claiming press protection regarding the identity 
of confidential sources. 201 

Mainstream press outlets must carefully consider whether it is 
wise to codify a definition of "journalist" or "press" that closely tracks 
domestic norms and practices. Traditional press outlets may gain 
some short-term advantage if global competitors are excluded from 
such definitions-as would be the case if a much-desired federal shield 
law for reporters passed.202 However, limiting protections for new 
global information intermediaries that do not function in traditional 
ways could produce long-term disadvantages in terms of access to 
governmental secrets and transborder information flow more 
generally. As transborder information flow becomes more critical to 
self-governance, transparency, and other First Amendment values, the 
domestic press ought to start thinking more globally and less 
provincially about its roles and functions. 

As reporting and other communications transcend territorial 
borders, the domestic press will also face new challenges with regard 
to reporting on matters of global concern. One challenge is to ensure 
that the domestic press devotes adequate resources to coverage of 
international events and concerns. 203 Owing to the pressures (largely 
financial) currently facing the press, this may require additional 
infusions of public funding for pres_s. activity abroad.204 

Reporting on sensitive matters of global concern will be 
another challenge for journalists operating in the global theater. 
Religion-in particular, ideas and opinions regarding Islam-will be 
one such concern. In the global theater, common language will not 
always be enough to bridge national, cultural, and religious divides. 

199. See Branzburg v. Hayes, 408 U.S. 665, 704 (1972) (noting the difficulty of defining the 
category of newsmen entitled to privilege). 

200. See supra notes 161-72 and accompanying text. 
201. Douglas Lee, Trying to Exclude WikiLeaks from Shield Law Stinks, FIRST AMENDMENT 

CENTER (Aug. 25, 2010), http://www.firstamendmentcenter.org/commentary.aspx?id=23303. 
202. See Paul Farhi, Wikileaks is Barrier to Shield Arguments, THE WASH. POST, Aug. 21, 

2010, at C1 (discussing how WikiLeaks affected legislation that would protect journalists from 
being forced to reveal confidential sources). 

203. See BOLLINGER, supra note 188, at 132-36 (noting funding and other challenges 
affecting the international presence of the domestic press). 

204. ld. 
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Journalists are uniquely positioned to play an educational role in the 
global theater. A more knowledgeable and responsible press can 
encourage and facilitate respectful debate on sensitive matters, like 
religion, that reach across deep cultural divides. In order to serve this 
important function, however, reporting on religion and other 
important global concerns must be as factual and neutral as possible. 
For example, many journalists simply erred in referring to the 
proposed Islamic center in lower Manhattan as the "Ground Zero 
Mosque."205 The label is both factually inaccurate and incendiary. To 
face the challenge of reporting on such matters in the global theater, 
journalists may need to improve their substantive training with 
regard to transborder religious and cultural issues. In the global 
theater, journalists will need to think more globally in terms of 
audiences and cultures. 

Another challenge facing the domestic press in the emerging 
global theater relates to the sorts of relationships it will enter into 
with private and governmental sources of information. The 
whistleblower of yesterday (e.g., Daniel Ellsberg in the Pentagon 
Papers Case) may be replaced by information intermediaries with 
uncertain credentials and agendas (e.g., Julian Assange and 
WikiLeaks). This new breed of intermediary may be thousands of 
miles away and subject to the laws of foreign nations. It may be a 
private venture or a foreign government, or a foreign government 
masquerading as a private venture. In the emerging global theater, 
journalists may need to reassess standards of journalistic ethics and 
responsibility relating to their relationships with sources. The press 
may need to hold some sources at arm's length. It may need to 
scrutinize information with greater care, particularly when the source 
appears to be suspect and the information may potentially be 
damaging to U.S. national security or foreign policy interests.206 

As the WikiLeaks episode shows, the press may be exposed to 
greater criminal liability as a result of cooperating or collaborating 
with foreign sources, persons, and organizations. As discussed earlier, 
if history is any guide, the likelihood of a criminal prosecution of the 
domestic press for merely disclosing information of public concern 
appears to be rather slim.207 Nevertheless, some of the theories that 
officials are currently considering in connection with possible 

205. See sources cited supra note 24 (discussing the inaccurate labeling of the Manhattan 
mosque). 

206. See ArthurS. Brisbane, Sharing Secrets at Arm's Length, N.Y. TIMES, Oct. 31, 2010, at 
WK-8 (discussing the relationship between WikiLeaks and The New York Times). 

207. See supra notes 163-67 and accompanying text. 
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prosecution of Assange and WikiLeaks leave little breathing space 
between these actors and the domestic press.208 Even if the 
government were able to split hairs in a manner that relieves the 
domestic press of criminal liability, the resulting uncertainty could 
chill future reporting regarding governmental secrets. 

Moreover, in the emerging global theater, the threat of 
criminal liability is not limited to contexts in which individuals 
disclose confidential government information. The domestic press 
must also be mindful that any relationship or collaboration with 
foreign terrorists or foreign-terrorist organizations could give rise to 
criminal charges of "material support" or criminal conspiracy. Under 
the reasoning of Humanitarian Law Project, a domestic editorial 
board that makes print space available to a foreign terrorist may be 
accused of providing "material support" to terrorists. The resulting 
fear of criminal liability may interrupt or chill the free flow of 
information in the global theater. 

In sum, the press will be a critical transborder conduit of 
information on matters of global concern. In the global theater, the 
press will face identity, professional, and liability challenges. It ought 
to face those challenges mindful of the globalization of the profession 
and the unique characteristics of the theater in which it now operates. 

D. New Threats to First Amendment Freedoms 

Finally, in the global theater speakers and publishers will face 
new threats to freedom of speech and the transborder dissemination of 
information. Only some of these will emanate from the state, as in the 
case of potential criminal charges against information distributors like 
WikiLeaks. Other restrictions will arise from the conduct of nonstate 
actors, including information intermediaries. Moreover, the global 
theater may give rise to unique rule of law concerns regarding access 
to judicial process for speakers located abroad. 209 

In the global theater, speakers and publishers will continue to 
face the usual challenges in terms of governmental restrictions, 
regulations, and prosecutions. Authorities may be able to effectively 
regulate some transborder and extraterritorial expression by pursuing 

208. See supra notes 163-72 and accompanying text. Domestic journalists are not the only 
ones who face potential difficulties as a result of disclosure of confidential information. 
Government employees may face penalties for viewing still-classified documents. Even job
seekers who post comments on the documents may face repercussions when they apply for 
sensitive federal positions. 

209. See supra notes 80-86 and accompanying text (discussing case of Anwar Al-Aulaqi). 
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domestic intermediaries such as internet service providers. 210 The 
First Amendment implications of prosecuting WikiLeaks are critically 
important.211 However, we ought to be focusing more on the power of 
nonstate actors to affect global information flow, and the power of 
government actors to engage in various forms of "soft'' censorship.212 

An expanding category of intermediaries will likely become 
targets of governmental pressure. For example, in an effort to restrict 
or suppress some potentially harmful speech, officials may seek to 
pressure intermediaries such as YouTube, Amazon, and PayPal to 
deny service to certain speakers or publishers. Indeed, in the case of 
WikiLeaks, U.S. officials initially pressed social networking and 
financial intermediaries to deny service to the website in an effort to 
shut it down or at least slow the release of confidential information.213 

These efforts were only marginally successful. It quickly became clear 
that WikiLeaks had allies in the global information network. The 
federal government's denial of service strategy precipitated a small
scale information war. Various hackers attacked social networking 
and financial intermediaries, including through distributed denial of 
service attacks.214 In the global theater, efforts by government officials 
to lean on information intermediaries will likely lead to new forms of 
cybercivil disobedience and information activism in locations across 
the globe. Moreover, information distributors like WikiLeaks possess 
and will likely distribute encrypted flies of their caches, which can 
then be released at different points in the interconnected global 
network.215 Thus, regardless of the actions officials may take, the 
information itself will likely remain available for distribution. 

However, unlike WikiLeaks, few speakers or publishers are 
likely to have a global support network. This may render their 

210. See GOLDSMITH & Wu, supra note 18, at 68-79 (discussing regulation of information 
intermediaries). 

211. See supra notes 163-72 and accompanying text. 
212. With regard to methods of "soft" censorship of Internet speech, see generally Derek E. 

Bambauer, Orwell's Armchair, 79 U. CHI. L. REV. (forthcoming 2012), available at 
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=1926415. 

213. See Michael Calderone, Lieberman Pressures Amazon to Drop WikiLeaks, YAHOO.COM, 
(Dec. 2, 2010), http:l/news.yahoo.com/s/yblog_thecutline/20101202/tc_yblog_thecutlinellieberman
pressures-amazon-to-drop-wikileaks; see also Bambauer, supra note 212, at 27-34 (discussing 
efforts to censor WikiLeaks through persuasion and pressure). 

214. See, e.g., Farhad Manjoo, The Oldest Hack in the Book, SLATE (Dec. 9, 2010, 5:46 PM), 
http://www.slate.com/articles/technology/technology/2010/12/the_oldest_hack_in_the_book.html 
(discussing WikiLeaks supporters' attempts to deny Internet service to Visa.com and 
MasterCard.com); David Sarno, 'Hactivists' Fight for Their Cause Online, L.A. TIMES, Dec. 11, 
2010, http:l/articles.latimes.com/2010/dec/11/businesslla-fi-cyber-disobedience-20101211 
(discussing hackers' attempts to deny Internet service to Visa.com). 

215. Somaiya, supra note 39. 
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communications more vulnerable to private restrictions, which 
government officials may play a role in imposing through soft forms of 
persuasion.216 Owing to their private status, the decisions and policies 
of intermediaries, such as You Tube and Amazon, are not subject to 
legal or constitutional constraints. In the global theater, private 
censorship may become an increasingly prevalent and effective 
obstacle to transborder information flow. 217 If this occurs, arguments 
in favor of reconsidering or abolishing the traditional public-private 
distinction in free speech and other contexts may gain additional 
force. 218 

Finally, more general rule-of-law and freedom-of-speech 
concerns will arise in the global theater. The most serious of these will 
relate to speakers who reside beyond the territorial borders of the 
United States. Citizens, who likely possess at least some First 
Amendment rights abroad, may be subjected to new forms of summary 
punishment.219 The killing of the U.S.-Yemeni cleric Al-Aulaqi is an 
example.22o It may well be that Al-Aulaqi engaged in treasonous or 
other illegal conduct. However, targeted killing obviously takes the 
matter away from the courts without any legal determination to that 
effect. Under such circumstances, we cannot be certain whether the 
speaker is being punished for protected speech or criminal conduct. In 
many cases, the public may not even be aware that targeted killing 
orders have been issued. 

To be sure, courts may be ill-equipped to decide the underlying 
merits of such orders. Still, there ought at least to be some check on 
the government's ability to order the killing of a citizen based in part, 
if not substantially, upon his protected expression. The characteristics 

216. See John F. Burns & Miguel Helft, Under Pressure, You Tube Withdraws Muslim Cleric's 
Videos, N.Y. TIMES, Nov. 4, 2010, at A16 (discussing how YouTube removed videos under 
pressure from American and British officials); Ravi Somaiya, U.S. Islamic Web Site Is Taken 
Down, N.Y. TIMES, Nov. 6, 2010, at A5 (discussing an extremist Islamic website that was taken 
down). 

217. See Seth F. Kreimer, Censorship by Proxy: The First Amendment, Internet 
Intermediaries, and the Problem of the Weakest Link, 155 U. PA. L. REV. 11, 14 (2006) (discussing 
how regulation of intermediaries allows the government to control speech over the Internet). 

218. See, e.g., Erwin Chemerinsky, Rethinking State Action, 80 Nw. U. L. REV. 503, 507 
(1985) ("[T]he next major expansion in the protection of rights must be to limit infringements of 
rights made by private entities. The Constitution's declaration of personal liberties must be 
viewed as a code of social morals that may not be violated without a compelling justification."); 
Gregory P. Magarian, The First Amendment, the Public-Private Distinction, and 
Nongovernmental Suppression of Wartime Political Debate, 73 GEO. WASH. L. REV. 101, 103-04 
(2004) (proposing that courts invoke the First Amendment to enjoin some nongovernmental 
action that undermines public debate on matters of national policy). 

219. See Haig v. Agee, 453 U.S. 280, 308 (1981) (assuming citizens have free speech rights 
abroad). 

220. See Shane, supra note 82 (reporting the targeted killing of Al-Aulaqi by U.S. forces). 
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of the emerging global theater may actually offer at least a partial 
solution to the rule-of-law and justiciability problems associated with 
the extraterritorial targeted killing of citizens. In its decision 
dismissing Al-Aulaqi's father's lawsuit, the district court suggested 
that Al-Aulaqi himself might have been permitted to appear via 
teleconference to contest the order, rather than enter the United 
States and risk certain arrest and detention. 221 Although 
teleconferencing would not resolve all justiciability issues that might 
arise in such cases and may not be an optimal forum for adjudicating 
these matters, it would provide the citizen target with an opportunity 
to appear in a U.S. court. Virtual process would at least allow the 
target of an execution order to contest the legal and factual validity of 
the order, as well as to raise any free speech claims. 

In general, we ought to begin thinking about how best to 
balance the rule-of-law and First Amendment concerns in such cases 
with the need to protect national security. The answer may lie in 
considering whether targeted killings are consistent with fundamental 
norms of international law.222 Whatever may be the source of free 
speech rights for citizens, and even aliens, abroad, virtual or even 
remote forms of legal process for speakers would be preferable to 
extrajudicial, and perhaps illegal, execution orders. 

CONCLUSION 

Potentially harmful domestic, expressive activities increasingly 
have transborder effects. In the global theater, increased 
interconnectivity and the compression of space and time will enhance 
speakers' ability to communicate offensive and incendiary messages 
and to enter associations with disfavored and potentially dangerous 
foreign organizations. Further, the distribution of government secrets 
and confidential information may affect foreign audiences, foreign 
affairs, and other nondomestic U.S. interests. 

This Article addresses the First Amendment implications of 
speakers falsely shouting fire in the global theater. The fact that such 
speech reaches a worldwide audience certainly requires that speakers 
and officials be aware of potential transborder effects, including 
violent reactions in foreign nations and potential effects on foreign 

221. Al·Aulaqi v. Obama, 727 F. Supp. 2d 1, 18 n.4 (D.D.C. 2010). 
222. See generally Sarah H. Cleveland, Embedded International Law and the Constitution 

Abroad, 110 COLUM. L. REV. 225, 231 (2010) (discussing the extent of the Constitution's 
jurisdiction); Jules Lobel, Fundamental Norms, International Law, and the Extraterritorial 
Constitution, 36 YALE J. INT'L L. 307, 309 (2011) (arguing decisions regarding extraterritorial 
actions should be based on fundamental norms of jurisprudence). 
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diplomacy. However, it does not require the courts to revise traditional 
doctrines relating to offensive, incendiary, inciting, and other forms of 
potentially harmful expression. As the examples discussed in this 
Article show, traditional First Amendment doctrines and principles 
can adequately accommodate potentially harmful speech in the global 
theater. Moreover, in general, traditional First Amendment 
justifications ought to apply with full force to transborder expression 
that offends, upsets, or otherwise affects foreign audiences. 

We should also to resist the temptation to react to potential 
foreign threats or effects by creating new limits on transborder speech, 
association, and press activities. This includes new forms of guilt by 
association, cybertreason, and new limits on global press freedoms. 
Indeed, applying long-standing First Amendment principles and 
protections with full force to domestic expression that has potentially 
harmful transborder effects will serve to underscore a national 
commitment to robust and exceptional free speech, association, and 
press rights. 

There are also more general lessons to draw from the global
theater speech, association, and press controversies highlighted in this 
Article. We need a more systematic and coherent understanding of the 
First Amendment's transborder dimension. As the global theater 
develops, rights to exchange information across borders, to speak to 
and associate with aliens abroad, and to engage in expressive 
activities beyond U.S. borders will become increasingly important. As 
this occurs, courts, elected officials, agency personnel, speakers, and 
members of the press ought to consider adopting a more cosmopolitan 
orientation with regard to the First Amendment and its 
justifications.223 The press, in particular, will be critical to robust 
transborder information flow. As the global theater emerges, 
journalists will need to address fundamental identity, professional, 
ethical, and legal issues in a manner that preserves their core 
functions. Finally, in the global theater speakers, journalists, and 
other information providers will face new regulatory challenges, such 
as the denial of access and service by private information and 
financial intermediaries, informal governmental pressure, and 
extrajudicial punishments. As the First Amendment enters the second 
decade of the twenty-first century, we ought to be thinking more 
carefully and systematically about the implications of these and other 
limits on transborder information flow. 

223. See generally Zick, supra note 130, at 948--49 (arguing in favor of a cosmopolitan 
conception of the First Amendment). 
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