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how strict the film industry has become in order to combat the digital piracy
of movie in venues where the film is intended to be publicly viewed.

In the case of the music industry, public performance of digital audio
includes transmission through an online interactive music service, such as
Pandora’s online radio stations or Spotify’s on-demand playing of individual
music tracks.”? Industry revenue from digital music sales and streams is now
on par with physical music sales—the sale of CDs and vinyl records.” These
digital audio streams are protected by DRM to ensure that the streamed
music is only used in the manner licensed to the streaming service, making
unauthorized transmission or copying difficult to achieve. Similar to the
other exclusive rights granted to copyright holders, public performance and
display rights are aided by the protection of DRM in industries where digital
distribution and sales are making up an ever increasing portion of revenues,
soon to become the dominant source of revenue, for the creative works that
serve as the lifeblood of that industry.

Content creators and owners have several artistic and financial reasons for
including DRM in digital works—reasons that are backed by copyright and
moral rights laws—but many users and people in the library community
oppose it. What are their reasons?

ARGUMENTS AGAINST DIGITAL RIGHTS MANAGEMENT

Most people agree that content creators and owners should be properly com-
pensated for their work. Many also agree with the idea of protecting an
artist’s moral rights in their work, even if those rights are not generally
protected under United States law. We would frown on someone who copied
another person’s work and tried to pass it off as their own, even if they didn’t
make any money doing it. When footage of the late Fred Astaire was photo-
shopped into an ad for a vacuum cleaner, many people felt it was wrong,
even if it was legal at the time,

Even though most people agree on that point, many in the content user
and librarian community believe that DRM, in its current form at least, is the
wrong way to balance the rights of the content owners and users. The
American Library Association” and digital civil liberties advocacy group
Electronic Frontier Foundation” have advocated against DRM. Why does
DRM face such strong opposition?

Fair Use

Even though the U.S. Constitution describes the right of authors to their
“Writings™ as an exclusive one for a limited time, American law has devel-
oped exceptions to this right in order to strike a balance between an author’s
private rights and the public interest. DRM threatens this balance.
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One of the most well-known exceptions to copyright protection is fair
use. Anglo-American law developed the concept of fair use so that the exclu-
sive rights the government granted creators would not interfere with copy-
right’s main purpose: promoting science and the useful arts. By allowing
authors to excerpt, within reason, copyrighted works, those authors could
build on their predecessors’ efforts through commentary, criticism, and the
creation of new works, adding to the body of public knowledge.7®

Fair use is often a hard concept to clearly define. When a person is
accused of infringing someone else’s copyright and claims fair use, the court
weighs several factors to determine if fair use applies in the situation or not.
The analysis is done on a case-by-case basis; there is no simple formula to
tell a person whether or not what they want to do is fair use.”’ American
courts have spent many years developing a body of law that protects the
rights of both creators and users.

DRM, however, skews the equation in content owners’ favor. A content
owner can prevent the use of material even if that use would be fair use, and
there may be little the user can do about it. For example, in 2009, video
remix artist Jonathan Mclntosh created a video using clips from the Twilight
movies and from Buffy the Vampire Slayer and posted his video to YouTube.
McIntosh’s video, a commentary on gender role portrayals in popular media,
was specifically cited by the U.S. Copyright Office as an example of fair use
worthy of protection. Nevertheless, in 2012, the movie studio that owned the
rights to the Twilight movies, Lionsgate Pictures, used YouTube’s DRM,
called Content ID, to identify McIntosh’s video as infringing content.

Mclntosh disputed the infringement claim twice, but under YouTube’s
process, the copyright holder considers the disputes and appeals and decides
whether to drop their infringement claim or to take down the video.”® Lions-
gate, the copyright holder, rejected McIntosh’s initial dispute of the claim but
later accepted his appeal, and YouTube reinstated the video. The same day
MclIntosh’s appeal was accepted, though, Lionsgate filed a second claim that
the video infringed on its copyright. Lionsgate rejected Mclntosh’s next dis-
pute and appeal; YouTube pulled the video and put McIntosh’s account on
probation. Eventually, after McIntosh’s troubles went public, YouTube re-
stored his video without comment.”?

Mclntosh was able to get his work of fair use restored in the end, but he
was a fair-use activist willing to go through considerable hassle in order to
protect his rights and had the help of a nonprofit legal firm. Many other users
in the same situation would likely give up and stop exercising their right of
fair use. United States copyright law has a section® that is supposed to
prevent copyright holders from ordering the removal of works that are clearly
fair use. Under this section, a copyright holder can be forced to pay litigation
costs if it says a work infringes their copyright but knows that it does not. In
reality, however, this is hard to prove in court. In a recent case,®! a federal
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appellate court said that the copyright holder does not have to thoroughly
consider whether fair use applies, they just have to consider it, and the judges
opined that using a computer algorithm might satisfy this need. 2

DRM can stop the exercise of fair use before it even starts. At a hearing
on May 27, 20135, officials from the U.S. Copyright Office heard the story of
Janine Cook, who is the head teacher at YESPhilly, a nonprofit organization
that helps young adults earn their GEDs. Cook wanted her students to use
clips from various movies to create their own poetry videos for a project, as
allowed under fair use, but they would have to work around the DRM on
streaming videos or DVDs to do that. Had YESPhilly been a college pro-
gram, it would have had a legal exemption allowing it to work around DRM
on the videos. Nonprofit GED programs such as YESPhilly, however, do not
have an exemption and could be fined for circumventing the DRM.# Later
that year, the Librarian of Congress created a new exemption for nonprofit
organizations such as YESPhilly,® but since the exemptions only last three
years, organizations such as YESPhilly must rely on the continuing mercy of
the Librarian of Congress to avoid returning to the same problem in the
future.

Limits Users’ Options

DRM effectively punishes people who own legitimate copies of a work by
subjecting them to restrictions that owners of pirated copies do not face. A
purchased print book comes with certain rights. A petson willing to pay for a
legitimate copy of the same work in digital format may find that she simply
cannot replicate the print owner’s rights because she owns the “wrong” e-
reader or other device, lives in the wrong area, or does not have the proper
Internet connection.

DRM technology often locks users into specific devices. A Nook cannot
read an e-book in Kindle format. How about that audiobook you checked out
from the local library? For many years, many audiobooks from libraries
came from OverDrive, and most of their audiobooks came with DRM that
did not let the audiobook play on Apple devices. 8

Difficult to Use

Sometimes, DRM prevents a person from accessing content no matter how
much they would be willing to pay. Regional restrictions coded into a DVD
or Blu-ray disc purchased in another country can prevent it from playing on a
person’s player in their home. Someone who subscribes to Major League
Baseball’s or the National Football League’s game-streaming service will
find that games involving the local team are blacked out, courtesy of DRM.
For example, the only way a Seattle Seahawks fan can watch their team
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online is if he or she does not live in the Pacific Northwest. 3 Americans who
pay for a Netflix or Hulu subscription discover that regional restriction DRM
prevents them from watching their subscription when traveling or living
overseas.

People often find that DRM makes it difficult for their device to play the
content they are trying to use. Several high-profile video games come with
“glways-online DRM.” This form of DRM requires the computer or console
playing the game to have an active Internet connection to help verify that the
copy of the game is legitimate. If the player’s Internet connection is disrupted
for a moment (a realistic possibility for most people), there is a good chance
the game will stop and cause the player to lose progress made since the last
save. %8

DRM can make it difficult for a person who is not tech savvy to read or
watch the material they want to borrow from the library. A person who
checks out an audiobook with DRM using Overdrive might have to decode
messages such as “Error:0x80070057: The parameter is incorrect”? or “Un-
able to acquire license to play selected title. The requested license is either
invalid or already acquired.”®® A user who is fairly comfortable with trouble-
shooting technology can easily search the web to find a solution to the error
messages, but errors such as these add an extra barrier to users who are less
adept at solving technology issues. A web comic called The Brads illustrates
these problems nicely; the solution the comic comes up with implies that the
best way to handle DRM is to avoid it.?!

Can Be Harmful

DRM can do more than just annoy users. In some cases, DRM can pose a
threat to the users’ devices. Sony BMG added a rootkit DRM to its CDs in
2004. This rootkit installed a music player and software that would only
allow a computer to play the CD using that music player. This software also
limited the computer to making three copies of the CD.

In addition to the copy restrictions, though, the rootkit put the user’s
computer at serious risk. It took over some of a computer’s most important
processes so that antivirus software cannot detect it. Sony’s rootkit, called
XCP, was poorly written and created security holes in the computers on
which it was installed.?? At least three different viruses were created to take
advantage of these security holes.

Even if the user decided not to play Sony BMG CDs on their computer
anymore, XCP made itself very difficult to remove. The rootkit did not
display as an entry in the Add/Remove Programs menu, nor did the CD come
with a program to uninstall XCP. A user could not remove it through the
usual procedures. If a user tried more advanced techniques to remove the
rootkit, it would damage the operating system, potentially rendering the CD
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drive unusable and requiring the user to reinstall the operating system.%*
Sony BMG eventually provided a tool to uninstall XCP, but that tool created
a new security vulnerability.®> By November 2005, Sony BMG stopped in-
cluding XCP on its CDs, and Microsoft identified it as spyware.? As secur-
ity expert Bruce Schneier put it, “the only thing that [made] this rootkit
legitimate is that a multinational corporation put it on your computer, not a
criminal organization.”%7

License, not Ownership

Along with making it difficult to use the content they have paid for and
potentially damaging a user’s equipment, DRM prevents a user from truly
owning the copy of the purchased content. At best, a user has bought a
license to use the content for as long as the content owner is willing and able
to provide it.

As discussed above with the Kindle versions of Orwell’s dnimal Farm
and 7984, a content owner or distributor can revoke access to a copy of a
work that a user has purchased. Although in this case Amazon had a legal
reason for removing these copies of Orwell’s books, Amazon could have just
as easily revoked access to any other book. The only thing stopping them is
the Kindle terms of service, which Amazon has the right to change at any
time.

In 2013, a purchaser of Disney streaming video through Amazon later
discovered that Amazon revoked his access to the video at Disney’s request.
Disney, it turned out, wanted to distribute the video exclusively through its
own channels during the holiday season. Amazon restored the purchaser’s
access to the video after the media reported on it, but it seems as if this action
was at its discretion. The terms of service for buying streaming videos from
Amazon noted that the purchaser had no recourse if they lost access to the
video because Amazon’s license to sell it expired. %8

DRM’s ability to create self-destructing copies of a work means that
libraries may now find themselves paying repeatedly for the same book. E-
books that HarperCollins sells to libraries now come with a DRM-enforced
twenty-six-loan cap. If a library wants to lend the book out more than twenty-
six times, it has to buy another copy.®®

Even if the user’s license does not have an explicit cap on how long the
user can access a copy, a change in the content owner’s DRM technology can
leave the user with a useless collection of bits and bytes. Boston Red Sox fan
Allan Wood bought several hundred dollars’ worth of videos from MLB.com
(Major League Baseball’s online video service), then one day discovered that
his videos became unplayable because MLB.com changed the company that
provided their DRM. MLB.com’s initial response was that the videos were
onetime sales—no refunds. Wood, of course, was free to buy the videos
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again if he wanted to watch them. MLB.com later changed their stance and
allowed Wood and other affected customers to redownload the videos for
free, but MLB.com was under no obligation to do so. 90

A licensor of DRM-protected content can also lose access to their copies
if the content owner goes out of business. JManga was a website launched by
several Japanese publishers to provide legitimate, online English-language
translations of manga (Japanese graphic novels). IManga’s DRM required
users to access the manga using JManga’s website; users could not download
copies to their local device. The website closed less than two years after it
began, and customers lost all access to the manga they had purchased with no
refunds. 19!

User Privacy

Along with the restrictions it places on a user’s access to purchased content,
DRM also has the potential to intrude on a user’s privacy. Adobe’s Digital
Editions DRM keeps track of what books a user has downloaded, how long a
user has read a particular book, how far in a book the user has progressed,
and where the user is reading that book and sends that information back to
Adobe. Additionally, in 2014, users learned that Adobe was transmitting this
information unencrypted over the Internet, where it could be easily inter-
cepted. 192 Adobe promised to encrypt the data in the future, but that still
leaves a lot of information about reading habits in one location where it could
potentially be improperly used or even subpoenaed in a legal action.

DRM restricts customers’ ability to exercise their full legal rights to use
copies they have legitimately purchased. It turns purchasers from owners into
licensors at the content owner’s pleasure, potentially harms their devices, and
invades their privacy. These circumstances have led many users and librar-
ians to resist DRM.

CONCLUSION

Technological advances make it easy for artists to reach audiences they could
have only reached in previous eras with great difficulty. On the other hand,
that same technology makes it easier to make unauthorized copies of artists’
works, whether pure copies or modified versions. DRM is one of the tools
artists, content owners, and content distributors use to reduce unauthorized
access, copying, and distribution, but it is a tool that comes with substantial
costs to the end users of that content. The debate over DRM is an important
one, and we hope you find this book a useful guide to the technology and its
use. -’
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