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Law and the Internet

What are the dangers of putting the world at your fingertips?

By TROTTER HARDY

nless you're living in a
cave, you will have seen a
lot of articles in the popu-
lar press aboult the Internet,
and some about the legal
issues arising from this new tech-
nology. This article is an overview
that will not focus on particular
legal questions, many of which are
discussed elsewhere in this issue.
Rather it is on the more general
question of how and why a tech-
nology like the Internet can create
interesting new legal quanda: o,

It’s hard to get a handle on what
the Internet is, because it is not a
single “thing” at all. It is really just
a lot of compulers that are able to
talk to each other because they all
follow a common technical stan-
dard for communicating, Computer
owners around the world, from
universities to businessoes to chari-
ties to individuals, have chosen to
have their computers follow this
standard.

As a result, they can communi-
cate with other computers —
some two to three million of them
by current estimates. Any time a
new computer is programmed to
follow that same standard, and is
given a link (telephone wire, satel-
lite signal, etc.) to other such com-
puters, the new computer becomes
part of the Internet. There is no
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central “Internet computer.”
Rather, every communication from
one point to a destination point is
routed “ix the fly” through what-
ever intermediary computers hap-
pen to be least busy at that
moment. Most such communica-
tions, whether e-mail messages or
files or anything else, will be bro-
ken up into small “packets;” each
packet may take a different path
across the network.

That's why the Internet seems so
amorphous: Computers can come
and go — though these days they
mostly do the former. The Inter-
net's power and flexibility grow
from its decentralization. People
often think that decentralization
means the Internet is “chaotic” or
out of control, but it’s no more nor
less out of control than a million
retail stores or a million individu-
als or a million libraries. Bach of
the Internet's millions of comput-
ers is under the control of its par-
ticular owner.

With this many computers con-
nected together, lots of things are
possible. At first, Internet users
had access to technology that
would let them “log in” to any
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Internet computer set up to allow
access. The users could then use
the logged-into computer as if they
were a local user at a terminal —
even though they might be thou-
sands of miles away.

More recently, a newer tech-
nique allows a user to connect to
an Internet computer without the
necessity of logging in. The whole
process of connecting is done auto-
matically and, when network traf-
fic isn’t too heavy, quite quickly.

This technique means that a
document residing on an Internet
computer can contain links to doc-
uments on other computers —
and these computers can be located
anywhere in the world. The links
typically appear on screen to the
user as a phrase of text highlighted
in blue. The user reading the first
such document can point with a
mouse 1o a piece of blue-highlight-
ed text and click. When that hap-
pens, the computer automatically
fetches the “linked to” document
from the other computer and dis-
plays it.

In this way it is possible for an
Internet user to “jump” from docu-
ment to document on different
computers. The collection of Inter-
net computers that follow this new
linking technique, which is simply
a more sophisticated access
method than the Internet initially
provided, is called the “World
Wide Web.”

The special software that under-
stands how to make use of the link-
ing feature is called “browser”
software; the most popular “brows-
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Isan
on-line
service
like a
bookstore?

er” program is called Netscape, by
a company of the same name.
Browser software also offers access
to Internet facilities besides docu-
ment linking, and does so in a
much more “user friendly” way
than previously available. The
World Wide Web (or “Web” for
short) and browser software make
up such
a conve-
nient and
clever
way to
use the
Internet
that
before
long, we
can
expect
that near-
iy all
Internet
comput-
ers will follow the Web standard.
When that happens, the terms
“Internet” and “World Wide Web"”
will be synonymous.

With any major new technology
like the Internet, there is always a
debate over how the technology
affects the law. On the one hand are
those who say, “What's the big deal
about the Internet? Whenever any-
body talks about it, they’re talking
about defamation, copyright, con-
tracts, invasion of privacy, nego-
tiable instruments, etc. We've had
all those legal concepts a long time
— so there’s no‘hing new here.”

On the other hand are those who
say, “Oh, no: The sky is falling!
Everything about this new medium
is brand new, unexplored territory,
where none of the old concepts
and analogies work, and we have
to build a new legal system from
scratch.”

Neither viewpoint is helpful, for
the truth is that some legal issues
on the Internet are not new, but
others are; we need to sort them
out. Let’s start by defining a “new”
legal issue to mean nothing more
than an issue that is “worth think-

ing about afresh because greater
certainty would be helpful.”

In this sense, legal issues arising
from a new technology can be
“new” for several reasons. I will
discuss five such reasons:

* new roles for new players;

* changing factual assumptions;

* quantitative changes that make

a qualitative difference;

¢ the need for “comfort”; and

» the “big” issue of self-gover-

nance.

New roles for new players:
Technology may lead to people act-
ing in roles that are analogous to
other well-understood roles, but
because of the technology those
roles now have different policy
implications. The most controver-
sial “new role” on the Internet
today is that of the on-line service
provider — a role filled by large
companies like America Online,
Prodigy, CompuServe, Delphi and
others less well known, and by
hundreds of thousands of smaller,
often nonprofit, “bulletin board
systems” run out of private homes.

We have older analogies to the
new role of service provider: book-
stores, newspapers, lecture hall
owners, telephone companies, mail
order catalogs, etc. One problem,
though, is that it is not obvious
which of these is the most suitable
analogy. Let'’s take the bookstore
analogy, with defamation as the
problem. Should an on-line service
like Prodigy be liable in a defama-
tion action for the statements post-
ed by its users? Bookstores are not
liable for defamatory material con-
tained in the books they stock
unless they know or have reason to
know of the defamatory nature of
the material. Partly this is because
book stores cannot review every
book they carry for defamatory
content.

But in back of the rule for book-
stores may well be two underlying
— perhaps hidden — policy con-
cerns: first, that we are familiar
with bookstores and their value to
society. Second is a “policy” that
can be recognized whether one
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approves it or not, namely, that
book publishers have deep enough
pockets to satisfy defamation judg-
ments. Holding bookstores liable
would therefore not significantly
increase the likelihood that a plain-
tiff could recover damages for
defamation. If bookstores were to
be held liable, they would
undoubtedly reach indemnity
agreements with the publishers
anyway.

Now the question arises: Should
on-line services like Compuserve
and Prodigy be treated “like book-
stores?” In some ways they are —
they serve as the means for hun-
dreds of thousands of words to be
communicated from one “author”
to other “readers.” It is as impracti-
cal for them to screen every mes-
sage posted on their discussion
areas as it is for a bookstore to read
every book it carries.

But “on-line services” are not all
like CompuServe or Prodigy; they
come in an enormous variety of
sizes and purposes, not all of
which will be familiar to judges
and juries in terms of their value to
society. In addition, the typical
user of on-line services is an indi-
vidual, not a deep-pocket publish-
er. Will courts be as charitably
disposed toward the on-line “book-
store” when it provides unusual or
controversial information, or when
there is no solvent publisher
behind every message? Perhaps
they should be; but it would be
foolish not to notice the difference
or to realize that the difference
might in some instances be persua-
sive to a court.

Changing factual assumptions:
Many laws rest on unstated factual
assumptions. These laws may
make less sense when the underly-
ing factual setting changes —
even though the wording of the law
can still be applied to the new fac-
tual setting. The Internet has
reduced communication cost dra-
matically; it speeds up the volume,
extent and frequency of communi-
cations. Not all these changes
necessitate new laws, but legal the-




Easier access
means more

orists are often surprised at the
public’s perceptions of the need for
new laws — and public percep-
tions are a force that means more to
legislators than to theorists,

The agitation in Congress to ban
bomb-making information from the
Internet, for example, has died
down as of this writing, but this
sort of concern — over pornogra-
phy, lewdness, “mayhem manu-
als,” etc. — will surface again.
First Amendment advocates are
often appalled that Congress would
consider different rules for infor-
mation on the Internet than already
apply to
the print
medium.
If Con-
gress
cannol
prohibit
a certain
book,
goes the
argu-
ment, why should it be able to pro-
hibit the same book when it
appears in electronic form?

One quick but unsatisfactory
answer is that the Supreme Court
has said that for First Amendment
purposes, the medium of commu-
nication does make a difference.
The limited spectrum of the broad-
cast medium, and its “intru-
sivenes” into homes, caused the
court to grant broadcasting less
First Amendment protection than
the print medium. That is why the
court was deferential to the First
Amendment interests of newspa-
pers in the Miami Herald v. Tornil-
lo case, and deferential to
government interests in regulating
the media in the FCC v. Red Lion
case. The court, then, might apply
different rules to the Internet,
which is yet a different type of
medium. If for no other reason, this
court-sanctioned distinction
should give rise to some new First
Amendment cases dealing with the
Internet.

By itself, this line of thinking
argues that the Internet should be

will be looking.

even more free of speech restric-
tions than the print medium. After
all, there is practically an unlimit-
ed opportunity for all to “speak”
and “publish” on the Internet —
more so than is true for publishing
in print (because the Internet is
cheaper), and far more so than s
true for publishing over the medi-
um of broadcasting (because the
Internet is far cheaper). When all
can speak, and there is no scarcity
of spectrum band width, why
shouldn’t an unfettered market-
place of ideas flourish as never
before?

This view is unsatisfactory,
though, because it does not
account for the interest by the pub-
lic and Congress in regulating
speech on the Internet. That inter-
15t arises because of the very drop
in the cost of communicating that
the Internet has brought.

It works this way. Suppose
someone — a teen-ager, a member
of a radical group — wants to get
certain information, say pornogra-
phy or bomb recipes. In the pre-
Internet world, such persons might
have had to expend significant
time and money to find and obtain
that information, or at least expose
their desires to the view of others.
Perhaps a library visit would have
been necessary, including a face-to-
face meeting with a librarian. Or
actual research would be entailed.
These things are impediments —
costs — in the way of acquiring
the desired information.

With the Internet, however,
access to any information is nearly
instantaneous. The “cost” of acquir-
ing information over the Internet is
substantially less than it has been.

Economics teaches us that
falling costs produce a rise in
demand. We should therefore
expect that cheaper information
access on the Internet means that
more people will seek out informa-
tion — including information that
previously would have been more
costly to obtain. Many citizens
instinctively sense this change and
are justifiably uneasy about it; this
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uneasiness partly accounts for the
legislative efforts already being
undertaken to control the Internet.
Many First Amendment theorists
do not sense it and so cannot
understand the resulting pullic
impulse to regulate. In any event,
the matter of pornography, bomb-
making information, “mayhem
manuals,” and the like on the Inter-
net, and the case with which they
can be obtained, make up one large
area of constitutional controversy
with which we must wrestle in the
years ahead.

The same principles of falling
costs and changing factual assump-
tions apply to many other areas of
the law besides the First Amend-
ment. Worldwide digital communi-
cations make preserving copyrights
extra difficult, for example. Would-
be Internet publishers worry about
the new ease of copying electronis
malerials,

Already these worries have
prompted the creation of a govern-
ment task force to recommend
changes to the Copyright Act. The
recommended changes are
designed to account for this grow-
ing ease of copying by strengthen-
ing the author’s copyright
protections.

They would add, among other
things, a new author’s right: to con-
trol the “transmission” of informa-
tion. But this change, if enacted,
may have the incidental effect of
allowing information publishers to
charge readers for every “page” or
screenful of digital information
that they read — because each
such “page” might be a separately
recordable “transmission.”
Whether that’s bad or good, it is
controversial in some quarters and
results in new tensions in the
copyright community between
information producers and con-
sumers.

Sometimes factual assumptions
behind legislation are quite explic-
it, and Congress does not realize
that matters have changed. In the
carly stages of a radical new tech-
nology like the Internet, it is almost




inevitable that some legislation
will be enacted that is premised on
incorrect or missing information
about the nature of the technology.

An early version of one Senate
bill, for example, proposed to make
it a criminal offense for anyone to
“make available” pornographic,
lewd or indecent information on
the Internet. The use of the phrase
“make available” betrays an igno-
rance of the Internet’s actual opera-
tion: scores — perhaps even
hundreds — of computers may
handle any given unit of informa-
tion sent from a single user or site.
Do the operators of each of these
computers make the information
“available?”

Other versions of the bill added
a scienter requirement: lability
extended to those who “knowing-
ly” made the information available.
But does that mean that a service
like CompuServe or America
Online “knowingly” makes
pornography “available” when it
offers its customers access to the
gigantic library that the Internet
has become, pornography and all?

All these are problems that can
he resolved, of course. The point
here is that it will take our law-
makers a while to catch up to the
technology (if indeed they can ever
do so for something so rapidly
evolving), and that in the mean-

time, public pressure for new legis-
lation cannot always be resisted.
The “lag time” before Congress can
appreciate dramatic factual
changes, then, can easily lead to
inappropriate statutory language
that will inevitably cause problems
when good-faith users attempt 1o
comply.

Quantitative changes making a
qualitative difference: Laws that
are vague and unpredictable may
be tolerated when they are only
rarely invoked, but intolerable if
they become invoked more fro-
quently. Some of the best examples
of this effect from Internet technol-
ogy come from the areas of choice
of law and jurisdiction.

When courts have to choose
which law to apply, they have little
more than a few, often conflicting,
principles to go by: the place of the
wrong, the law of the forum, the
law of the state most interested in
the parties’ welfare. That can leave
choice-of-law questions in an
unpredictable muddle. Yet we live
with this muddled state of affairs.

The law of personal jurisdiction,
though better developed than
choice-of-law law, has never been
clear on basic issues like the pre-
cise state of mind necessary to
charge defendants with having
availed themselves of the benefits
of another jurisdiction’s laws. In

other topics.

An on-line source

Readers interested in a more in-depth look at some of the ques-
tions raised by the Internet might want subscribe to the Journal of
Online Law. It's currently free and distributed electronically. Not
quite a law review, but more detailed than Business Law Today, the
Journal is available for downloading from <http://www.wmn
.cdu/law/publications/jol>. Or subscribe by sending a message to
this address: <listserv@listserv.cc.wm.edu>. Have the body of the
message read: “subscribe jol Marion Smith” where you omit the
quotes and use your own name in place of Marion Smith. Or con-
tact the Journal’s editor at <editor@jol.Jaw.wm.edu>. Recent essays
have touched on anonymity, encryption, the First Amendment, and
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the international arena, the issue of
which nation retains jurisdiction
over a case is even less clear and
rests on an even less developed
body of case law.

A major reason that we have
never clarified the law in these
areas is that choice-of-law ques-
tions and jurisdiction questions —
especially international jurisdic-
tion questions — do not arise very
often relative 1o other questions,
Repeat players who do business
across borders can sidestep some of
the problems through the use of
choice-of-law clanses in contracts.
In a sense, we can “afford” not to
clarify these vexing issues because
their ambiguity does not cost us
very much,

But one huge effect of the Inter-
net is to collapse geographic bor-
ders and drop the cost of
transactions across those borders.
This implies two things: first, that
the sheer number of cross-border
transactions will increase, both
within the United States and inter-
nationally; and second, that the
number of ordinary, legally unso-
phisticated, citizens participating
in such transactions will increase.
Ordinary citizens may not be
repeat players and may not catch
on to the notion of contractually
specifying an applicable body of
law to their trans-border dealings.

For both these reasons —
potentially huge increases in cross-
border dealings of all kinds, and in
dealings between legally unsophis-
ticated, nonrepeat players — the
existence of the Internet will put
pressure on the development of
both choice-of-law and jurisdic-
tional law. In that sense, then,
these issues, if not literally “new,”
are at least going to acquire a
much-renewed interest.

The need for “comfort”: 1 is
quite possible that some issues sur-
rounding a new technology can be
satisfactorily handled with existing
laws. Yet, many people do not trust
either themselves or the courts to
generalize from the principles of a
particular law to a new setting.




Virtual
communities

real life.

They will not be happy unless they
sec a specific law that spells out
their rights and duties.

For example, the Copyright Act
contains a specific provision allow-
ing the purchaser of computer soft-
ware to make a “copy” of the
software in a computer’s memory,
if the copy is an essential step in
the use of the program. Such a
“copy” is indeed an essential step:
All software must be loaded into a
compul-
er's
memory
ifitisto
run at
all. This
statutory
provi-
sion is
therefore
unneces-
sary.
Does
anyone seriously imagine that a
seller of software would sue its
huyers for using the software they
bought? Yet, apparently such a pro-
vision provided comfort for some-
body, so it occasioned lobbying
efforts and congressional action.

We are likely to see occasional
legislation relating to the Internet
for the same reasons. Walch in par-
ticular for proposals to amend the
Copyright Act to permit computer
“caching” — the temporary stor-
age on an intermediate computer of
information downloaded from a
distant computer to save time if a
user calls for that information
again. Technically this short-term
information storage might consti-
tute a “copy” of the information
and hence be a copyright infringe-
ment. More likely a court would
say it is a fair use,

In either event, information
providers who are trying to provide
access to their information have lit-
tle incentive to sue others who facil-
itate that access by caching. But
obscure scenarios might arise, and
the desire for safe harbors is strong,
$0 we may see proposals for specific
exemptions along these lines.

will supplement

The big issue of self-gover-
nance: In one sense, the Internet is
simply a better means of communi-
cating than we had before. But it is
much more than that. The cost of
communicating over the Internet
across vast distances enables con-
versation and interaction that could
never have taken place before.
Quite commonly today people
“meet” and chat on the Internet,
becoming friends and colleagues
for extended periods without ever
having met face to face.

One need not be a utopian
visionary to understand that the
Internet is causing the formation of
new, on-line communities. That
those communities will ever
replace physical communities
seems unlikely, but it certainly
seems likely that these “virtual
communities” will supplement real
life, at least for particular purposes.

A recurring theme of conversa-
tions about the legal problems of
the Internet is the issue of whether
and how these on-line communi-
ties should be governed. On the
one hand, U.S. citizens, no matter
how “virtual” they may be in some
respects, are U.S. citizens — sub-
ject to all the laws of their federal
and state governments, The same
is true of course for the citizens
and residents of other countries
and their laws.

On the other hand, never before
has it been so easy to join, leave
and rejoin communities on a pure-
ly voluntary basis, or to form one’s
own community. Moreover, on-line
communities, though not free of
hostility, pettiness and other
human foibles, are free of direct
physical coercion.

Many individuals who consider
themselves members of such com-
munities wonder why they need
external governance for many day-
to-day issues. They ask why, if, say,
all community members agree not
to care about “telemarketing
fraud,” the Federal Trade Commis-
sion should care on their behalf, Or
if they expressly agree that one of
their members should serve as a
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repository for electronically trans-
mitted 10U’s on terms mutually
agreed to by all, why that member
should be subject to additional reg-
ulations the same way a bank is.

Obviously there is a strong liber-
tarian thread to these wonderings,
with which one may be philosoph-
ically inclined to agree or disagree.
But in the past it has not been so
easily possible to bind a group of
people to an express contractual
relationship as a part of their self-
definition as a community.

We may see in the {uture, then,
the formation of communities that
plausibly assert a claim to the right
of self-governance, at least as limit-
ed to the purposes for which the
community was formed and con-
tinues to exist. These claims may
amount to nothing, of course. But it
is also possible that they will
amount to a laboratory of indepen-
dent constitutional conventions
and a corresponding opportunity to
re-explore the nature of self-gover-
nance for us all. We'll see.

The Internet is a decentralized
collection of millions of comput-
ers, each under the control of its
owner but not under any central
organization. Its vast geographic
reach, along with its low cost for
communication, means that people
are doing more communicating,
and doing it in different ways than
before. Some of these new ways
will raise new legal issues such as
the lability of on-line service
providers. Some of the sheer
increase in communications means
that certain issues like choice of
law and jurisdiction, which are not
really “new” to the Internet, will
nonetheless be severely tested and
undoubtedly altered in the process.

To some Internet users, the new
technology offers a chance to se!
up their own communities with
their own governance. The friction
between existing geographically
based governments and these
would-be self-governing “virtual
communities” will produce some
interesting sparks.
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